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Visible Keyholes
(GUI Components)

The Fixed-Width Web Page keyhole
The Vertical Listbox/Combobox keyhole.

The Horizontal Listbox/Combobox keyhole.

The Fixed Size Window keyhole.
The Maximum Size Window keyhole.
The Fixed Size Dialog keyhole.
The Limited Tree Expansion keyhole.
The Fixed Width Edit Control keyhole.

The Lying Fixed Width Edit Control keyhole.
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The Fixed-Width Web Page Keyhole

Dice’s web site is typical:
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The Fixed-Width Web Page Keyhole

Like MSN, some
2/3rds of PC
Magazine’s Top
100 Classic Web
Sites use fixed-

width pages.
AOL is -

representative of =

those that center —

their fixed-width s £ .

pages. Ooooh! ——

R = ¥
= N &
- :
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The Vertical ListBox/ComboBox Keyhole

From BooksAMillion’s web site:

Mickname For This Sdoress |

Address Line 1 |

Address Line 2 {Optional ) |
ity |
StateProvince/Region: |Click To Select

FSISEE R Click To Select B
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ha*el

HAlabama

Alaska

America Samoa

Arizona

Arkansos

Armed Forees Europe
Armied Forces Pacific
HArmed Forces the Americas
Califoimia

Colorado

-
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The Vertical ListBox/ComboBox Keyhole

From Adobe’s FrameMaker 6:

—_———
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The Vertical ListBox/ComboBox Keyhole

From Microsoft’s Visual Studio .NET:

public DAataCallector{stoing URIGCURIFL laMame)

BrrayLis=t URIs =
f [URI=.

Cansy

reatil ‘ﬁﬂi‘mgc
H ¥ BirarySeanch
ES' Capachy

Wt .,E B =
CLEY—T

getlRI= [URTarURIFL1&Mame] ;

BT Fila 1= enpby. i

Gbas =

v BEravListi]

URI=} |

e = fnull;

respanse = WebReguest . Create (ue il GetResponse (]
irens _ Bddinsw Itealnfo [Fesponse FErtResponseStream i) , DateTime  Mow) b

H
caten |

finally § af [
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LESPRNSE =

null

Conscle BritelLin={"veinlnable ta access YTI0]W".

Voresponse Clase il ]

It Doesn’t Have to be This Way

Mo Ef fewr Fpwmm Don e e e flee gErsmany gieenmnsn gl hes s

b= O A B AT [

R e ey

new T imi."‘:‘.:iF:H:II. {(TineSpan . T i=ks ParHaur) ;

T,oueily ol
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EXE
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The Horizontal ListBox/ComboBox Keyhole

From Microsoft’s web site for Windows Media Player:

]* - 'E'Elﬂ!rliiﬂlllﬂ ”mhﬂnuﬂwﬂ:ﬁmﬁm:ﬂmmqﬁm]—mﬂmu‘

Windows Media Player /.|
Getting Started:

Thanks for using Windows Medua™ Player T.1. This guids is designed to help you
E’[ tha most of aur MeErsa s ol -“'l"l?l]'ﬂﬁ Madia Flayer 7.1 i ﬂﬂ‘i'jll'llElﬂ to offar
@ best consumer experience for the discovery, downioad, persanalization, and

] Ear.-bart of high quality Windiess Madia sudio and vided, snd the popular MPG

CWirdows Bedia™ Player 7.1 represents a significant enhancement to the
Windows Mecha cormumes sxoerencs ard bt pou play the mose populsr streaming
and local audic and widess formats, organize ard cabalog your digrtal masic
callection, than aasily ranader albusd or custam playists o 5 portabls device, IF
wou're looking for new muse, istan to o muktbuce of Inkermet redio stations
worldwide, ar find information shout thousarnds of raw srixte r the Madia Guids,
You can aleo personalze the bak and tesd of your Windows Meda™ Flayer into
everpthing from & shark's head to & televizion,

Thes sl paet is that using Windows Medha™ Flayer 12 3 breaps, Herg s Lome
staps to halg youw gat stated ard become productiva nght awar:

sPovr PMlaying plass video conkent, ar displays track information and visualizations

{aplashes of (olor and gaometric shapss that thange with tha music baat) dunrg
audio plavback.

To maximize usability, this is also a vertical Listbox keyhole.

Copyright (Text Only) © 2002 by Scott Meyers

Page 11
The Fixed Size Window Keyhole
Very popular for licensing agreements. From Microsoft and Real Networks:
) FaaiCrve wiand Weraret 25
L evreas) preeined
Mgl remirae |l Beiiin OF Hew Bral Uis Lisres ApSaresitl [l [sslind ingfg

el Bagpn, iy oxgiong ‘Recsl Esdosy . po v die el you eosql e e
il U st apmareerd. Cheliryg Tareed will ibop the mtdlstash s

L S ol In
naegsia the dorument o
ik o the ks hedoer o
s speci sm of the

i
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The Fixed Size Window Keyhole

Also common for installation directory dialogs. From Apple’s QuickTime 5 installer:

oose Direciony

Flease choose the direcion 1or instalistion.

P

x|

|d Y niEtwana

[eracionas:

= it = QK

5 Badend B 5 c
:IL'Ir..-KH'I'IA.phu I

0 Direi Anifraeie
3 Diriwer far HR 5352

£ Emace
] Eudors L'
Cirrgms:
| = d MTFE = (Arra———
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The Fixed Size Window Keyhole

Common for help,

as well. From WinZip Computing’s WinZip 8:

Help Toplcs: WinZipd Help Fle Fix)

Canfenty ||r.:|q.e | Fing |

Click & topac. and than click Displey. Ordick another sk, such as Index

10 Bages
‘ Siys

& o
L0 Dt

A Ui

Licerse

t Cedenng mfgrmation
B Suppon end Cusstians
¥ scirowedgments

1A Cammands and Procadunes
& Ceng end Orop niadacs
ﬁ Esplorer intordace
‘ Feny Cammand e

't WinZp Set-Exkacior Personal E diton
A Dautike Clicking
H Windows Associsions

.'_FI Fubipla Disk Spannng

& kKeyooerd Usage

B Lreesinn B s :I

fem Faquiramants, Installabon, and Unnsialshan

tligurarion Ophiong

ng Win g poia E -l Anchac:

[ Gese | Em. | conca |
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The Fixed Size Window Keyhole

Web sites like them, too. From Ameritrade’s web site:
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L =
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Beozinl Sdleclion ®
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The Fixed Size Window Keyhole

Page 15

An interesting twist: an unscrollable window from Photo Imaging News’ web site:

FPhata imaging Maws
Intenationad Ediian

Talde ol CanrEnts
‘walmme 18 Humber 11
Wapk ol May M, AT
This isdU4 sernming:
s Nightad Imaging Berkeding
Ao lom Dighad Imaging Maskeding
B iatiie Hearaip
« Db DIRA Piograins
Furthssr realews fowm Diag sl Bnosaging
Horanting fosascietion motings
s PR Dvgpbsl Prmies RoundsLip (2]
- W D0 dHEna NG e al

Frdia
& Bnel Kees of Pe Frabofinesarg
Induabry

Feprthm "&vmic tan peparake G-
Tre-lne Carars roawrt c33es
= Con;ord Cavien canirober embecie
5125 milbiw
= I Bl LLEL K, B00 LU
lrmdrcmiy & revinc o aid desdreng
s mrupnent service organzahon
- [ whes LK. Puplogy b2 will prospade
. [nbemat-based praboshanng and

il s v e e e e = R
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The Fixed Size Window Keyhole

An unusual specimen from McCarthy Technologies’ web site:

P BE S Gmte Twh e e w0 Gveeey esrwt 457 ars die - ﬁ

(et~ 18 L R R el E

L] L L)
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The Maximum Size Window Keyhole

From Adobe’s Acrobat 4 documentation:

The maximum size AT — ~nel

for the note
window is 288
pixels high and 432
pixels wide.

#0 \~Eiaa FET

i E
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The Fixed Size Dialog Keyhole

From Sonicbhox’s iM Tuner:

i* Tuner System Settings

User Irlcrmation | Syshem Infa | anaut |
5B Config 1 3.1rﬂ=; i e

i
T

Fyiten =
05 Werpion Infop §, 0, F1WE i

L} liilﬁ Sarence Pack
gfl Vendor 100 A:I-‘-.nnlﬂ:ﬂhl i

CPle
CPUDD Irvfe [F S [

ical 402096126
okt g1i15r
Faga Filu: S84 ¥0asea 2
Evmil Faga Filac GSINEL P
P Emaar ke
Ba ! ] i L
EnablaHE I Enabl s

abfla Emt-l-ld

Pl | thpmla? 30.10kL
Bl timedna
1]

| o |  concsl
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The Fixed Size Dialog Keyhole

From Microsoft’s Visual Studio 6:

Eddior | Tabs | Debug | Compasbity | Bubd | Disectories | | []¥]

21

~ Wi sellings
¥ Vasicdsaoel % Horota st b
[ Augomstic mndow ecpcing ¥ Gelsction magn
¥ [hegranddeop test ading
Saew oplions
¥ Sy befose junning tools I~ Prompd before savieg fles
[ Pedoensbe igiosd ol sdmmally modded e
Sistemeant complstion opions
[ fap s member: F [ode conmant:
[ dudn lpps inka R e psrmestsy infin

0K Cancel
| J |
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The Limited Tree Expansion Keyhole

From Microsoft’s Visual Studio .NET:
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The Fixed Width Edit Control Keyhole

From Microsoft’s Internet Explorer 6:

Import Favortas Souwrce
Yiou can select whens o impa yaur Eanles from.

=

——
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The Fixed Width Edit Control Keyhole

From OneSuite.com’s web site (account setup):

STEP 2: Account Information

User Marme | 3 to 16 chars, Last
characier must be aumenc

Password |

Pe-Enter |

P asswiord

Secret |'|"l|l'l1-n't' C This quasbion and answer

Question 1% your favori are used IF vou lase your

_/( PEREWEN,
} Secret | Tha answer o youwr secrat

Answer gueEsTan.

E-Manl | Arraurt information is send

Hddrecs o Hhiz e-maifl addrass

From OneSuite.com’s web site (account maintenance):

Seerael " '
. hl'l'hal % your favorite oolor?
Question) n
Answer: |
s |
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The Lying Fixed Width Edit Control Keyhole

From Marriott’s web site:

Check-in Date: | April, 2002 =17 = [l=]

Check-out Date: | Apqil, 2002 =12 =] Cl=l
Mumber of Guests IG

Entar your karmnott Rewarda numbar to eam poiml= or miles
al participating Marriolt Rewards hotels

Marriott Rewdards Murmbes |T:"? 5R5 4
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The Lying Fixed Width Edit Control Keyhole

From Symantec’s Winfax Pro 10:

1l

Gmneral | Faie'Wiew | Message Fies |

% AecswedFa

Hans |F|I1-1;|-u|:h'l:| and Frividercs Fla
Company: |

= |

Subact: [TC52 Evperaes

Edrgcode |

Eewodsp |

Hiiadreiad RO EI5 I AM

Diusation i 1T s

Spmed 3800

Pk o

SAplE Fiicimel Suceazabuly

Aead =
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Invisible Keyholes

The Too Few Bits keyhole.

The Unnecessarily Signed Int keyhole.

The Restricted Field Size keyhole.
The Restricted Domain keyhole.

Important: Invisible # Undetectable!
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The Too Few Bits Keyhole

From Roxio’s web site (but the software is due to Adaptec):

If you have Easy CD Creator 4.00 and have more than 8Gb of
free space, please create TEMP directories and fill up
space in these until less than 8Gb of free space remains.\n

8GB is 33 hits...
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The Unnecessarily Signed Int Keyhole

Naviscope’s Naviscope status report:

Maviscope: Active, 10 Prefetched, -4116 Ads Blocked
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The Restricted Field Size Keyhole

A phrase to index using Adobe’s FrameMaker 6:

Prefer iterator to const_iterator, reverse _iterator, and
const_reverse_iterator.

| want several different index entries:

iterator: vs. other iterator types

const_iterator: vs. other iterator types
reverse_iterator: vs. other iterator types
const_reverse_iterator: vs. other iterator types
iterators: choosing among types

containers: choosing among iterator types

With markup, here’s the index entry | want to make:

<$startrange><c>iterator<d>: vs. other iterator types;
<c>const_iterator<d>: vs. other iterator types; <c>reverse_iterator<d>:vs.
other iterator types; <c>const_reverse_iterator<d>: vs. other iterator
types; iterators: choosing among types; containers: choosing among
iterator types

Copyright (Text Only) © 2002 by Scott Meyers Page 29
The Restricted Field Size Keyhole
FrameMaker lets me type it into this lovely keyhole,
X
b arker Tope: Ilnde:-: j
b arker Text:
tppes; <croonst_reverse_terator<ds: va. other ﬂ
iteratar types; iterators: chooging among types;
containers choosing among iterator lypeg j
but when I click “New Marker”...
X
& Marker text is koo long. Marker text is limited to 255 characters,
Page 30
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The Restricted Field Size Keyhole
From Microsoft’s Visual C++ 6:
Compiler Warning C4786
The debugger cannot debug code with symbols longer than 255 characters.

From Microsoft’s Visual Studio .NET Readme: A

Setup fails if any path and file name combination exceeds 260 characters.
The maximum length of a path in Visual Studio is 221 characters;
accordingly, you should copy files to a path with less than 70 characters.

If you create a network share for a network image, the UNC pH
to the root install location should contain fewer than 39 characters.
Annotations in Adobe Acrobat 4 appear to be limited to 5000 characters. n

Nostalgia:

= Local phone numbers will never have more than 7 digits.

»
= Two digits will always suffice to identify the year. 4
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The Restricted Domain Keyhole

Unbelievably common for user IDs and passwords, often in conjunction with field size

keyholes:
CICS Passwords n\ v/n

+ Must be between 3 and B characters.
« Can have alpha and numeric characters. No special
characters (dollar sign. percent signs..)

The University
of Arkansas

Must be at least six {(6) characters long, may
conkain numbers (0-2) and upper and lowercase letkers
(A-Z, a-2), buk no spaces.

Your PIM...

Ameritrade 1. Must be a 4-digit number
2. Cannot bedin with a zero
3. Cannot include letters or symbols

Hotmail
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The Restricted Domain Keyhole
From Rifco’s DC SmartFTP:
Newpb x|
Gereral | FTP | Mensgement | Prosy | Schedder |

Hare vou descnbe wowr FTF sensar's propesiies such ss host addrese. remoia dinacion:
wour sstounl id. denlfication passwoerd eic

Hast W
{Ap foodan com o
Ll re a Pasiwond must not cortan spaces L i

'|.=|_-,|_-F|_||_| - \ :Ej
Password & n

= Calculefa pveny tima
& Femamber pesrsard T f=mbog fram fiedd: Zl' miin

I Passive fenster

o | Heip | Carcal |
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The Restricted Domain Keyhole

From 1800flowers.com’s web site:

Enter a Card greeting

Message type: ICIil::k to select... j

There iz a 140
character limit for your
message due to the

greeting: ITu all our good buddies out aﬂ

size ofthe card. Note:  MESS30E ]
please do notuse any *50
special symbaols like chaf?mr
T SxETLT
S
At g loss for words? ﬂ
WWe can help you
EHPrESS your signature: |[Fred, Wilma, Barney, Betty, an
sentiments. Click
here to view
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Keyholes by Induction

If 1 is good, n must be better.
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Keyholes Everywhere

Here’s my environment (PATH is highlighted):

5 Bkl |:-.lrII_H||-"|1I|'1Il
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Keyholes Everywhere

Here is Microsoft’s Windows 2000’s interface for editing it:

E o smier i skl shes & L] :
e v by by AR ki jrami
Wil T ]

e rmrmr e
O o ‘Warialie ek !I_l AP O T L | SR D

i i [ A \Prosy . seveng ('l Soako’Fra
] o s VO T e vl LY / | o I Cowsl

MEDwalw Cr ' Preey s rerere] ="l T iy

BeTH xS\ Progr s semings'm.sd Shudin'do -
e |_ -1 I | =11 ] I

S v b

war i ek =]

MBS OF P i

i s Rl

Thdl BFals TR sk I feacld —J

Padh d-mebErspe i TN e

PRaTHEAT L0 ENELBLT CIll vBE L WSE; 8 1., o8

o] o |
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Keyholes Everywhere

From Crucial Technology’s web site:
[ 8 <o vmp s e i i Bl e e P = et b P

P i e Fyowks i T
e  ~ B i REE % I BT o L e e L e

g I-'_l e el [T b oo bt e Wt il = ST = RSkl wii
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e
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T e s s e Tl | Motheboard Speciications: [ Shipping Haten
10 5 SPETes Cun el iy SUPLE PaSHA | FiciE'n Zrel Doy FREE
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v it e = g Sl Sorisl (o A Heed Help?
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From HP’s web

Keyholes Everywhere

site:

Bl Bl e Pl Tnk e -l'tl.n'-'\-wu-!-l.ﬁ“ l.—!ll-'lrru'l'ﬁr-l.lvw

e —TT]

pre e WA D | e
T

B I L L
PRGN L - - 3 T

-

pleass proweds T
auact problem

Vi i Vel

T . ==

e -

o g  ——
descrigtion and any gy

iy § -

Carr i

Ty

.

athar information
that can help hp

assist you.

|, pli—
d

Lal

Thi=s 1= the total

=
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amount of text that
can be typed Lnta &
windaow af this
= =ize. Do wou think
S it iz big enough? &
sl
Saudi Arabaa -
e 5 Senagal
Seychellas
SeErrs Leons
3 Singapars
Shavakia
Shoveria
Solaman 1slands
e Somaka
""" F South sfrica
Spouth Georgia Ll
i D e
Page 39
Beyond Inconvenience
What happens when the log exceeds 65.535" in width?
“It was a very serious bug. It really could have killed someone.”
Page 40
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Beyond Inconvenience

Fixed-size buffers + programmer incompetence or oversight = Hackers’ Delight.

Code Red and Code Red Il worms

A quick Google search yields reported buffer overrun vulnerabilities all over the place:

= gzip under Linux = rpc.espd daemon = Microsoft SQL Server
under IRIX .
= xdat under AIX * Microsoft Internet
) = xterm under OpenBSD Explorer under MacOS
= count.cgi everywhere
= statd under Unix = Microsoft 11S
= MIT’s Kerberos
] = talkd under HPUX = TalentSoft’s Web+
= SGI df, pset, and eject
under IRIX = NTP under NetBSD = CDE’s dtspcd daemon
under Unix
= HP’s Openview * AOL Instant _
Network Node Messenger under = login under System-V-
Manager Alarm Service Windows derived Unix
= Microsoft Clip Art * Microsoft Windows * Microsoft’s C Runtime
Gallery Media player Library
= Microsoft Index Server ~ * Microsoft * Apple’s sudo under
2.0 under Windows NT. HyperTerminal MacOS
Copyright (Text Only) © 2002 by Scott Meyers Page 41

Beyond Inconvenience

The stakes can be high...

March 1979:
TMI-2 comes
within 30
minutes of
total
meltdown

Contributing
factor:

A steam
temperature
readout is
programmed
never to
display
values over
280°F
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What You Can Do

Get a Feel for the Ubiquity of the Problem:
= For one full day, count the number of friction-inducing keyholes you encounter.

= Calculate how many times you are interrupted by the need to work around
needless keyholes.

Fundamental: Avoid imposing gratuitous restrictions.

= As much as possible, determine things dynamically instead of statically:
O Window sizes
0 Layout of window content
O Field and buffer sizes
U Etc.
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What You Can Do

General practices:
= Reject components (especially GUI components) that impose keyholes.
= Before putting something somewhere, make sure it will fit!
= Don’t try to shave bits.
= When counting things, use unsigned integers.
Web site designers:
= Follow the advice above.
=  When in doubt, copy Amazon.

= When not in doubt, check Amazon anyway.
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But, But...

But programming with keyholes is faster and easier than programming without them:

= Typically false for GUls. Standard components/techniques offer better behavior:

Fixed-width web pages are easily eliminated (cf. Amazon)
Ditto fixed-size windows (cf. most Windows apps)

Ditto windows with a maximum size.

Ditto fixed-width edit controls (cf. Windows search)

Ditto lying fixed-width edit controls.

I I B B B

= Also often false for invisible keyholes:
0 Use of unsigned ints typically trivial.
0 Use of variable-sized fields typically trivial.

0 Use of unrestricted value domains typically easier (when it makes sense).

= Even when true, a lousy argument:
O Write non-keyhole components once, then use them all over.
O You have to write some infrastructure anyway.

But everybody uses keyholes:

= Listen to your mother:
O “If everybody jumped off a cliff, would you jump, too?”
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Thanks for the Gratuitous Frustration to

About 2/3rds of the World’s Web Sites
Microsoft
Adobe
Real Networks
Apple
WinZip Computing
SonicBox
Symantec
Adaptec
Naviscope
Rifco
And all the other Keyhole-Happy Software Vendors
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Please Note

Scott Meyers offers consulting services in all aspects of the design and implementation
of software systems. For details, visit his web site:

http://www.aristeia.com/

Scott also offers a mailing list to keep you up to date on his professional publications
and activities. Read about the mailing list at:

http://www.aristeia.com/MailingList/
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