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Table 1 gives - as an example - the numbers from
the muiti-member constituency of @stjylland
(Eastern Jutland).

1.2.2. Step Two: Determining of Passing the
Threshold

This step determines which parties are eligible for
compensatory seats. This s done by chedang if
participating parties meet any of three requre-
ments. Thus, the Danish electoral system has not
one, but three different electoral threshaids, and
parties qualify for particpation i the allocation of
compensatory seats by any one of them. The three
thresholds are:

. winning a seat drectly in any of the ten
muiti-member constituencies

N

obtaining in two of the three electoral provinces
anumber of votes coresponding - at least - to
the provincial votes/seat ratio (using in the
calculation of these ratios the number of seats
in the muiti-member corstituencies inthe
dectoral provinces in question, excluding the
provinces' compensatory seats) or

3. 2 per cent of the valid, national vote.

for parties that do not meet the first requirement
(in 2007 it was two of nine participating parties),

the relevant numbers are shown in Table 2, which
allows a comparison of thresholds (2) and (3), and
the votes for the two parties in question in the
three dectoral provinces as well as nationally.

Experience shows that threshold (3), the 2 per cent
rule, is much mare important than threshold (2), the
vote/seat ratio in two of three electoral provinces.
Parties that meet the 2 per cent requirement will
often also have met threshold (2] - aswas the case
in 2007 with the Uty List - while parties below
the 2 per cent hurdle almost invariably will not
meet any of the other requirements (as shown by
the example of the Christian Peoplers Farty in 2007,
which falled to cross any of the three thresholds).
This experience illustrates how Danish pdiitical
parties are not (any longer) primarily local or provin-
aal n ther support patterns.

1.2.3. Step Three: Allocating Compensatory
Seats to Parties

Thns 15 the decisive step, since it is here that the
proportional, overall, national (or upper-tier) allo-
cation of all 175 seats takes place. The calculation
{reproduced in Table 3 below) allocates the seats
avaiable to parties which have qualified for partic-
pation in this allocation in strict proportionality to
the number of votes obtained by these parties The
caloulation is done on the basis of the so-called
pure Hare quota; seats not allocated by the full

Table 2. How the Parties that Failed to Qualify for Seats at Threshold (1) Fared on Threshold (2)

and (3). November 13, 2007.

All of Denmark  Metropolitan Sealand-Southern  Northemn and
Copenhagen Jutland Central Jutland

Threshold 2:
validvotes per muiti-member na. 26,906 25103 25,146
constituency seat
Threshold 3:
2 per cent of valid national votes 68,189
The Parties’ Votes:
K. Christian Peoples Party 30013 5513 7635 16,885
Y. New Alliance 897,295 40,241 30358 26556
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char*M,A,Z,E=40,1[40],T[40] ;main(O){for(*J=A=scanf(M="%d" ,&C);

- - E; J[ E] =T
[E 1= E) printf("._"); for(;(A-=Z=!'Z) Il (printf("\nl"
) , A = 39 , C - -
) ; VA | | printf (M )OM[Z]=Z[A-(E =A[J-Z])&&!C
& A == T[ Al
|6<<27<rand(O) | 1 TC&!'Z?I[T[E]=T[A]]=E,J[T[A]=A-Z]=A,"_.":" 1"];}
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the muiti-member constituency of @stjylland allows a companson of thresholds (2) and (3), and

[Eastern Jutland). the votes for the two parties in question in the
three dectoral provinces as well as nationally.

1.2.2. Step Two: Determining of Passing the
Threshold ience shows that

This step determines which parties are el

the 2 per cent

compensatory seats. This s done by ing
participaty arties meet any of three requre A meet the 2 per cent requ
ments. T belomishdegioral system has not often ve met threshold (2)
one, b J | Z )

parties qu.
compensatory seats by any one of them. The three
thresholds are:

. winning a seat drectly in any of the ten

muiti-member constituencies

nger) primarily local or provin
their support patterns.
f the three electoral orovin

anumber of votes corespanding - at least - to
the provincial votes/seat ratio (using in the

dabicn ok i bice Ho oo mboe oF

1.2.3. Step Three: Allocating Compensatory

Seats to Parties

This 1s the decisive step, since it is here that the
overall, national (or upper-tier) allo-

in the muiti-member corstituencies inthe

3. 2 per cent of the valid, national vote.

voles

‘or parties that do not meet the first requrement calouation is done on the

asts of the so-called
xated by the full

(in 2007 it was

ipating parties), pure Hare quota; seats

Table 2. How the Parties that Failed to Qualify for Seats at Threshold (1) Fared on Threshold (2)
and (3). November 13, 2007.

All of Denmark Metropolitan Sealand-Southern  Northemn and
Copenhagen Jutland Central Jutland
Threshold 2:
hidvotes per multi-member na 26,906 25103 25,146
constituency seat
Threshold
2 per cent of valid national votes 63,189
The Parties’ Votes:
K. Christian Peoples Party 30013 5,513 7635
Y.New Alliance 97,285 40,241 30358

invariants

Thursday, 1 December, 2011

23




Informal EBON

"The time must be non-negative.",
"Must support concurrent use by multiple clients.
end

\

( R
class_chart LOGICAL_CLOCK
explanation
"A logical clock."
query
"What is the current time for this clock?"
command
"Advance the clock; update the clock's time."
constraint

i

Formal EBON

(- = =
indexing
about: "A logical clock.";
title: "TickTockClock";
author: "Joe Kiniry";
copyright: "Copyright (C) 2007 Joe Kiniry";
organisation: "School of Computer Science and Informatics, UCD";
date: "January 2007";
version: "Revision: 11";

static_diagram
component
deferred class LOGICAL_CLOCK

feature

my_time: INTEGER -- The current time of this clock
-- What is the current time of this clock?
deferred get_logical_time: INTEGER

-- concurrency: CONCURRENT

-- modifies: QUERY

ensure

Result = my_time;
end

deferred advance -- Advance this clock's time.
-- concurrency: GUARDED
-- modifies: my_time
ensure
-- This clock's time has monotonically increased.
old my_time < my_time;
end

invariant
0 <= my_time;

end -- class LOGICAL_CLOCK

end --component

oL

JML

(o 3
* A logical clock.
* @title "TickTockClock"
* @date "2007/01/23 18:00:49"
* @author "Fintan Fairmichael"
* @organisation "CSI School, UCD"
* @copyright "Copyright (C) 2007 UCD"
* @version "$ Revision: 1.7 $"
*/

public interface LogicalClock {
// The current time of this clock.
//@ public model instance \bigint _time;

//@ public invariant @ <= _time;

S
* @return What is the current time of this clock?
* @concurrency CONCURRENT
*/

//@ ensures \result == _time;

public /*@ pure @*/ long getlLogicalTime();

Jk®
* Advance this clock's time.
* @concurrency GUARDED
*/
//@ assignable _time;
//@ ensures \old(_time) < _time;
//@ ensures (* _time has been increased. *);
public void advance(Q);

\‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIJ

‘lIllllllllllllllllllllllllIIIIIIIIIIIIIIIIIIIIIIFJ

o!

Java

* A logical clock implementation.
* @author "Joseph Kiniry"
*/
public class LogicalClockImpl implements LogicalClock {
/** The current logical time. */
private long my_time = @; //@ in _time;
//@ private represents _time <- my_time;

,
Jx*

public long getlLogicalTime() {
return my_time;

}

public void advance() {
my_time++;
}
}

‘lIlllllllllllllllllllllllllllIIIIIIIIIIIIIIIIIIIIIIFJ

e-Voting Software
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of all valid ballots */

transfer structure for

/*x Data
BallotBox {

public ¢

already shuffled and mixed by the data loader

of valid ballot papers,
* or returning officer.

*/
//@ public invariant \nonnullelement

(ballots);
// TODO JML warning: array nullity is invariant for as
pro ted /*@ non_null spec_public @

nment
new Ballot [Ballot.!

e+/ Ballot[] ballots

[Hx
s box.

* Get the number of ballot

in

* @return the number of ballots in this ballot box

/*@ public normal_behavior
ensures @ <= \result;

@ ensures \resu number0fBallots;
ensures (ballots == null) ==> \result == 0;
pure @/ int size(){
numberOfBallots;
}
number of ballots in this ballot box.
invariant @ <= numberOfBallots;
<= MAX_BALLOTS;

numberOfBallots —
s) <= numberOfBallots;

invariar
t \old (numberOfBallots)

constra
/*@ spec_public @/ int numberOfBallots;
[k
* Number of ballots copied from box
*/
//@ public ially index
public invariant index ze();
public constraint \ol ) <= index;
int index;

ed /+@ spec_public €

[k
Create an empty ballot box.
/

gnable ballots, index, numberOfBallots;
@/ BallotBox(){

Refinement Relation
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Argument
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Thursday, 1 December, 2011

26




Governments
do not trust

Verification

Thursday, 1 December, 2011




Governments
think they trust

Testing

Thursday, 1 December, 2011




Automated Testing
that complements

Formal Verification

Thursday, 1 December, 2011




Table 1 gives - as an example - the numbers from
the muiti-member constituency of @stjylland
(Eastern Jutland).

1.2.2. Step Two: Determining of Passing the
Threshold

This step determines which parties are eligible for
compensatory seats. This s done by chedang if
participating parties meet any of three requre-
ments. Thus, the Danish electoral system has not
one, but three different electoral threshaids, and
parties qualify for particpation i the allocation of
compensatory seats by any one of them. The three
thresholds are:

. winning a seat drectly in any of the ten
muiti-member constituencies

N

obtaining in two of the three electoral provinces
anumber of votes coresponding - at least - to
the provincial votes/seat ratio (using in the
calculation of these ratios the number of seats
in the muiti-member corstituencies inthe
dectoral provinces in question, excluding the
provinces' compensatory seats) or

3. 2 per cent of the valid, national vote.

for parties that do not meet the first requirement
(in 2007 it was two of nine participating parties),

the relevant numbers are shown in Table 2, which
allows a comparison of thresholds (2) and (3), and
the votes for the two parties in question in the
three dectoral provinces as well as nationally.

Experience shows that threshold (3), the 2 per cent
rule, is much mare important than threshold (2), the
vote/seat ratio in two of three electoral provinces.
Parties that meet the 2 per cent requirement will
often also have met threshold (2] - aswas the case
in 2007 with the Uty List - while parties below
the 2 per cent hurdle almost invariably will not
meet any of the other requirements (as shown by
the example of the Christian Peoplers Farty in 2007,
which falled to cross any of the three thresholds).
This experience illustrates how Danish pdiitical
parties are not (any longer) primarily local or provin-
aal n ther support patterns.

1.2.3. Step Three: Allocating Compensatory
Seats to Parties

Thns 15 the decisive step, since it is here that the
proportional, overall, national (or upper-tier) allo-
cation of all 175 seats takes place. The calculation
{reproduced in Table 3 below) allocates the seats
avaiable to parties which have qualified for partic-
pation in this allocation in strict proportionality to
the number of votes obtained by these parties The
caloulation is done on the basis of the so-called
pure Hare quota; seats not allocated by the full

Table 2. How the Parties that Failed to Qualify for Seats at Threshold (1) Fared on Threshold (2)

and (3). November 13, 2007.

All of Denmark  Metropolitan Sealand-Southern  Northemn and
Copenhagen Jutland Central Jutland

Threshold 2:
validvotes per muiti-member na. 26,906 25103 25,146
constituency seat
Threshold 3:
2 per cent of valid national votes 68,189
The Parties’ Votes:
K. Christian Peoples Party 30013 5513 7635 16,885
Y. New Alliance 897,295 40,241 30358 26556
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Table 1 gives - as an example - the numbers from the relevant numbers are shown in Table 2, which

the muiti-member constituency of @stjylland allows a companson of thresholds (2) and (3), and
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on of these *.)t 105 L’: V.f'lf):-( of sgats This 15 the decisive step, since it is here that the

in the multi-member corstituencies in the overall, national (or upper-tier) allo-

ats takes place. The calculation

cates the seats
avaiable to parties which have qualified for partic

3. 2 per cent of the valid, national vote. pation in this allocation in strict proportionalify to
the number of votes obtained by these parties The

For parties that do not meet the first requirement calouation is done on the bass of the so-called

(in 2007 ¢ two of nine par' ting parties), pure Hare quota; seats pcated by the full
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Table 2. How the Parties that Failed to Qualify for Seats at Threshold (1) Fared on Threshold (2)
and (3). November 13, 2007.

All of Denmark Metropolitan Sealand-Southern  Northemn and
Copenhagen Jutland Central Jutland
Threshold 2:
votes per multi-member na 26,906 25103 25,146
69,189
The Parties’ VOtes
K. Chnistian Pec s Party 30013 5,513 7635
Y.New Alliance 97,295 40,241 30358

-~ An individual person standing for election
sig Candidate {

votes: set Ballot, -- First preference ballots assigned to this candidate
transfers: set Ballot, -- Second and subsequent preferences received
surplus: set Ballot, -- Ballots tranferred to another candidate election
wasted: set Ballot, -- Ballots non-transferable due to exhaustion of preferences
outcome: Event -~ Election result for candidate and associated ballots

// Non-transferable ballots
0 < #wasted implies (outcome = WinnerNonTransferable or
outcome = QuotaWinnerNonTransferable or
outcome = EarlyLoserNonTransferable or
outcome = SoreLoserNonTransferable)
(outcome = WinnerNonTransferable or outcome = QuotaWinnerNonTransferable)
implies wasted in surplus
(outcome = EarlyLoserNonTransferable or outcome = SoreLoserNonTransferable)
implies wasted in votes + transfers
// Division of ballots into first preferences and transfers
no b: Ballot | b in votes & transfers
// Division of ballots into piles for each candidate
all b: Ballot | b in votes + transfers implies this in b.assignees
// Selection of surplus ballots for re-distribution
surplus in votes + transfers
Election.method = Plurality implies #surplus = 0 and #transfers = 0
0 < #transfers implies Election.method = STV
/ Calculation of surplus for PR-STV election
((outcome Winner and Election.method = STV) or (
outcome = SurplusWinner or outcome = WinnerNonTransferable)) implies
Scenario.quota + #surplus = #votes
(outcome = Winner or outcome = SurplusWinner or
outcome = WinnerNonTransferable) implies #transfers = 0
(outcome = QuotaWinner or outcome = AboveQuotaWinner or
outcome = QuotaWinnerNonTransferable) implies surplus in transfers
(outcome = QuotaWinner or outcome = AboveQuotaWinner or
outcome = QuotaWinnerNonTransferable) implies
Scenario.quota + #surplus = #votes + #transfers
0 < #surplus implies (outcome = SurplusWinner or outcome = AboveQuotaWinner or

(outcome = EarlyLoser or outcome = TiedEarlyLoser or
outcome = EarlyLoserNonTransferable) iff
(this in Scenario.eliminated and
not (#votes + #transfers < Scenario.threshold))
// All non-sore losers are at or above the threshold

outcome = TiedLoser implies Scenario.threshold <= #votes + #transfers

e-Voting Test Harness

outcome = WinnerNonTransferable or outcome = QuotaWinnerNonTransferable)
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-~ An individual person standing for election
sig Candidate {

votes: set Ballot, -- First preference ballots assigned to this candidate
transfers: set Ballot, -- Second and subsequent preferences received
surplus: set Ballot, -- Ballots tranferred to another candidate election

wasted: set Ballot, -- Ballots non-transferable due to exhaustion of preferences
outcome: Event -~ Election result for candidate and associated ballots

// Non-transferable ballots
0 < #wasted implies (outcome = WinnerNonTransferable or
outcome = QuotaWinnerNonTransferable or
? outcome = EarlyLoserNonTransferable or
outcome = SoreLoserNonTransferable)
(outcome = WinnerNonTransferable or outcome = QuotaWinnerNonTransferable)
implies wasted in surplus
(outcome = EarlyLoserNonTransferable or outcome = SoreLoserNonTransferable)
implies wasted in votes + transfers
// Division of ballots into first preferences and transfers
no b: Ballot | b in votes & transfers
// Division of ballots into piles for each candidate
all b: Ballot | b in votes + transfers implies this in b.assignees
// Selection of surplus ballots for re-distribution
surplus in votes + transfers
Election.method = Plurality implies #surplus = 0 and #transfers = 0
0 < #transfers implies Election.method = STV
// Calculation of surplus for PR-STV election
((outcome = Winner and Election.method = STV) or (
outcome = SurplusWinner or outcome = WinnerNonTransferable)) implies

Table 2. How the Parties that Failed to Qualify for Seats at Threshold (1) Fared on Threshold (2)

All of Denmark Metropolitan Sealand-Southern  Northemn and
Copenhagen Jutland Central Jutland
Threshold 2:
hidvotes per multi-member na 26,906 25,146
constituency seat
| votes 68,189

The Parties’ Votes:
K. Christian Peoples Party
Y.New Alliance

|> Scenario.quota + #surplus = #votes
(outcome = Winner or outcome = SurplusWinner or
outcome = WinnerNonTransferable) implies #transfers = 0
(outcome = QuotaWinner or outcome = AboveQuotaWinner or
outcome = QuotaWinnerNonTransferable) implies surplus in transfers
(outcome = QuotaWinner or outcome = AboveQuotaWinner or
outcome = QuotaWinnerNonTransferable) implies
Scenario.quota + #surplus = #votes + #transfers
0 < #surplus implies (outcome = SurplusWinner or outcome = AboveQuotaWinner or
outcome = WinnerNonTransferable or outcome = QuotaWinnerNonTransferable)
(outcome = EarlyLoser or outcome = TiedEarlyLoser or
outcome = EarlyLoserNonTransferable) iff
(this in Scenario.eliminated and
not (#votes + #transfers < Scenario.threshold))
// All non-sore losers are at or above the threshold
outcome = TiedLoser implies Scenario.threshold <= #votes + #transfers

e-Voting Test Harness
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Table 2. How the Parties that Failed to Qualify for Seats at Threshold (1) Fared on Threshold (2)

and (3). November 13, 2007

All of Denmark Metropolitan Sealand-Southern  Northemn and
Copenhagen Jutland Central Jutland
Threshold 2:
dvotes per multi-member na 25,146
constituency seat
Threshold 3:
2 per cent of valid national votes 69,189
The Parties’ Votes:
K. Chnstian People’s Party 5,513 15,
Y. New Allia 40,241 265/

(18) Just One Continuing
Candidate For Each
Remaining Seat

(1) Ready to
Count (14) More Continuing Candidates Than
Remaining Seats

(A) Calculate Quota

(2) No Seats Filled
Yet

(B) Find Highest Continuing Candidate With Quota

(N) Declare Remaining
Candidates Elected

(K) Count Coniinuing Candidates

(13) Last Seat Being
(6) No Surplus Available Filled (Single Winner IRV)
(15) One or More
Seats Remaining
(M) Check Remaining Seats

(12) Ready for Next
Round of Counting

(4) Candidate Is
Deemed to be
Elected

(16) All Seats Filled

e

(J) Select Lowest Continuing
Candidates for Exclusion

\

(1) Candidate Excluded

(©) Calculate Surplus

—

(6) Surplus
Available

(H) Calculate Transfers

(D) Calculate Number of
Votes to Transfer

(10) Ready to Move
Ballots

(L) Move the Ballots

e-Voting Test Harness
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and (3). November 13, 2007.

Allof Denmark _ Metropolitan
Coperhagen

Sealand Southem _ Northern and
Jutland Central Jtland

Threshold 2.

Threshold 3

The Parties Votes:
X .

Y.New Allanc

Informal EBON

( R
class_chart LOGICAL_CLOCK
explanation
"A logical clock."
query
"What is the current time for this clock?"
command
"Advance the clock; update the clock's time."
constraint

"The time must be non-negative.",
"Must support concurrent use by multiple clients."
end

Danish Law

Formally-generated
Test H

arness

o

\_

Formal EBON

(- - =
indexing
about: "A logical clock.";
title: "TickTockClock";
author: "Joe Kiniry";
copyright: "Copyright (C) 2007 Joe Kiniry";
organisation: "School of Computer Science and Informatics, UCD";
date: "January 2007";
version: "Revision: 11";

static_diagram
component
deferred class LOGICAL_CLOCK

feature

my_time: INTEGER -- The current time of this clock
-- What is the current time of this clock?
deferred get_logical_time: INTEGER

-- concurrency: CONCURRENT

-- modifies: QUERY

ensure

Result = my_time;
end

deferred advance -- Advance this clock's time.
-- concurrency: GUARDED
-- modifies: my_time
ensure
-- This clock's time has monotonically increased.
old my_time < my_time;
end

invariant
0 <= my_time;

end -- class LOGICAL_CLOCK

end --component

of

JML

(/xx )
* A logical clock.
* @title "TickTockClock"
* @date "2007/01/23 18:00:49"
* @author "Fintan Fairmichael"

"CSI School, UCD"
"Copyright (C) 2007 UCD"
"$ Revision: 1.7 $"

* @organisation
* @copyright

* @version

*/
public interface LogicalClock {

// The current time of this clock.

//@ public model instance \bigint _time;

//@ public invariant @ <= _time;

Jx*
* @return What is the current time of this clock?
* @concurrency CONCURRENT
*/

//@ ensures \result == _time;

public /*@ pure @*/ long getlLogicalTime();

o!

JHk
* Advance this clock's time.
* @concurrency GUARDED

methodName ! o;
org. jmlspecs.
Iter

requ nul urrounds >

ult);
jmlunit.strategie:

ndefinitelterator

vints_
(java. lang.String methocName,

t loopsThisSurrounds)

vints_Strategy.iterator();

for genera

org. jmlspecs. jmlun
s_Strategy

org. jnlspecs. jnlunit.strategies. CloneableObjectAbst ractstrategy(
<

strategies.StrategyType

java. lang.Object () addData() {
TestDataGenerator.getIntArrayAsObject();

uires os = null;
¢ Object cloneElement (java.lang.Object os) {
] downs

= (intl]) os;
downs. clone();

Java

* A logical clock implementation.
* @author "Joseph Kiniry"
*/
public class LogicalClockImpl implements LogicalClock {
/** The current logical time. */
private long my_time = @; //@ in _time;
//@ private represents _time <- my_time;

public long getlLogicalTime() {
return my_time;

}

public void advance() {
my_time++;

}

*/
//@ assignable _time;
//@ ensures \old(_time) < _time;
//@ ensures (* _time has been increased. *);
public void advanceQ);

‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII'J

Refinement Relation
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freshly allocated indefinite iterator that
data of type

/#* Return a new

* produces te
* int[]
* for testing the method named by the String methodName in
public class Ballot { * a loop that encloses loopsThisSurrounds many other loops.
private static final char WHITE_SPACE = ' '; * @param methodName name of the method for which this
p * test data will be used.
* Maximum possible number of ballots based on maximum population size for a * @param loopsThisSurrounds nuwbe: f'ylfo".s th?;‘ the test
* five seat constituency i.e. at most 38,000 people per elected */ contains inside this one.
*
//@ requires methodName != null && loopsThisSurrounds >= 0;

* representative.
//@ ensures \fresh(\result);

* @see "Constitution of Ireland, Article 16, Section 2"
““\/ static final int MAX BALLOTS = 150888 protected org.jmlspecs.jmlunit.strategies.IndefiniteIterator
- ’ vints_Iter

JHk (java.lang.String methodName, int loopsThisSurrounds)

* Candidate ID value to use for non-transferable ballot papers

* eturn vin’ r . r ri);

* @design A special candidate ID value is used to indicate non-transferable } return vints_Strategy.iterator()

- votes i.e., when the list of preferences has been exhausted and

* none of the continuing candidates are in the preference list, the

* ballot is deemed to be non-transferable. /#x The strategy for generating test data of type

* @see <a href="h 1 * int[]. */

: o e et en e horn Dt ap ey [ uiresents and Conmentary an private org.jmlspecs.jmlunit.strategies.StrategyType

*/ ! ! vint$_Strategy

= new org.jmlspecs.jmlunit.strategies.CloneableObjectAbstractStrategy()

P
ted java.lang.Object[] addData() {

return TestDataGenerator.getIntArrayAsObject();

¢ static final int NONTRANSFERABLE = 0; )

/%% List of candidates in order of preference */
// TODO protected invariant preferenceList.owner == this;
protected/+@ spec_public non_null */int[] preferenceList; )

/+* Total number of valid preferences on this ballot paper /
protected/+@ spec_public @/int number0fPreferences;
requires o$ != null;
/+* Position within preference list %/ -
protected/+@ spec_public @k/int positionInList; ted Object cloneElement(java.lang.Object 0$) {
t[] downs
= (int[]) os;

n down$.clone();

14
* Generate an empty ballot paper for use by a voter.
}

/%@ also public normal_behavior

assignable numberOfPreferences, positionInList, preferenceList[*], preferencelist;

ic Ballot(final/+@ non_null @+/int[] preferences) { /%% Return a new, freshly allocated indefinite iterator that
* produces test data of type

number0fPreferences = preferences. length;
on.tally.Ballot

positionInList = @;
int index = 0; * ele
preferenceList = new int[numberOfPreferences]; * for tes g the method named by the String methodName in
for (int i = @; i < preferences.length; i++) { * a loop that encloses loopsThisSurrounds many other loops.
int preference = preferences [il; * @param methodName name of the method for which this
if (preference * st data wi sed.
&& preference != Candidate.NO_CANDIDATE) { o test data will be used . N
* @param loopsThisSurrounds number of loops that the test
* contains inside this one.
requires methodName != null && loopsThisSurrounds >= 0;

//@ ensures \fresh(\result);

90% coverage

Unit Testing from Specs
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(1) Ready to
unt

(A) Calculate Quota

(2) No Seats Filled
Yet

(B) Find Highest Continuing Candidate With Quota

(14) More Continuing Candidates Than
Remaining Seats

%

(K) Count Confinuing Candidates

N

(4) Candidate Is
Deemed to be
Elected

(5) No Surplus Available

(13) Last Seat Being
Filled (Single Winner IRV)

\_/

(15) One or More

(C) Calculate Surplus

(6) Surplus
Available

(D) Calculate Number of
Votes to Transfer

(J) Select Lowest Continuing
Candidates for Exclusion

Seats Remaining

-

(M) Check Remaining Seats

(18) Just One Continuing
Candidate For Each
Remaining Seat

(N) Declare Remaining
Candidates Elected

(16) All Seats Filled

\

(11) Candidate Excluded

(12) Ready for Next
Round of Gounting

(H) Calculate Transfers

(L) Move the Ballots

(10) Ready to Move
Ballots

90% coverage wi
dozen system

h only a
tests

/#* Return a ne
* produces tes
* int[]
* for te
* a loop

indefin rator that

2w, freshly allocated
t data of type

hodName

hod named by the St
loopsThisSurroun

ng m
many other loo
* @param methodName name of the method for which this

hat enclo

data will be u
* @param loopsTh number of loop
* contains 1 de

!= null & loopsThisSurrounds >= 0;

es \fresh(\result);
org.jmlspecs.jmlunit.strategies.IndefiniteIterator
vint$_Iter
(java.lang.String methodName, int loopsThisSurrounds)
{
eturn vint$_Strategy.iterator();
}
/% The strategy for generating test data of type

* int[]. */
private org.jmlspecs.jmlunit.strategies.StrategyType

vint$_Strategy
org.jmlspecs.jmlunit.strategies.CloneableObjectAbstractStrategy()

d java.lang.Object[] addData() {
1 TestDataGenerator.getIntArrayAsObject();

requires o$ != null;
Object cloneElement(java.lang.Object o$) {

freshly allocated indefinite iterator that

of type

ng methodName in
many other loops.

* @param methodName name of the method for which this
* data will be u

* @param loops number of loops

*/

//@ requires methodName != null && loopsThisSurrounds =
//@ ensures \fresh(\result);

Manual System Testing

from Law
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(1) Ready to
unt

(A) Calculate Quota

(2) No Seats Filled
Yet

(B) Find Highest Continuing Candidate With Quota

(14) More Continuing Candidates Than
Remaining Seats

(18) Just One Continuing
Candidate For Each
Remaining Seat

%

(N) Declare Remaining
Candidates Elected

(K) Count Confinuing Candidates

N

(4) Candidate Is
Deemed to be
Elected

(5) No Surplus Available

(13) Last Seat Being
Filled (Single Winner IRV)

(16) All Seats Filled

\_/

(15) One or More

(C) Calculate Surplus

(6) Surplus
Available

(D) Calculate Number of
Votes to Transfer

-

(J) Select Lowest Continuing
Candidates for Exclusion

\

(11) Candidate Excluded

(H) Calculate Transfers

(10) Ready to Move
Ballots

Seats Remaining

(M) Check Remaining Seats

(12) Ready for Next
Round of Gounting

(L) Move the Ballots

for every unique
election outcome

/*x Return a new, freshly allocated indefin
* produces test data of type

* int[]

* for te g the method named by the String methodName
* a loop that encloses loopsThisSurrounds many other loo
* @param methodName name of the method for which this

t data will be used.

* @param loopsThisSurrounds number of loops the te
* contains inside this one.

iterator that

requires methodName != null & loopsThisSurrounds >= 0;

ensures \fresh(\r 'H
org.jmlspecs.jmlunit.strategies.IndefiniteIterator

vint$_Iter

(java.lang.String methodName, int loopsThisSurrounds)
{

return vint$_Strategy.iterator();
}

/%* The strategy for generating test

* int[]. */

e org.jmlspecs.jmlunit.strategies.StrategyType

vint$_Strategy

= new org.jmlspecs.jmlunit.strategies.CloneableObjectAbstractStrategy()
{

data of type

java.lang.0Object[] addData() {
1 TestDataGenerator.getIntArrayAsObject();

also
requires o$ != null;
Object cloneElement(java.lang.Object 0$) {

/%% Return a new, freshly allocated indefinite iterator that
data of type

.Ballot
= method named by the String methodName in
s her loops.

s loopsThisSurrounds many ot
ethodName name of the method for which this
data will be used.

* @param

* @param loopsThis number of loops the
* contains 1ns one.
requires methodName != null & loopsThisSurrounds :

ensures \fresh(\result);

System Testing from Law
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A Formal Model
of Voting

Thursday, 1 December, 2011




A Parameterized
Formal Model
of Several Voting
Schemes
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-~ An individual person standing for election
sig Candidate {

votes: set Ballot, -- First preference ballots assigned to this candidate
transfers: set Ballot, -- Second and subsequent preferences received
surplus: set Ballot, -- Ballots tranferred to another candidate election
wasted: set Ballot, -- Ballots non-transferable due to exhaustion of preferences
outcome: Event -~ Election result for candidate and associated ballots

// Non-transferable ballots
0 < #wasted implies (outcome = WinnerNonTransferable or
outcome = QuotaWinnerNonTransferable or
outcome = EarlyLoserNonTransferable or
outcome = SoreLoserNonTransferable)
(outcome = WinnerNonTransferable or outcome = QuotaWinnerNonTransferable)
implies wasted in surplus
(outcome = EarlyLoserNonTransferable or outcome = SoreLoserNonTransferable)
implies wasted in votes + transfers
// Division of ballots into first preferences and transfers
no b: Ballot | b in votes & transfers
// Division of ballots into piles for each candidate
all b: Ballot | b in votes + transfers implies this in b.assignees
// Selection of surplus ballots for re-distribution
surplus in votes + transfers
Election.method = Plurality implies #surplus = 0 and #transfers = 0
0 < #transfers implies Election.method = STV
// Calculation of surplus for PR-STV election
((outcome = Winner and Election.method = STV) or (
outcome = SurplusWinner or outcome = WinnerNonTransferable)) implies
Scenario.quota + #surplus = #votes
(outcome = Winner or outcome = SurplusWinner or
outcome = WinnerNonTransferable) implies #transfers = 0
(outcome = QuotaWinner or outcome = AboveQuotaWinner or
outcome = QuotaWinnerNonTransferable) implies surplus in transfers
(outcome = QuotaWinner or outcome = AboveQuotaWinner or
outcome = QuotaWinnerNonTransferable) implies
Scenario.quota + #surplus = #votes + #transfers
0 < #surplus implies (outcome = SurplusWinner or outcome = AboveQuotaWinner or
outcome = WinnerNonTransferable or outcome = QuotaWinnerNonTransferable)
(outcome = EarlyLoser or outcome = TiedEarlyLoser or
outcome = EarlyLoserNonTransferable) iff
(this in Scenario.eliminated and
not (#votes + #transfers < Scenario.threshold))
// All non-sore losers are at or above the threshold
outcome = TiedLoser implies Scenario.threshold <= #votes + #transfers

Alloy Mode|
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Table 1 gives - as an example - the numbers from
the muiti-member con f @stpylland
(Eastern Jutland)

-~ An individual person standing for election
sig Candidate {

1.2.2. Step Two: Determining of Passing the votes: set Ballot, -- First preference ballots assigned to this candidate
transfers: set Ballot, -- Second and subsequent preferences received
mines which parties a surplus: set Ballot, -- Ballots tranferred to another candidate election
This & done by chedk wasted: set Ballot, -- Ballots non-transferable due to exhaustion of preferences
s outcome: Event -~ Election result for candidate and associated ballots

Iso have met threshold
in 2007 with the Unity List- whilep
per cent hurdle almost rvaria

=

// Non-transferable ballots
0 < #wasted implies (outcome = WinnerNonTransferable or
outcome = QuotaWinnerNonTransferable or
? outcome = EarlyLoserNonTransferable or
outcome = SoreLoserNonTransferable)
(outcome = WinnerNonTransferable or outcome = QuotaWinnerNonTransferable)
implies wasted in surplus
(outcome = EarlyLoserNonTransferable or outcome = SoreLoserNonTransferable)
implies wasted in votes + transfers
// Division of ballots into first preferences and transfers

dIy o JIE U0 RS regaranenis
thresholds are:

llustrates how
onger) primarily

1. winning a seat drectly in any of the ten
muiti-member constituencies

N

obtaning in two of the three elactoral provinces

anumber o 'oies:o‘drr}c_ atl to 3. Step TI:lee: Allocating Compensatory no b: Ballot | b in votes & transfers
the provincial at ratx ¢ Seats to Parties // Division of ballots into piles for each candidate
—_— This 1s the decisive step, since it is here that the all b: Ballot | b in votes + transfers implies this in b.assignees

// Selection of surplus ballots for re-distribution
surplus in votes + transfers
Election.method = Plurality implies #surplus = 0 and #transfers = 0
0 < #transfers implies Election.method = STV
// Calculation of surplus for PR-STV election
((outcome = Winner and Election.method = STV) or (
outcome = SurplusWinner or outcome = WinnerNonTransferable)) implies
|> Scenario.quota + #surplus = #votes
(outcome = Winner or outcome = SurplusWinner or
outcome = WinnerNonTransferable) implies #transfers = 0
(outcome = QuotaWinner or outcome = AboveQuotaWinner or
outcome = QuotaWinnerNonTransferable) implies surplus in transfers
(outcome = QuotaWinner or outcome = AboveQuotaWinner or

overall, national (or upper-tier) allo

of all 175 seats takes place. The calculat

Table 2. How the Parties that Failed to Qualify for Seats at Threshold (1) Fared on Threshold (2)
and (3). November 13, 2007

All of Denmark Metropolitan Sealand-Southern  Northemn and

Copenhagen Jutland Central Jutland outcome = QuotaWinnerNonTransferable) implies
Scenario.quota + #surplus = #votes + #transfers
Th.feshOle . 0 < #surplus implies (outcome = SurplusWinner or outcome = AboveQuotaWinner or
dvotes per multi-member na 26,906 25,146 outcome = WinnerNonTransferable or outcome = QuotaWinnerNonTransferable)

constituency seat
Threshold

(outcome = EarlyLoser or outcome = TiedEarlyLoser or
outcome = EarlyLoserNonTransferable) iff
(this in Scenario.eliminated and
not (#votes + #transfers < Scenario.threshold))
// All non-sore losers are at or above the threshold
outcome = TiedLoser implies Scenario.threshold <= #votes + #transfers

The Parties’ Votes:

Y. New Allian

Law-Alloy Refinement
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Rigorous
System Test
Generation
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scenario

candidate ballot

Core Concepts of
Elections

event method

election
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Core Concepts

® candidate
® votes (set of ballots)
® transfers (set of ballots)
® surplus (set of ballots)
® outcome (event)
® ballot
® assignees (set of candidates)

® preferences (sequence of candidates)

Thursday, 1 December, 2011
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Core Concepts

® scenario
® |osers (set of candidates)
® winners (set of candidates)
® climinated (set of candidates)

® threshold (integer minimum # of votes to
not be a sore loser)

® quota (integer minimum # of votes for an
STV or quota winner)

Thursday, 1 December, 2011
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Core Concepts

® event, exactly one of...

® Winner, QuotaWinner, CompromiseWinner,
TiedWinner, TiedLoser, Loser, TiedEarlylLoser,
EarlyLoser, TiedSorelLoser, SoreLoser

® clection
® candidates (set of candidates)
® seats (integer)
® method (plurality or STV)

® ballots (integer # of unspoiled ballots)

Thursday, 1 December, 2011
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Generating Scenarios

® goal: generate and characterize every possible non-
isomorphism scenario

® clection method, # candidates, # seats
® example outcomes

® WL or WL in two candidate plurality

® SSSLLLLLLVY with 10 candidates and | seat in STV
® scenarios as lemmas

® “| bet there can’t be an election outcome like this!”

Thursday, 1 December, 2011
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Coupling Systems

® couple Alloy to jUnit

® generate and save system tests in generic
format for reuse across implementations

® perform code coverage analysis

® characterize system correctness

® identify suspicious parts of an implementation

Thursday, 1 December, 2011
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Ongoing Results

® generated all scenarios for up to 7 candidates in
PR-STV using several months of CPU time

® 99.9% code coverage

® carly results after only two days of CPU time
detected two cases missed in scenario analysis

® zero bugs detected in verified counting system

Thursday, 1 December, 2011
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Summary of Current Affairs

® formally specified, validated, and verified election
tally software systems for US, NL, |IE, and DK

® traceable refinement from law—interpreted as
concepts, features, and requirements—to
specifications, software, and proofs

® automatic verification using ESC/Java2

® automated unit tests with 97% coverage

® manual system tests with 97% coverage

® automated system tests with 100% coverage

® all research and development done in “spare time”
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Next Steps

® formal model of elections

® system model that includes people,
parties, bureaucrats, government

® trust-by-design

® software engineering in the face of an
adversarial customer (gov. and citizens)

® |ogic-based voting scheme

® couple LFs to implementation
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See DemTech.dk
for more information
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