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Abstract We define a novel static analysis for Java bytecode, called definite expression
aliasing. 1t infers, for each variable v at each program point p, a set of expressions whose
value at p is equal to the value of v at p, for every possible execution of the program. Namely,
it determines which expressions must be aliased to local variables and stack elements of the
Java Virtual Machine. This must aliasing or must equality is a useful piece of information for
an inter-procedural static analyzer, such as Julia, since it can be used to refine other analyses
at conditional statements or assignments. We formalize and implement a constraint-based
analysis, based on and proved correct in the abstract interpretation framework. Moreover, we
show the benefits of our definite expression aliasing analysis for nullness and termination
analyses with Julia.

Keywords Definite aliasing expressions - Must aliasing - Static analysis - Abstract
interpretation - Java bytecode

1 Introduction

Static analyses infer properties of computer programs and prove the absence of some classes
of bugs inside those programs. Modern programming languages are, however, very complex.
Static analysis must cope with that complexity and remain precise enough to be of practical
interest. This is particularly true for low-level languages such as Java bytecode [23], whose
instructions operate on stack and local variables, which are typically aliased to expressions.
Consider, for instance, the method onOptionsItemSelected in Fig. 1, taken from the
Google’s HoneycombGallery Android application. The statement if (mCamera!=null)
at line 4 is compiled into the following bytecode instructions:

aload_®
getfield mCamera:Landroid/hardware/Camera;
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1 public boolean onOptionsItemSelected (Menultem item) {
2 switch (item.getItemId()) {

3 case R.id.menu_switch_cam

4 if (mCamera != null) {

5 mCamera. stopPreview ();

6 mPreview . setCamera (null);

7 mCamera. release ();

8 mCamera = null;

o}

10 mCurrentCamera = (mCameraCurrentlyLocked+1)%mNumberOfCameras;
11 mCamera = Camera.open (mCurrentCamera ) ;

12 mCameraCurrentlyLocked = mCurrentCamera;

13 mCamera. startPreview ();

14 return true;

15 case

16 R

17}

Fig. 1 A method of the CameraFragment class by Google

ifnull [go to the else branch]
[then branch]

Bytecode ifnull checks whether the topmost variable of the stack, top, is null and passes
control to the opportune branch. A static analysis that infers non-null variables can, there-
fore, conclude that fop is non-null at the [then branch]. But this information is irrele-
vant: top gets consumed by the ifnull and disappears from the stack. It is, instead, much
more important to know that fop was a definite alias of the field mCamera of local 0, i.e.,
of this.mCamera, because of the previous two bytecodes (local O stands for this). That
observation is important at the subsequent call to mCamera.stopPreview() atline 5, since
it allows us to conclude that this.mCamera is still non-null there: line 5 is part of the
then branch starting at line 4 and we proved that fop (definitely aliased to this.mCamera)
is non-null at that point. Note that here the source of complexity is not the presence of the
operand stack: it is rather the fact the field of a variable (local variable or stack element, this
is irrelevant) is first checked for non-nullness and then used for subsequent computations.
A code transformation into three-address code or similar would not change anything in this
case.

As another example of the importance of definite aliasing for static analysis, suppose
that we statically determined that the value returned by the method open and written in
this.mCamera at line 11 is non-null. The compilation of that assignment is:
aload_0
aload_0
getfield mCurrentCamera:I

invokestatic android/hardware/Camera.open: (I)Landroid/hardware/Camera;
putfield mCamera:Landroid/hardware/Camera;

and the putfield bytecode writes the top of the stack (open’s returned value) into the field
mCamera of the underlying stack element s. Hence s.mCamera becomes non-null, but this
information is irrelevant, since s disappears from the stack after the putfield is executed.
The actual useful piece of information at this point is that s was a definite alias of expression
this (local variable 0) at the putfield, which is guaranteed by the first aload_0 bytecode.
Hence, this.mCamera becomes non-null there, which is much more interesting for the
analysis of the subsequent statements.

The previous examples show the importance of definite expression aliasing analysis for
nullness analysis. However, the former is useful for other analyses as well. For instance,



consider the termination analysis of a loop whose upper bound is the return value of a
function call:

for (i = 0; i < max(a, b); i++)
body

In order to prove its termination, a static analyzer needs to prove that the upper bound
max(a, b) remains constant during the loop. However, in Java bytecode, that upper bound
is just a stack element and the static analyzer must rather know that the latter is a definite
alias of the return value of the call max(a, b).

These examples show that it is important to know which expressions are definitely
aliased to stack and local variables of the Java Virtual Machine (JVM) at a given program
point. In this article, we introduce a static analysis called definite expression aliasing anal-
ysis, which provides, for each program point p and each variable v, a set of expressions F
such that the values of £ and v at point p coincide, for every possible execution path. We
call these expressions definite expression aliasing information. In general, we want to deal
with relatively complex expressions (e.g., a field of a field of a variable, the return value of a
method call, possibly non-pure, and so on), dealing with values in the heap memory, hence
shared or affected by methods side-effects and field updates. We show, experimentally, that
our aliasing analysis supports nullness and termination analyses of our tool Julia, but this
paper is only concerned with the expression aliasing analysis itself. Moreover, we prove our
analysis sound.

We analyze Java bytecode directly, without relying on any intermediate representation.
This avoids the definition of the translation from Java bytecode (with all its intricacies) into
the intermediate language and the proof of correctness for this translation. When a warning
is issued by the analyzer, it can be immediately reported to the user in terms of the original
code. Moreover, the theoretical analysis matches its implementation, that is the Julia ana-
lyzer for Java bytecode. That analyzer is the result of more than ten years of development
and we want to provide new analyses for it instead of developing analyses for a different
framework. It is true however that an intermediate representation, in terms for instance of
three-address code, would remove the stack variables and simplify the formalization. How-
ever, the complexity that we faced for this analysis and is reflected in our proofs of cor-
rectness and in the implementation is related to the fact that we define a static analysis for
properties dealing with the heap memory and hence with all kinds of side-effects. An inter-
mediate representation that makes stack variables disappear would not change anything at
that.

We opt for a semantical analysis rather than simple syntactical checks. For instance,
in Fig. 1, the result of the analysis must not change if we introduce a temporary variable
temp = this.mCamera and then check whether temp != null: it is still the value of
this.mCamera that is compared to null there. Moreover, since we analyze Java bytecode,
a semantical approach is important in order to be independent from the specific compila-
tion style of high-level expressions and be able to analyze obfuscated code (for instance,
malware) or code not decompilable into Java (for instance, not organized into scopes).

1.1 Overview of our Static Analysis
In the following sections, we give a detailed description of our analysis. Here, we only

provide a short overview of how the analysis works, in order to give a preliminary global
picture of the technique.



Our analysis starts by the translation of the Java bytecode from its compiled form, usu-
ally contained in a set of jar files, into a graph of basic blocks, where each method or con-
structor gives rise to a subgraph. This is the control-flow graph of the program, from which
an abstract graph is built. Nodes of the latter do not contain any bytecode instruction, but on
the other hand, its arcs are decorated with propagation rules, expressing how the aliasing
information at a program point flows into the aliasing information at each subsequent pro-
gram point, on the basis of the bytecode instructions that occurred in the control-flow graph.
These propagation rules have been derived and proved correct through abstract interpreta-
tion [12]. Hence, the aliasing information is propagated, by applying the propagation rules,
until a fixpoint is reached. Since we want a definite analysis, the information at a program
point is the intersection of the information that reaches that point along all possible incom-
ing arcs. When the fixpoint is reached, the approximation at each program point is the result
of the static analysis.

The generation of the control-flow graph is done through the traditional construction of
the graph of basic blocks [3] adapted to Java bytecode, so we do not explain it in detail.
On the other hand, the heart of our technique is the definition of the propagation rules,
in particular of those dealing with bytecode instructions that might have side-effects on
the heap, namely, field update and method calls. The fixpoint of the abstract graph can be
computed with any technique. We use an iterative propagation algorithm.

1.2 Related Work

Alias analysis belongs to the large group of pointer analyses [19], and its task is to deter-
mine whether a memory location can be accessed in more than one way. There exist two
types of alias analyses: possible (may) and definite (must). The former detects those pairs
of variables that might point to the same memory location. There are very few tools per-
forming this analysis on Java programs (e.g., WALA [2], soot [1], JAAT [30]). The later
under-approximates the actual aliasing information and, to the best of our knowledge, the
analysis introduced in this article is the first of this type dealing with Java bytecode pro-
grams and providing expressions aliased to variables. Similarly to our approach, the authors
of [15] deal with definite aliasing, but their must-aliasing information is used for other goals
and they do not deal with aliasing expressions.

The idea of abstract interpretation-based static analysis is not new, and since the pa-
per introducing that technique [12] a lot of static analyses for both numerical and heap-
related properties as well as a lot of static analysis tools based on abstract interpretation
have been presented. Constraint-based approaches have been widely used for different types
of program analyses. For instance, Gulwani et al. [18] introduce a constraint-based approach
for discovering invariants involving linear inequalities, and generate weakest preconditions
and strongest postconditions over the abstraction of linear arithmetic. Their constraints are
Boolean combinations of quadratic inequalities over integer variables, and therefore their
approach (although constraint-based) and goals are completely different from ours. Some
other constraint-based techniques, successfully applied to the problem of discovering linear
arithmetic invariants or inductive loop invariants for the verification of assertions, are for
example [11,36,10].

Another very frequent application of constraints is for the problem of type inference [31,
5,9,42]. Usually, these techniques assume programs completely untyped, and then extract
the constraints from the program text, represent them in the form of a directed graph, which
is then solved by different algorithms similar to transitive closure. The abstract constraint



graphs introduced in this article are similar to the trace graphs introduced by Palsberg and
Schwartzbach in [31].

Nielson et al. [27, Chapter 3] presents a technique for constraint-based analysis of a sim-
ple functional language. Namely, the authors define a control flow analysis by developing
a syntax directed specification of the problem followed by its constraint-based formulation
and finally they show how these constraints can be solved. An overview of constraint-based
program analyses is provided by Aiken in [4]. He underlines that this kind of analyses can
be divided in two phases: constraint generation and constraint resolution. The former ex-
tracts from the program text a set of constraints related to the relevant information, while
the latter solves these constraints. The author introduces set constraints, a widely used type
of constraints, and shows how some classical problems such as standard dataflow equations,
simple type inference and monomorphic closure analysis can be represented as particular
instances of set constraint problems. Nevertheless, he does not consider any particular pro-
gramming language. Moreover, the main goal of [4] is to propose different ways of solving
the constraints. This article follows a similar direction, since the process of designing novel
static analyses is divided in two phases : construction of the abstract constraint graph and
its solution. For Java and Java bytecode, a similar approach has been used in [39,29]. How-
ever, the abstract domains and the propagation rules used there are completely different from
those introduced in this paper.

A static analysis that over-approximates the set of fields that might be null at some
point has been introduced in [38]. However, more complex expressions than just fields are
not considered there. Our analysis is also related to the well-known available expression
analysis [3] where, however, only variables of primitive type are considered. Hence, it is
much easier to deal with side-effects there. Fields can be sometimes transformed into local
variables before a static analysis is performed [6], but this requires a preliminary modifica-
tion of the code and we want to deal with more general expressions than just fields.

The analysis introduced in this paper can also be related to the well-known technique
of global value numbering [8,34,20,35, 16, 17], which is a classic analysis for finding must-
equalities in programs, heavily used by compilers for many optimizations. It determines
equivalent computations inside a program and then eliminates repetitions. Checking equiv-
alence of program expressions is an undecidable problem, and the tools dealing with this
problem just try to under-approximate the actual sets of equivalent expressions by consid-
ering equivalent operands connected by equal operations. This form of equivalence, where
the operators are treated as uninterpreted functions, is also called Herbrand equivalence [35,
25,26], and global value numbering helps discovering it. There exist two main approaches
in global value numbering. The first one discovers all possible Herbrand equivalences [20,
17], while the second one discovers only those Herbrand equivalences created from program
sub-expressions [8]. We infer, for each program point p, and each variable v available at p a
set of expressions among all possible expressions available at p whose value be equal to v,
for any possible program execution. This is similar to the first approach mentioned above.
On the other hand, our technique is applied to a complex programming language, Java byte-
code, and is an inter-procedural static analysis, while the papers mentioned above deal with
an imperative while language and are intra-procedural. Bytecode instructions of our target
language might have side-effects on the heap, which affect the must-equalities and must be
taken into account for correctness. This is not the case in the articles mentioned above.

Our analysis can be applied to support code motion techniques that exploit the avail-
ability of must-equality information. In particular, partial redundancy elimination [24,21]
moves instructions in order to perform optimizations, such as for instance strength reduc-
tion of loops. Those analyses have been defined for integer variables only, so the complexity



of side-effects on the heap is not considered. Exceptional flows are not considered either.
Our definite aliasing analysis can provide the must-equalities that might support code mo-
tion also in the case of expressions that reference objects in the heap rather than just integers.
Moreover, it can support code motion in Java bytecode, also when exceptional paths must
be taken into account for the correctness of the code motion.

1.3 Organization of the Paper

The present work is an extended version of an already published conference paper [28]. The
main differences are:

— we provide syntax and formal semantics of our target Java bytecode-like language which
includes also arrays;

— we formally define our constraint-based approach, explain how the constraints are con-
structed and solved and discuss existence and uniqueness of their solution;

— we provide a full proof of correctness of our approach, including all necessary technical
lemmas;

— we illustrate our definitions and lemmas with more detailed examples;

— we discuss the implementation of our analysis, as well as its complexity;

— we provide larger experiments.

The rest of the paper is organized as follows. Section 2 introduces the syntax and the
operational semantics of the Java bytecode-like language that we consider in this article.
Section 3 defines the notion of alias expressions, their non-standard evaluation and specifies
which bytecode instructions might modify the value of these expressions. Section 4 intro-
duces our abstract interpretation-based static analysis and proves it correct. Section 5 shows
the application of our analysis to many real-life examples, its precision and the way it affects
the other analyses performed by our static analyzer Julia. Section 6 concludes.

2 Operational Semantics

This section presents a formal operational semantics for Java bytecode, inspired by its stan-
dard informal semantics in [22]. This is the same semantics used in [39]. A similar formal-
ization, but in denotational form, has been used in [32,37,40]. Another approach using a
similar representation of bytecode, in an operational setting, is [7], although, there, Prolog
clauses encode the graph, while we work directly on it.

There exist some other formal semantics for Java bytecode. Our choice has been dictated
by the desire of a semantics suitable for abstract interpretation: we want a single concrete
domain to abstract (the domain of states) and we want the bytecode instructions to be state
transformers, always, also in the case of the conditional bytecode instructions and of those
dealing with dynamic dispatch and exception handling. This is exactly the purpose of the
semantics in [39] whose form highly simplifies the definition of the abstract interpretation
and its proof of soundness.

Java bytecode is the form of instructions executed by the Java Virtual Machine (JVM).
Although it is a low-level language, it does support high-level concepts such as objects,
dynamic dispatching, and garbage collection. Our formalization is at Java bytecode level
for several reasons. First, it is much simpler than Java: there is a relatively small number of
bytecode instructions, compared to varieties of source statements, and bytecode instructions



public class List{ public class Event{
public Event head; public int hr, min;
public List tail;
public int delayMinBy (int offset){

public List (){ return (min + offset)%60;
head = tail = null; }
}
public int setDelay (int offset){
public List (Event head, min = (min + offset )%60;
List tail){ return min;
this.head = head; }
this. tail = tail; }
} b)

public Event getFirst (){

return head; . load 0 Even-t .
) getfield Event.min: int

/\A

public Event removeFirst (){
Event result = head; catch load 1int
if (tail != null) { throw java.lang. Throwable add int
head = tail.head; ¢ 60
tail = tail.tail; cons
} else { rem
head = null; ‘
}
return result; return int
}
}

o)
a)

Fig. 2 Our running example: a), b) - two simple classes List and Event; c¢) - our representation (CFG) of
method delayMinBy of class Event

lack complexities like inner classes. Second, our implementation of reachability analysis
is at bytecode level, bringing formalism, implementation and proofs closer. We require a
formalization, since one of our goals is to prove our analysis sound.

2.1 Types

For simplicity, we assume that the only primitive type is int and that reference types are
classes, containing instance fields and instance methods, and arrays of another type. Our
implementation handles all Java primitive and reference types, e.g., classes with static fields
and methods that, for simplicity, we do not consider in the present paper, as well as all the
bytecode instructions except those dealing with multi-threading or reflection. For simplicity,
our formalization considers only one primitive type (int), since all other primitive types may
be handled in an analogous way. Interfaces are also missing from our formalization. We
observe, however, that they are relevant at compilation time in Java while they have little
to do with the dynamic semantics, which is what we are going to abstract. In particular,
interfaces do not provide method implementations in Java bytecode and hence the method
lookup rule only considers the superclass chain in that language. The fact that we do not
consider static fields is consequence of the formal complexity that they would introduce,



since static fields are always in scope, at every program point. Static method calls would
complicate the semantics, by duplicating the rules for method call, one for instance methods
and one for static methods, and the way the callee is found by dynamic lookup (from the
dynamic type of an object, in the first case; from a fixed starting class, in the second case).
We think that our concrete and abstract semantics would become too complex if static fields
and methods were presented in formal terms in this article.

Definition 1 (Types) Let K be the set the set of classes of a program. Every class has at
most one direct superclass and an arbitrary number of direct subclasses. Let A be the set of
all the array types of the program. A ftype is an element of T = {int} U K U A. Given two
types t and t’ we say thatt’ is a subtype of t, and we denote it by t’ < t, if one of the following
conditions holds:

—-t=tor

- t,t € Kandt' is a subclass of t or

-t=t[]t =t[]€A andt; <t].
A class k € K has instance fields k.f:t (a field f of type t € T defined in «), where « and t
are often omitted. We let F(k) = {«’.f: 1" | k < «’} denote the fields defined in « or in any
of its superclasses. A class « € K has instance methods K.m(f):t (a method m, defined in «,
with parameters of type f, returning a value of type t € T U {void}), where «, t, and t are often
omitted. Constructors are methods with the special name init, which return void. Elements
of an array type @ = t[ ] are of type t’, such thatt’ < t.

We analyze bytecode instructions preprocessed into a control flow graph (CFG), i.e., a
directed graph of basic blocks, with no jumps inside the blocks. We graphically write

ins@p _’b‘

rest | —p

m

to denote a block of code starting with a bytecode instruction ins at a program point p,
possibly followed by more bytecode instructions rest and linked to m subsequent blocks
bi, ..., by. The program point p is often irrelevant, so we write just ins instead of ins@p.

Example 1 Consider the Java method delayMinBy and its corresponding graph of basic
blocks of bytecode instructions given in Fig.2 b) and c¢). The latter contains a branch since
the getfield min bytecode might throw a NullPointerException which would be tem-
porarily caught and then re-thrown to the caller of the method. Otherwise, the execution
continues with a block that reads the other parameter (load 1), adds it to the value read from
the field min and returns the result modulo 60. Each bytecode instruction except return and
throw always has one or more immediate successors. On the other hand, return and throw
are placed at the end of a method or constructor and have no successors. [ ]

An exception handler starts with a catch bytecode. A virtual method call (i.e., the typ-
ical object-oriented method call, where the method signature is identified at compile-time
but its implementation is only resolved dynamically at run-time), or a selection of an ex-
ception handler is translated into a block linked to many subsequent blocks. Each of these
subsequent blocks starts with a filtering bytecode, such as exception_is K for exceptional
handlers.

Bytecode instructions operate on variables, which encompass both stack elements allo-
cated in the operand stack (S = {so,...}) and local variables allocated in the array of local
variables (L = {l, ...}). At any point of execution, we know the exact length of both array
of local variables and operand stack. Moreover, a standard algorithm [22] infers their static
types. These static types are provided by the type environment map.



Definition 2 (Type environment) Each program point is enriched with a type environment
T i.e., a map from all the variables available at that point (dom(7)) to their static types.
We distinguish between local variables L = {l, ...} and stack elements S = {sp,...} i.e.,
dom(r) = LUS.

Type environments specify the variables in scope at a given program point. Hence they
do not provide static type information for the fields of the objects in memory. This is be-
cause variables change number and type from a program point to another, while the fields
of the objects have fixed, static types specified by the definition of the class where they are
declared, as we will formalize in Definition 4.

2.2 States

Our semantics keeps a state that maps program variables to values. An activation stack of
states models the method call mechanism, exactly as in the actual implementation of the
JVM [22].

Definition 3 (Values) The set of all possible values that our formalization supports is Z U
L U {null}, where for simplicity we use Z instead of 32-bit two’s-complement integers as
in the actual Java virtual machine (this choice is irrelevant in this paper) and where L is
an infinite set of memory locations. The default value of a variable whose static type is int
(respectively a reference type) is O (respectively null).

Objects are particular instances of classes. The way we represent them in this paper is
explained by the following definition.

Definition 4 (Object representation) Given an object o, its type is maintained inside o in
a special field o.«x and we say that o is an instance of o.x. Each object o contains its internal
environment o.¢ that maps every field «’.f:t" € F(0.«) into its value as provided in the object,
denoted by (0.¢)(«’.f : t'). Hence, the domain of o0.¢ is dom(o.¢) = F(o.x) and its range
rng(o.¢) is the set of the values of the fields of o.

Arrays are instances of array types. The way we represent them in this paper is explained
by the following definition.

Definition 5 (Array representation) Given an array a, its type is maintained inside a in
a special field a.« and we say that a is an instance of a.k. The length of « is kept inside a
special field a.length. Each array a contains an internal environment a.¢ that maps each
index 0 < ¢ < a.length into the value (a.¢)(i) of the element at that index. Hence, the
domain of a.¢ is dom(a.¢) = {0,..., a.length — 1} and its range rng(a.¢) is the set of the
elements of a.

We want to analyze the possible states of the JVM at each point of the program under
analysis.

Definition 6 (State) A state o over a type environment 7 € 7 is a pair ({I || s), ) where | is
an array of values, one for each local variable of dom(7), s is a stack of values, one for each
stack element in dom(7), which grows leftwards, and u is a memory that binds locations to
objects and arrays. The empty stack is denoted by €. We often use another representation of
states: (o, u), where an environment p maps each I, € L to its value I[k] and each s € S to its
value s[k]. The set of states is =. We write =; when we want to fix the type environment 7.
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Fig. 3 A JVM state o = (p, u) Fig. 4 AJVM state o1 = (o, 1)

We assume that variables hold values consistent with their static types i.e., that states
are well-typed.

Definition 7 (Consistent state) We say that a value v is consistent with a type t in {p, )
and we denote it by v «~,, tif one of the following conditions holds:

— veZandt=intor
—v=nullandte KU A or
—vel,te KUAand u(v).c <t

We write v+, t to denote that v is not consistent with t in (o, u). In a state {p, 1) over T,
we require that p(v) is consistent with the type 7(v) for any variable v € dom(7) available
at that point; that for every object o € rng(u) available in the memory and every field
k'.f:1 € F(o.k) available in that object, the value held in that field, (0.¢)(«".f:t"), is consistent
with its static type t’; and that for every array a € rng(u) available in the memory such as
a.k = 1'[ ], the values in rng(a.¢) are consistent with t’.

The Java Virtual Machine (JVM), as well as our formalization, supports exceptions.
Therefore, we distinguish normal states = arising during the normal execution of a piece of
code, from exceptional states = arising just after a bytecode that throws an exception. The
operand stack of the states in £ has always exactly one variable holding a location bound
to the thrown exception object. When we denote a state by o, we do not specify if it is
normal or exceptional. If we want to stress that fact, we write {(I || s), u) for a normal state
and ((I || s), u) for an exceptional state.

Definition 8 (Java virtual machine state) The set of Java virtual machine states (from
now on just states) in a type environment 7 € 7 is 2> = 5 U Z ,, where 7’ is 7 with the
operand stack containing only one variable (sy) whose static type is a subclass of Throwable
i.e., 7'(syp) < Throwable.

Example 2 Consider a type environment 7=[l; — List; b int; i3 — Event; Iy = List], where
List and Event are classes defined in Fig. 2. In Fig. 3 we show a state o = (o, ) € 27.
The environment p maps local variables [, b, l3 and 4 to values £, € L,20 € Z, {3 € L
and ¢4 € L, respectively. The memory p maps locations £, and {4 to objects o, and o4 of
class List, and locations ¢; and {3 to the objects o; and o3 of class Event. Objects are
represented as boxes with a class tag and an internal environment mapping fields to values.
For instance, fields head and tail of object o4 contain locations £3 and ¢,, respectively. ®



2.3 Semantics of Bytecode Instructions

The semantics of a bytecode instruction ins is a partial map ins : 2, — 2 from initial to
final states. The number and type of the local variables and of the variables on the operand
stack at each program point are statically known and specified by 7 [22]. We assume that
we are analyzing a type-checked program, so that for instance field and method resolution
always succeed. In the following, we silently assume that bytecode instructions are run in a
program point with type environment 7 €7 such that dom(t) = LU S, where L and S are
local variables and stack elements, and let  and ; be the cardinalities of these sets. Moreover,
we suppose that the semantics is undefined for input states of wrong sizes or types, as is
required in [22]. Fig. 5 defines the semantics of bytecode instructions. We discuss it below.

Load and Store Instructions. The load and store instructions transfer values between the
local variables and the operand stack of a state: load & t loads the local variable I, whose
static type is t onto the operand stack; store kt stores the topmost value of the operand stack,
whose static type is t, into the local variable I;,; const v loads an integer constant or null
onto the operand stack.

Arithmetic Instructions. The arithmetic bytecode instructions pop the topmost two integer
values from the operand stack, apply the corresponding arithmetic operation on them, and
push back the result on the operand stack. They are: add (addition), sub (subtraction), mul
(multiplication), div (division), rem (remainder). There is also inc k z, that increments by z
the value of Ij,.

Object Creation and Manipulation Instructions. These bytecode instructions create or
access objects in memory: new « creates a new instance of class k whose fields hold the
default values corresponding to their static types; getfield «.f: t (respectively putfield «.f: 1)
reads (respectively writes) a value from (respectively to) the field f belonging to the class
k and whose static type is t. Note that the creation of a new object initializes its fields to
default values, that can be replaced programmatically, later, by the code of a constructor that
gets called on the object just being created. That code will likely do extensive use of the
putfield «.f:t bytecode.

Array Creation and Manipulation Instructions. These bytecode instructions create or
access arrays: arraynew [ ] creates a new array of type t[ ] whose length is the value popped
from the operand stack, initialize its elements to the default value for t and puts a reference
to this new array onto the top of the operand stack; arraylength a pops the topmost value
from the operand stack, that must be a reference to an array of type «, and pushes back onto
the operand stack the length of the corresponding array; arrayload « pops from the operand
stack an integer value k£ and a reference to an array of type a and puts back onto the operand
stack its k-th element; arraystore @ pops from the operand stack a value of type @, an integer
k and a reference to an array of type « and writes the value into the k-th element of the array.

Operand Stack Management Instructions. The only operand stack management instruc-
tion supported by our formalization is dupt, that duplicates the topmost value of the operand
stack.

Control Transfer Instructions. In our formalization, conditional bytecodes are used in
complementary pairs (such as ifne t and ifeq t), at the beginning of the two conditional
branches. The semantics of a conditional bytecode is undefined when its condition is false.
For instance, ifeqt checks whether the top of the stack, of type t, is 0 when t = int, or is null
otherwise; the undefined case means that the JVM does not continue the execution of that
branch of the code if the condition is false.
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Fig. 5 The semantics of the bytecode instructions maps states to states. £ € L is a fresh location, o and
a are, respectively, a new object of class « (with fields holding a default value) and a new array of type
(with elements holding a default value). Exceptions ae, oome, npe, nase, obe and ase are, respectively,
new instances of the following: ArithmeticException, OutOfMemoryError, NullPointerException,
NegativeArraySizeException, ArrayIndexOutOfBoundsException and ArrayStoreException

Exception Handling Instructions. An exception is thrown programmatically by using
the throw « bytecode instruction. Exceptions can also be thrown by various other bytecode
instructions if they detect an abnormal condition. In actual Java bytecode, exception handlers
are specified by a table that routes each exception type thrown inside a given program portion
to a given exception handler. We have a different representation in this article, since we



public static int get(int[] a, int k) {
try {

return alk];

} catch (NullPointerException el) {
return —1;

} catch (IndexOutOfBoundsException e2) {
return —2;

}
}
a)
exception_is {NPE}
store 2 NPE
const — 1
load 0 int][ | return int
load 1 int »‘ catch
arrayload int[ | exception_is {IOOBE
store 2 I00BE
return int

b)

Fig. 6 a) A simple Java method get handling two exceptions; b) Our representation of get, where NPE and
IOOBE represent classes Nul1lPointerException and IndexOutOfBoundsException respectively

only want instructions that behave as state transformers, also for exception handling. This
simplifies the definition of the abstract interpretation. Hence, there is no exception table
but the latter gets compiled into our graph of basic blocks. Namely, each program point
where an exception might be raised gets linked to the exception handlers that might catch
that exception. The catch bytecode starts an exception handler; it takes an exceptional state
and transforms it into a normal one, subsequently used by the handler. After catch, bytecode
exception_is K can be used to select an appropriate handler depending on the run-time class
of the top of the stack, that is, of the exception that is raised: it filters those states whose top
of the stack is an instance of a class in X € K.

Example 3 In Fig. 6 a) we show a simple Java method get whose parameters are an array
a of type int[ ] and an integer k, and which returns a[k] if no exception occurs. This method
handles two possible exceptions: Nul1PointerException (NPE for short) when a is null
and IndexOutOfBoundsException (I0OBE for short) when k is greater or equal to a’s
length. These two exceptions are not subclasses one of another, i.e., neither NPE < TOOBE
nor NPE < TOOBE holds. In Fig. 6 b) we show our representation of the get method. There
are two separate blocks handling the two exceptions: one starting with exception_is NPE
handling the case of NPE and the other starting with exception_is IOOBE handling the case
of TOOBE. ]

Method calls and return. When a caller transfers control to a callee K.m(ﬁ : t, the JVM
runs an operation makescope k.m(): t that copies the topmost stack elements, holding the
actual arguments of the call, to local variables that correspond to the formal parameters of
the callee, and clears the stack. We only consider instance methods, where this is a special
argument held in local variable [, of the callee. More precisely, the i-th local variable of the
callee is a copy of the (7—1)—i-th topmost element of the operand stack of the caller.

Definition 9 (makescope) Let K.m(BZ t be a method and 7 the number of stack elements
holding its actual parameters, including the implicit parameter this. We define a function
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(makescope K.m(f): t): 2 > Xas
A vy 220 wg i ree i S), y{(rec, vi, ..., vt ] 1] €)5 1)

provided rec # null and the look-up of m(®):t from the class p(rec).k leads to K.m(B: t. We
let it be undefined otherwise.

Bytecode call x;.m ... k,,.m calls one of the callee in the enumeration. These are possi-
ble targets of a virtual call, since a method call in Java bytecode, which is an object-oriented
language, can in general lead to many method implementations. The over-approximation
of the possible targets is not explicit in actual Java bytecode, but we assume that it is pro-
vided in our simplified bytecode. In particular, that over-approximation can be computed by
any class analysis [31]. The exact implementation of the method is later selected through
a makescope instruction, that uses the method lookup rule of the programming language,
as we will show soon with Fig. 7. If we assume that this lookup rule is deterministic, as in
Java bytecode and Java, then only one of this targets will be selected at run-time, while for
the others the makescope instruction at their beginning will be undefined. Bytecode return t
terminates a method and clears its operand stack, leaving only the returned value when
t # void. This is later moved on top of the stack of the caller of the callee, as Fig. 7 will
show.

2.4 The Transition Rules

‘We now define the operational semantics of our language. It uses a stack of activation records
to model method and constructor calls.

Definition 10 (Configuration) A configuration is a pair (b || o) of a block b and a state o
representing the fact that the JVM is about to execute b in state 0. An activation stack is a
stack ¢; i1 ¢ i1 -+ - it ¢y, Of configurations, where ¢ is the active configuration.

The operational semantics of a Java bytecode program is a relation between activation
stacks. It models the transformation of the activation stack induced by the execution of
each single bytecode.

Definition 11 (Operational Semantics) The (small step) operational semantics of a Java
bytecode program P is a relation ¢’ = p o'’ (P is usually omitted) providing the immediate
successor activation stack o’ of an activation stack a’. It is defined by the rules in Fig. 7.

Rule (1) runs the first instruction ins of a block, different from call, by using its semantics
ins. Then it moves forward to run the remaining instructions.

Rules (2) and (3) are for method calls. If a call occurs on a null receiver, no actual
call happens in this case and rule (3) creates a new state whose operand stack contains only
a reference to a NullPointerException. On the other hand, rule (2) calls a method on
a non-null receiver: the call instructions are decorated with an over-approximation of the
set of their possible run-time target methods. The dynamic semantics of call implements
the virtual method resolution of object-oriented languages, by looking for the implemen-
tation Ki.m(f} : t of the callee, that is executed, through the dynamic look-up rules of the
language, codified inside the makescope function. The latter is only defined when that im-
plementation is selected at run-time; in that case, makescope yields the initial state o that
the semantics uses to create a new current configuration containing the first block of the se-
lected implementation and o”'. It pops the actual arguments from the previous configuration
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Fig. 7 The transition rules of our semantics

and the call from the instructions to be executed at return time. Although this rule seems
non-deterministic, only one thread of execution continues, since we assume that the look-up
rules are deterministic, as in Java bytecode.

Control returns to the caller by rules (4) and (5). If the callee ends in a normal state,
rule (4) rehabilitates the caller configuration but keeps the memory at the end of the execu-
tion of the callee and, if s # ¢, it also pushes the return value on the operand stack of the
caller. If the callee ends in an exceptional state, rule (5) propagates the exception back to the
caller.

Rule (6) applies when all instructions inside a block have been executed; it runs one
of its immediate successors, if any. In our formalization, this rule is always deterministic:
if a block has two or more immediate successors then they start with mutually exclusive
conditional instructions and only one thread of control is actually followed.

In the notation =, we often specify the rule in Fig. 7 used; for instance, we write & for
a derivation step through rule (1).

3 Alias Expressions

In this section, we define our expressions of interest (Definition 12), their non-standard
evaluation (Definition 14), which might modify the content of some memory locations and
we introduce the notion of alias expression (Definition 15). Moreover, we specify in which
cases a bytecode instruction might affect the value of an expression (Definition 16), and
when the evaluation of an expression might modify a field (Definition 17).
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Definition 12 (Expressions) Given 7 € 7, let ¥ and M, respectively denote the sets of
the names of all possible fields and methods of all the objects available in 2. We define the
set of expressions over dom(7):

E.>E:=n constants
| v variables
| E@E arithmetical operations
| E.f field accesses
| E.length array lengths
| E[E] array elements
I

E.m(E,...) results of method invocations,
where n € Z, v € dom(7), ® € {+, —, X, div, %}, f € Fr and m € M,.

Every expression has some important properties that can be determined statically. We
formally define the notions of sub-expression, depth, variables occurring in an expression
and fields that an expression might read.

Definition 13 For every type environment 7 € 7, we define the following maps:

— subExp : E; — ¢(E,) yielding the set of sub-expressions appearing in an expression;

— depth : E; — N mapping expressions to their depths;

— variables : E; — p(dom(r)) yielding the set of variables occurring in an expression;

- fields : E; — p(%;) yielding the fields that might be read through a method call executed
during the evaluations of an expression.

These maps are defined inductively in Fig. 8.

Note that the definition of fields requires a preliminary computation of the fields possibly
read by a method m, which might just be a transitive closure of the fields f for which a
getfield occurs in m or in at least one method invoked by m. There exist some more precise
approximations of this useful piece of information, e.g., that determined by our Julia tool.
Anyway, in the absence of this approximation, we can always assume the least precise sound
hypothesis: every method can read every field.

‘ E [[ depth(E) || subExp(E)
n
iy 8}
=2
Ei©E 1+ max;eqy,23{depth(E;)} || {E} U U subExp(E;)
E1 [EQ] ’ =1
E.f
Efength 1+ depth(E) {E} U subExp(E)
Eo.m(El,...,Eﬂ) 1+max09§7r{depth(Ei)} {E}U U SubEXp(Ei)
i=0
‘ E [[ variables(E) || fields(E)
n || <
v || {v 2
Et@Ey || =2 =2
E[E)] ZL:Jl variables(E;) /L:Jl fields(E;)
E.lengifl variables(E) fields(E)
Eo.m(E1,...,Ex) || U variables(E;) U fields(E;) U {f | m might read f}
i=0 1=0

Fig. 8 Auxiliary maps concerning expressions
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Example 4 Consider the class Event introduced in Fig. 2 and let us assume that the static
type of the local variable /, is Event. Then expression E = },.delayMinBy(15) satisfies the
following equalities:

— depth(h.delayMinBy(15)) = 1 + max{depth(}), depth(15)} = 1 + max{0,0} = 1;

— variables(}.delayMinBy(15)) = variables(l) U variables(15) = {b};

— fields(.delayMinBy(15)) = fields(h) U fields(15) U {f | delayMinBy might read f} =
{min}.

The latter follows from the fact that delayMinBy contains only one getfield concerning the
field min and no call invocations (Fig. 2). [ |

In the following we show how the expressions introduced in Definition 12 are evaluated
in an arbitrary state (o, u). It is worth noting that some of these expressions represent the
result of a method invocation. Their evaluation, in general, might modify the initial memory
U, so we must be aware of the side-effects of the methods appearing in these expressions.
We define the non-standard evaluation of an expression e in a state {p, u) as a pair {(w, '),
where w is the computed value of e, while y is the updated memory obtained from y after
the evaluation of e.

Definition 14 (Non-standard evaluation of expressions) A non-standard evaluation of
expressions in a state o = {p, u) € 2 is a partial map [-]* : E; — 27 — V X M defined as:

1. forevery n € Z, [n]*o = (n, u);
2. for every v € dom(7), [v]*o = (p(v), 1);
3. [E; ® Ex]*o is defined only if
- [E1l"o = (ny, pp),
- [Ex1"¢o, 1) = {m2, o) and
- n,m €Z.
In that case [E; @ Ex]"0 = (ny @ ny, uo), otherwise it is undefined,
4. [E.f1*0o is defined only if
- [ElFo =<t ),
- {el,
- (). € Kand
— f € F(ui(£).4).
In that case [E.f]*0 = ((u1().9)(f), u1), otherwise it is undefined;
5. [E.length]*o is defined only if
- [ElFo = <L, 1),
— ¢ el and
- w ).k €A,
In that case [E.1length]* o = (u;(£).1length, u;), otherwise it is undefined;
6. [Ei[Ex]*o is defined only if

- [E1]"o = <L, ),

- [ExIo, 1) = {n, 2),
- {el,

- ).k € A,

— n € Zand

- 0<n<u(f).length.
In that case [E;[Ex]11*0 = ((u2(£).¢p)(n), t2), otherwise it is undefined,;
7. in order to compute [Eq.m(E,...,E;)]*o, we determine [Eo]* (o, u) = {wo, o), and
for each 1 < i <m, we evaluate E;,; in the state o, it;): [Eir1 170, tts) = wis1, Lit1)-



If wy € L and p,(wp).x € K, we run the method m on the object u,(wp) with parameters

wy, ..., wy and if it terminates with no exception, the result of the evaluation is the pair
composed of m’s return value w and the memory g’ obtained from u, as a side-effect of
m.

We write [EJlo- do denote the actual value of E in o, without the updated memory.

The following example illustrates the non-standard evaluation of some simple expres-
sions.

Example 5 Consider the state o = (p,u) given in Fig. 3, where Event and List are
the classes introduced in Fig. 2. Let us evaluate the following expressions in o .min,
ly.head.min, l;.delayMinBy(15) and [;.removeFirst().setDelay(15).

[.min]*o: By Definition 14 (case 2), we have [5]" (o, ) = (o(h), ) = ({3, ), where
{3 € L. Moreover, u(€3).« = Event € K and min € F(Event). Hence, the conditions
imposed by case 4 are satisfied and

[ min]* o, p) = {(u(€3).¢)auin), u) = (20, u),

while [;5.min]l{p, u) = 20.

[l4.head.min]*o: By Definition 14 (case 2), we have [lL]*(o,u) = (o), 1) = (La, ),
where {4 € L. Moreover, u({4).« = List € K and head € F(List). Hence, the condi-
tions imposed by case 4 are satisfied and

[ls.head]*{o, u) = ((u(fs).¢)(head), uy = ({3, u),

while [ls.head]{p, ;) = {3. Similarly, u({3).« = Event € K and min € F(Event), hence:

[is.-head.min]*(o, u) = ((u(€3).¢)(min), u) = (20, u).

while [ly.head.min]{p, i) = 20.

[;5.delayMinBy(15)]*c: We have already shown that [5]*(o, 1) = ({3, 1), where {3 € L
and u(f3).« € K. By Definition 14 (case 1), we have [15]*(o, ) = (15, u). Since the
resulting memory did not change, we run the method delayMinBy on the object u(£3) =
o3 with parameter 15 (case 5 of Definition 14). This method has no side effects (Fig. 2 )
and returns ((03.¢)(min) + 15)%60 = 20 + 15 = 35. Therefore,

[3.delayMinBy(15)]"¢o, u) = (35, 1),

while [;3.delayMinBy(15)]¢p, i) = 35.

[l4.removeFirst().setDelay(15)]*c: We first determine [l;.removeFirst()]*c-. Simi-
larly to the previous two cases, we have [Is]*(o, u) = {(p(ly), 1) = (€4, ), where £, € L
and u(€4).x = List € K. Then we run the method removeFirst on the object u(fs) =
04, Which returns the value of its field head, i.e., (04.¢)(head) = €3 € L, which is then
removed from the list. Therefore, [ly.removeFirst()]*(o,u) = (3,u1), where u; is
the updated memory depicted in Fig. 4. Since [L]*(o, t1) = {o(h), u1) = {3, 11), with
{3 € L, uy(63).« = Event € Kand [15]* (o, 1t1) = (15, i), we can run method setDelay
on the object ;(€3) = o3, which updates the value of the field min of the latter and
returns that updated value, i.e., ((03.¢)(min) + 15)%60 = 20 + 15 = 35. Thus, we obtain

[ls.removeFirst().setDelay(15)]* (o, u) = (35, ui[(u(f3).¢)(min) > 357]),

while [ls.removeFirst().setDelay(15)]{p, 1) = 35.



Finally, we define the notion of alias expression.

Definition 15 (Alias Expression) We say that an expression E € E; is an alias expression
of a variable v € dom(r) in a state o = {p, i) € 2; if and only if [EJlo = p(v).

Example 6 Consider again the state {(p, u) given in Fig. 3. The value of the local variable 2
in that state is p(5) = 20. Moreover, in Example 5 we showed that [/3.min]{p, 1) = 20 and
[l head.min]{p, 1) = 20. Thus,

[5.min]{p, ) = [ls.head.min](p, u) = p(h) = 20

and, by Definition 15, we can state that both /;.min and /;.head.min are alias expressions of
b in {p, ). Similarly,
[4.head]{p, u) = p(k) = &3,

and we can state that [;.head is an alias expression of i in {p, u). ]

We specify when an execution of a bytecode instruction might affect the value of an ex-
pression. The following definition requires additional information about the fields that might
be updated and about the static types of the arrays that might be updated by an execution
of a method. These pieces of information can be computed statically, for example, by the
side-effects analysis of Julia. It is worth noting that when this information is not available,
our analysis is still sound, although less precise: we may assume that every field and every
array of any array type might be updated.

Definition 16 (canBeAffected) Let 7 and 7’ be the static type information at and immedi-
ately after a bytecode instruction ins. Suppose that dom(7) contains 3 local variables and j
stack elements. In Fig. 9, we define a map canBeAffected(-, ins) : E; — {true, false} which,
for every expression E € E,, determines whether E might be affected by an execution of ins.

That is, instructions that remove some variables from the stack (store, add, sub, mul, div,
rem, putfield, arrayload, arraystore, ifeq, ifne, return and throw) affect the evaluation of
all the expressions in which these variables appear. For instance, the execution of ifne t
modifies the value of all the expressions containing the topmost stack element s;_;. Instruc-
tions that write into a variable (store, add, sub, mul, div, rem, inc, getfield, arraylength
and arrayload) might affect the evaluation of the expressions containing that variable. For
instance, the execution of store k t might modify the value of all the expressions containing
the local variable [j,, since this instruction writes a new value into that variable. Instruction
putfield f might modify the evaluation of all the expressions that might read f. Instruction
arraystore t[ ] might modify the evaluation of all the expressions that might read an array
element whose type is compatible with t. Finally, call m; ... m; might modify the evaluation
of all the expressions that might read a field f possibly modified by an m,, and of all the
expressions which might read an element of an array of type t'[ ] if there exists a dynamic
target m,, that writes into an array of type t[ ], where t' and t are compatible types. For
example, putfield min and call setDelay might modify the value of the expressions that we
evaluated in Example 5: ;.min, l3.delayMinBy(15) and ly.removeFirst().setDelay(15).

On the other hand, the evaluation of an expression in a state might update the memory
component of that state by modifying the value of some fields. In the following we specify
whether any evaluation of an expression might modify some fields of interest.
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ins canBeAffected(E, ins) = true if and only if

const v never

load k£ t

store k t variables(E) N {ly,s;_1} # @

add

sub

mul variables(E) N {sj_1,sj2} # @

div

rem

inckz Iy, € variables(E)

new k never

getfield x.f:t s;_1 € variables(E)

putfield «.f:t variables(E) N {s;_1,5;2} # @ V «.f:t € fields(E)

arraynew t[ | s;-1 € variables(E)

arraylength t[ ] s;-1 € variables(E)

arrayload t[ | variables(E) N {s;_1,s; 2} # @

variables(E) N {s]',l, Sj-2, S];3} OV

arraystore [ ] [there exists an evaluation of E which might read
an element of an array of type t'[ ], where t’ € compatible(t)]

[dupt [ never |

ifeq t ) .

ifne t sj-1 € variables(E)

return t

return void variables(E)N S # @

throw «

catch

never

exception_is K

there exists an execution of a dynamic target m,,, where | <w<n,
1. [which might modify a field from fields(E)] or

call my, ..., my|2. [which might write into an element of an array of type t[ ] and
there exists an evaluation of E which might read an element of
an array of type t'[ ], where t’ € compatible(t)]

Fig. 9 Definition of a map canBeAffected(:,ins): E. — {true, false}

Definition 17 (mightMdf) Function mightMdf specifies whether a field belonging to a set of
fields F' C ¥, might be modified during the evaluation of an expression E:

mightModify(n, F') =false
mightModify(v, F') =false
mightModify(E; @ E,, F') =mightModify(E;, F) V mightModify(E,, F')
mightModify(E.f, F') =mightModify(E, F')
mightModify(E.length, F') =mightModify(E, F')
mightModify(E [E;], F') =mightModify(E;, F') V mightModify(E,, F)
mightModify(Eg.m(Eq, ..., E), F) = \/ mightModify(E;, ') VvV [an execution of m

1=0
might modify a field from F1],

where n € Z, v € dom(7), f € ¥+ and m € M.
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Namely, evaluations of constants and variables do not modify any field. Evaluations of
E| ®E; and E,[E;] modify a field from F if there exists an evaluation of E; or E, modifying
a field from F'. Similarly, evaluations of E.f and E.length modify a field from F if there
exists an evaluation of E modifying a field from F'. Evaluations of Ey.m(E,, ..., E;) might
modify a field from F if there is an evaluation of any of E;s modifying a field from F or if
the execution of m might modify a field from F.

Example 7 Consider one more time the class Event introduced in Fig. 2. Since the method
setDelay() writes into the field min of class Event, we have

mightModify(ly.removeFirst().setDelay(15), {Event.min:int}) = true.

4 Definite Expression Aliasing Analysis

In this section we define our definite expression aliasing analysis and prove its soundness.
Namely, we introduce a static analysis which determines for every variable at each program
point a set of expressions that are definitely aliased to that variable, for every possible ex-
ecution of the program of interest. Our analysis deals with the exceptional flows inside the
program under analysis and the side-effects induced by calls to non-pure methods. Our anal-
ysis is based on the construction of a graph whose arcs are decorated with propagation rules
for aliasing information. The use of a graph for static analysis is not novel at all. The impor-
tant point, here, is the use of this traditional technique for the definition of propagation rules
that deal with the side-effects of methods and of field updates, as well as the exceptional
paths of execution.

The crucial notion for the operational semantics of the target language introduced in
Section 2 is the notion of state, representing a system configuration. The set of all possible
states that might be related to a given program point is called the concrete domain, and it is
denoted by C. Let P be a program under analysis, composed of a set of .class files, and
let L be the set of libraries that P uses. Suppose that P’s classes as well as libraries in L are
archived in a . jar file, representing the input of our analysis. The actions performed by our
approach are listed below.

— This analysis is abstract interpretation-based [12,13]. More precisely, we extract from
the concrete states (Definition 6) only those pieces of information representing the actual
aliasing information contained in those states, i.e., we define the abstract domain ALias,
whose elements, abstract states, are simpler than their concrete counterparts and easier
to deal with (Definition 18). Then we show how our abstract and concrete states are
related by defining a concretization map (Definition 19). The latter explains the actual
meaning of the abstract states.

— From the . jar archive, an extended control flow graph (eCFQG) is extracted. It contains
a node for each bytecode instruction available in P and L, some special nodes which
deal with the side-effects of non-pure methods, as well as with exceptional and non-
exceptional method ends, and different types of arcs which connect those nodes. There
are some simple arcs connecting one source node with one sink node, but there are
also some special arcs, composed of two source nodes and one sink node: their main
purpose is to handle the side-effects of the methods in both their exceptional and their
non-exceptional executions; they represent one of the contributions of the present paper.
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Section 4.2 explains different parts of these graphs. It is worth noting that this step
does not depend on any particular property of interest: the same graph can be reused as
underlying structure for the definition of other static analyses dealing with some other
properties of interest.

For each arc present in the eCFG, we define a propagation rule /7 : ALIAS — ALIAS rep-
resenting the behavior of the bytecode instruction corresponding to the source node of
the arc with respect to the abstract domain A, and therefore with respect to our property
of interest. This step is property-dependent, i.e., different properties of interest give rise
to different propagation rules. These propagation rules are introduced by Definitions 21-
30. Our approach annotates each eCFG’s arc with the corresponding propagation rule,
obtaining the abstract constraints graph (ACG).

From the annotated graph a system of constraints is extracted, representing the actual
definition of our constraint-based static analysis. Its solution is the approximation pro-
vided by that static analysis. The extraction of constraints from the ACG is explained in
Section 4.3.

In Section 4.4 we show different properties that the propagation rules mentioned above

have. These properties allow us to show one of the main contributions of the present paper,
the soundness of our definite expression aliasing analysis.

4.1 Concrete and Abstract Domains

In Section 3 we explained when an expression E is aliased to a variable v in a state o.
This notion strictly depends on the state 0. We want to determine that property statically,
and the most natural way for representing the fact that a variable must be aliased to some
expressions is to assign to each variable available at a program point, a set of expressions
that always have the same value as that variable itself. We followed this idea and formally
defined the abstract domain ALias.

Definition 18 (Concrete and Abstract Domain) The concrete and abstract domains over
TeT are C, = (p(2;), S, U,N, 2, @) and Auias, = (A, C, U, M, T, L), where

A = (SO(ET))M;
forevery A' = (Aj,...,AL_|) € A and A = (A],... . A}, |) € A,

A'C A* & V0 < i<|t], Al 2AZ;
forevery A' = (Al, ... ,A‘lTl_]) € A, and A% = (A2,. ..,A|2T|_1) € A,
AU AT =(AGNAS, AL DAY
forevery A' = (Aj,...,Al_) € A and A> = (A],... . A}, ) € Ay,
A'M AT =(AJUA], .. AL UAY )

T, =0
1= (ET)IT‘~
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For a fixed number d € N, we write ALIAs;i to denote a restriction of ALias;, where the depth
of the expressions is at most d, i.e.,

(Ao, ..., An1) € Auas? & V0 < i < [7].VE € A, .depth(E) < d.
ALias?’s top and bottom elements are denoted by T and 1L ¢ respectively.

It is worth noting that, for every 7, ALias, is infinite, while for a fixed d € N, ALIAsﬁl
is finite. Concrete states o corresponding to an abstract element (A, . .., A1) must satisfy
the aliasing information represented by the latter, i.e., for each 0 < r <|7], the value of all the
expressions from the set A, in o must coincide with the value of v, in o (definite aliasing).
Our concretization map formalizes this intuition.

Definition 19 (Concretization map) Consider a type environment 7 € 7 and an abstract
state A = (Ao, ..., A1) € ALias;. We define y; : ALias; — G, the concretization map of
our abstract domain ALIAs; as follows:

Y(A) = {{p, ) € 27 | Y0 < r<[7|.VE € A,.[El{o. ) = p(vr)}.

Example 8 Consider a type environment 7 € 7~ with dom(t) = {l;,..., 14} and the state
o = (p,u) € X, given in Fig. 3. We define the following abstract states from ALias,:

A b b Iy

1 — —_— — 1
A=( o , {l;.min} ,{lshead}, @ )€ Auas;
A’ =( @ ,{kmin,l headmin},{L.head}, @ )e ALIAS%
A3 =( {B} ,{kmin, headmin}, @ , @ )€ Auas’

By Definition 18, we can state that the aliasing information contained in A% is more precise
than that in A', since A> C A'. On the other hand, we cannot compare A' and A3, since the
approximation of the aliasing information related to l, of A' is less precise than that of A3,
but the approximation of the aliasing information related to I3 of A' is more precise than
that of A3,

State o satisfies the aliasing information contained in both A' and A%: in Example 6 we
have shown that in o variable b, is aliased to .min and [;.head.min, while variable I is
aliased to ly.head. Hence, o € y-(A?) C y-(A"). According to A3, I; is aliased to ks, which
is not the case in o (o(l}) = €, # {3 = p(l3), which entails o ¢ yT(A3). [ ]

We recall some well-known notions from lattice theory. A sequence {Ki}igN of elements
in A; is an ascending chain if n<m = A, T A,,. That sequence eventually stabilizes iff
Ang € N.¥n € Non > ng = A, = A,,. The following lemma concerning Arias? guaran-
tees the computability of the unique least solution of our static analysis by a finite Kleene
iteration. For the detailed proof see Appendix B.1.1. It is worth noting that Arias; does not
satisfy that property.

Lemma 1 Given a type environment T € T and an integer d € N, every ascending chain of
elements in Auias? eventually stabilizes.

In order to show that ALias is actually an abstract domain in terms of abstract interpreta-
tion, we must show that the concretization map 7y that we introduced in Definition 19 gives
rise to a Galois connection. Once we know that we deal with a Galois connection, all results
of abstract interpretation can be used and in particular the definition of soundness of the
abstract operations. The detailed proof of Lemma 2 can be found in Appendix B.1.2.

Lemma 2 Given a type environment T € T, and the function y, : Auias; — C., there exists
a function a; : C; — AvLias; such that {C., &;, v+, ALIAS;) is a Galois connection.
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4.2 The Abstract Constraint Graph

We introduce here the notion of extended control flow graph (eCFQG), i.e., a control flow
graph extracted from a . jar archive composed of all classes belonging to the program un-
der analysis, as well as of all classes from the auxiliary libraries that the program uses. Sim-
ilarly to the traditional control flow graph (Section 2), eCFG is composed of a set of nodes
corresponding to different bytecode instructions belonging to the program, and a set of arcs
that connect those nodes. Differently from the traditional control flow graph, eCFG contains
some special nodes and special arcs that are not present in the former. This section formally
introduces both traditional and special nodes and arcs. After the eCFG is constructed, its
arcs are annotated by different propagation rules defined in this section, and the resulting
graph is called abstract constraints graph (ACG).

Definition 20 (eCFG) Let P be the program under analysis enriched with all the methods
from the libraries that it uses, already in the form of a CFG of basic blocks for each method
or constructor (Section 2). The extended control flow graph (eCFG) for P is a directed graph
(V, E) (nodes, arcs) where:

1. V contains a node for each bytecode instruction ins in P;

2. for each method or constructor m in P, V contains nodes | exit@m | and | exception@m. |,
representing the normal and the exceptional ends of m;

3. each node contains an abstract element representing an approximation of the information
related to the property of interest at that point;

4. FE contains directed arcs with one (1—-1) or two (2—1) sources and always one sink.
Each arc has a propagation rule i.e., a function over the abstract domain, from the ap-
proximation(s) contained in its source(s) to that contained in its sink. We distinguish the
following types of arcs:

— Sequential arcs: if ins is a bytecode instruction in P, distinct from call, immediately
followed by a bytecode instruction ins’, distinct from catch, then a 1—1 sequential
arc is built from to | ins’ |;

— Final arcs: for each refurnt and throw « instructions occurring in a method or a
constructor m of P, there are 1—1 final arcs from [ returnt| to [exit@m | and from

throw « | tO | exception@m |, respectively;

— Exceptional arcs: for each bytecode instruction ins throwing an exception, imme-
diately followed by a catch, an 1—1 exceptional arc is built from to [ catch |

— Parameter passing arcs: for each call m; ... m, occurring in P with 7 parameters
(including the implicit parameter this) we build, for each 1 <w < ¢, a 1-1 param-
eter passing arc from to the node corresponding to the first bytecode

instruction of the method m,,;

— Return value arcs: for each call ins¢c = call m; ... my to a method with 7 param-
eters (including the implicit parameter this) returning a value of type t # void, and
each subsequent bytecode instruction ins distinct from catch, we build, for each
1<w<gq,a2-1 return value arc from’ insc ‘ and‘ exit@m,, | (2 sources, in that order)

— Side-effects arcs: for each call ins¢ = call my ... mq to amethod with & parameters
(including the implicit parameter this), and each subsequent bytecode instruction
insy, we build, for each 1 <w < ¢, a 2—1 side-effects arc from‘ insc ‘ and ’ exit@m,, ‘
(2 sources, in that order) to , if insy is not a catch and a 2 — 1 side-effect arc

from [ins | and‘ exception@rm,, ‘ (2 sources, in that order) to [ catch |
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NODE C E-#19 NODE a NODE b
catch b call Event.delayMinBy(int): int store 3 int
PP-f21 + RV-#2
SE-f2 NODE 1 E-123
load 0 Event
S22y
NODE 11 NODE 2 NODE 8
exception@delayMinBy getfield Event.min:int exit@delayMinBy
E-420 S-#7 A
P17 NODE 9 e NODE_3
catch load 1 int
S-fl4 v S2 F-116
NODE 10 NODE 4
throw java.lang.Throwable add int
E-£20 + S-t4
NODE 5
const 60
v Sl
NODE 6
| rem
v S-#4
NODE 7
return int I

Fig. 10 The eCFG for the method delayMinBy in Fig. 2

The sequential arcs correspond to the non-exceptional executions of all the bytecode
instructions except call, return and throw. The final arcs connect the nodes corresponding
to the last bytecode instruction of each method or constructor m (i.e., return or throw) to
the special nodes , in the case of return, and , in the case of throw.
The exceptional arcs represent the exceptional executions of the bytecode instructions that
might launch an exception, i.e., div, rem, new «, getfield «.f: t, putfield «.f: 1, arraynew «a,
arraylength a, arrayload «, arraystore «, throw and call, and they connect the nodes cor-
responding to these instructions with that related to the catch instruction at the beginning
of their exceptional handlers. The parameter passing arcs link every node corresponding to
a method call to that corresponding to the first bytecode instruction of the method(s) that
might be called there. There exists a return value arc for each dynamic target m of a call
ins ¢ returning a value. These arcs have two sources, [ ins¢ | and | ext@m, |, and they propa-
gate the approximations present at these nodes to the node corresponding to the bytecode
instruction following ins . Moreover, these arcs might enrich the resulting approximation
with some additional abstract elements due to the returned value of m. The execution of
method m might modify the memory where m is executed and this might affect the ap-
proximation at node corresponding to the method call ins¢. The side-effects arcs deal
with these phenomena, i.e., they are 2—1 arcs connecting and (respectively

exception@m |) with the node corresponding to the bytecode instruction (respectively catch)
which follows ins ¢, for each dynamic target m of the call, and propagate the approximation
at modified by the side-effects of m’s execution.
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Example 9 In Fig. 10 we give the eCFG of the method delayMinBy introduced in Fig. 2.
Nodes a, b and ¢ belong to the caller of this method and exemplify the arcs related to the call
and return bytecodes. Each arc is decorated with an abbreviation of the following form: T-
fin, where T denotes arc’s type and may have the following values: S, F, E, PP, RV and SE
representing sequential, final, exceptional, parameter passing, return value and side-effects
arcs, respectively. On the other hand, §n represents the identification of the corresponding
propagation rule (Definitions 21-30). [ ]

In the following we define different propagation rules which are used for the creation of
the ACGs. These propagation rules represent the abstract semantics of our target language
over the abstract domain Arias. We assume the presence of a side-effects approximation.
Namely, we suppose that, for each method or constructor m available in the program under
analysis, or in any of the libraries that the program may use, there exist the following pieces
of information computed statically:

— aset of fields that might be read during any possible execution of m;

— aset of fields that might be updated during any possible execution of m;

— a set of array types of all possible arrays whose elements might be read during any
possible execution of m and

— aset of array types of all possible arrays whose elements might be updated during any
possible execution of m.

These pieces of information can be computed statically, and our tool Julia is able to
provide them. Our analysis works correctly even when these approximations are not avail-
able: we can always assume that each method or constructor might read and modify every
field and elements of arrays of every possible array type. In that case the definite expression
aliasing information we determine would be less precise, but still sound.

According to Definition 20, we distinguish between simple (1—1) arcs, having one
source and one sink node, and multi (2—1) arcs, which have two source and one sink node.
We assume for all 1—1 arcs that T and 7’ are the static type information at and immedi-
ately after the execution of a bytecode instruction ins, respectively. Moreover, we assume
that 7 contains j stack elements and 4 local variables. We write noStackElements(E) to denote
that an expression E contains no stack elements, i.e., variables(E) N {sp, ..., s;1} = @. In the
following we define the propagation rules related to the definite expression aliasing analysis.

Definition 21 (Sequential arcs) Each sequential arcs of the eCFG connecting nodes
and is annotated with a propagation rule MAo, ..., A1) (A}, . . ., Al’T,l_l), where, for
each 0 < r<|7’|, A;. is defined as follows:

RuLe #1: Ifins = const v, then
A = A, %f’rilﬂ
{fv} ifr=|1.
RuLe #2: Ifins = load k t, then
ArUALLs;/lk] if r ¢ {k, [7]}

AL = JA; U{s;} ifr=k%k
Ai U {1} if r = |7].
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RuLe #3: Ifins = store k t, then

A = {E € A, | ~canBeAffected(E, ins)} ifr+k
T {E € Aj—1 | —canBeAffected(E, ins)} if r = k.

RuLe #4: If ins € {add, sub, mul, div, rem}, then

{E € A, | ~canBeAffected(E, ins)} if r #|7]-2
A =4 {E;®E; | E; €Az A —canBeAffected(E, ins)A
E; € A-1 A —canBeAffected(E;, ins)  if r = |1]-2,

where @ is +, —, X, div, % when ins is add, sub, mul, div, rem respectively.
RuLe #5: Ifins = inc k z, then

o - [l —2/l] E €A if r# k
" HE+z|E€A,, I ¢ variables(E)} if r = k.
RuLE #6: If ins = new «, then
p = [Ar i
@ ifr=|1.
RuLe #7: If ins = getfield x.f:1, then
A = {E € A, | ~canBeAffected(E, ins)} if r#l7|-1
" E.f | E€A_1 A —canBeAffected(E, ins) A ~mightModify(E, {f})} if r=|z/-1.

RuLk #8: If ins = putfield «.f:t, then
Al = {E € A, | ~canBeAffected(E, ins)}.

RuLe #9: If ins = arraynew t[ ], then

, {E € A, | -canBeAffected(E, ins)} if r # |7|—1
A= .
@ if r=17]-1.

RuLk #10: If ins = arraylength [ ], then

e {E € A, | ~canBeAffected(E, ins)} if r # |7]-1
{E.length | E€A;_; A —canBeAffected(E, ins)} if r = |7|-1.

Rute #11: If ins = arrayload t[ |, then

{E € A, | -canBeAffected(E, ins)} if r #|7]1-2
{Ei[E2] | E1 € A= A —canBeAffected(E;, ins)A

E; € Az-1 A —canBeAffected(E;, ins)A

[E; and E; do not invoke any method]} if r = |7]-2.

A=

Rute #12: If ins = arraystore [ ], then

A’ ={E € A, | —canBeAffected(E, ins)}.
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RuLe #13: If ins = dup t, then

ATUAT[sj/sj_l] if r <|r]—1
AL = Apor Ufs;) if r =71
Am,l U {Sj,l} if r = 1.

Rute #14: If ins € {ifeqt, ifne t, catch, exception_is K}, then
A’ = {E € A, | ~canBeAffected(E, ins)}.

Let us now explain, in more detail, the propagation rules introduced in Definition 21.
The sequential arcs link an instruction ins to its immediate successor ins’ propagating, for
every variable v at ins’, all those expressions E aliased to v at ins that cannot be affected by
ins itself, i.e., such that ~canBeAffected(E, ins) holds. However, some new alias expressions
might be added to the initial approximation as well. We discuss the rules introduced above:

const v - in this case, a new variable v = s; is pushed onto the operand stack, and its
value is v, while everything else stays unchanged. Therefore, for each variable available
in dom(t), we just propagate its current approximation, while the approximation related
to v is {v}.

load k£t - In this case a new variable (s;) is pushed onto the operand stack and its value is
equal to that of [;,. Therefore, for each variable v, € dom(t), we propagate all the alias
expressions already present in A, and by using the fact that [, = s;, we also add all
those alias expression from A,. obtained by replacing all the occurrences of [, with s;.
Obviously, s; and Iy become alias expressions of s; and I, respectively.

store k t - In this case the topmost variable is popped from the operand stack (s;_;) and its
value is assigned to ;. Therefore, all the alias expressions involving I;; and s;_; in the
initial approximations A,, for any r # k, should be removed from the final ones (by
Definition 16, canBeAffected(E, store k t) = true if and only if I, or s;_; occurs in E). On
the other hand, the final approximation related to [;, contains all the alias expressions
E € Ai-1 belonging to the initial approximation related to s;_; which are not modified
by the store k t, i.e, such that —canBeAffected(E, store £ t) holds.

add, sub, mul, div, rem - in this case two topmost stack elements (memorized in s;_; and
sj_») of integer type are popped from the operand stack and the result of an opportune
arithmetic operations applied to these two values is pushed back onto the operand stack
(memorized in s;_»). Therefore, for each variable v, from dom(7’), except s;_», we
propagate all those alias expressions belonging to their initial approximations which
might not be affected by this bytecode instruction, i.e., the ones not containing any
occurrence of s;_; and s;_». On the other hand, the expressions definitely aliased to the
new topmost stack element s;_; are of form E; @ E;, where & is the arithmetic operation
corresponding to this bytecode instruction, while E; and E, are expressions definitely
aliased to s;_; and s;_ before the bytecode instruction is executed and which are not
affected by this bytecode instruction.

inc k z - in this case the value memorized in the local variable Ij, is incremented by z.
Therefore, the final approximation related to each variable except [, is composed of all
the expressions available in the initial one where all the occurrences of [, are replaced
with I, — z. In the case of I, we state that it becomes a definite alias of its old aliases
(where [, did not occur) plus z.

new « - In this case a new object is created and the location it is bound to is pushed onto the
operand stack, in s;. Therefore, for each variable, except s;, its initial approximation is



29

kept. On the other hand, since s; holds a fresh location, we soundly assume there is no
expressions aliased to s;.

getfield k.f:t - In this case the location memorized in the topmost operand stack element
sj—1 is replaced with the value of the field f of the object corresponding to the for-
mer. Therefore, for each variable, except s;_i, its final approximation contains all the
alias expressions from the initial one which are not modified by this bytecode instruc-
tion, i.e., the ones with no occurrence of s;_; (Definition 16). On the other hand, the
final approximation related to s;_; contains the expressions E.f where E is aliased to
sj_1 before the bytecode instruction is executed, it cannot be modified by the latter
(—canBeAffected(E, ins), i.e., E contains no occurrences of s;_;) and no evaluation of
E might modify the field f (—mightModify(E, {f})).

putfield .f:t - In this case the value memorized in the topmost operand stack element s;_; is
written in the field f of the object corresponding to the location memorized in the second
topmost operand stack element s;_», and both s;_; and s;_ are popped from the operand
stack. Hence, for each variable, we propagate all the alias expressions E belonging to its
initial approximation which cannot be modified by this bytecode instruction, i.e., such
that there is no occurrence of s;_, and s;_; in E and such that no evaluation of E might
read the field f (Definition 16).

arraynew «a - In this case the topmost operand stack element containing an integer value
is replaced with the fresh location bound to the new created array. The propagation is
similar to the case of new «.

arraylength @ - In this case the topmost operand stack element s;_; containing a reference
to an array is replaced with the length of that array. Therefore, for each variable, except
sj_1, its final approximation contains all the alias expressions from the initial one which
are not modified by this bytecode instruction, i.e., the ones in which s;_; does not ap-
pear (Definition 16). On the other hand, the expressions aliased to s;_; are of the form
E.length, where E is an alias expression of the old topmost stack element, which is not
modified by this bytecode instruction.

arrayload « - In this case the k-th element of the array corresponding to the location memo-
rized in the second topmost operand stack element s;_,, where k is the topmost operand
stack element, is written onto the top of the stack. Previously, both s;_; and s;_, are
popped from the stack. The propagation rule and its explanation are analogous to the
case of arithmetic operations.

arraystore « - In this case the value memorized in the topmost operand stack element s;_;
is written in the k-th element of the array corresponding to the location memorized in
the third topmost operand stack element s;_3, where k is the integer value memorized
in the second topmost operand stack element. All s;_1, s;_» and s;_3 are popped from
the operand stack. The propagation rule and its explanation are analogous to the case of
putfield «.f:1.

dupt- In this case, the new topmost stack element s; is a copy of the former topmost
stack element s;_;, hence they are trivially aliased to each other, and all the alias ex-
pressions of s;_; at ins become the alias expressions of s; at ins’. More precisely, we

let AI’TH = Ay-1 U {s;} and Al’TI = Ai-1 U {sj_1}. The approximations of the aliasing ex-
pressions of all other variables are enriched by all the expressions containing s;_; al-
ready present in those approximations where occurrences of s;_; are replaced by s;:
A=A UA.[s5/s5-1].

otherwise - catch and exception_is K do not modify the initial state, and therefore do not
change the definite expression aliasing information available at that point, while ifne t
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and ifeq t just pop the topmost operand stack element, and therefore do not modify the
aliasing expressions of any other variable which contains no occurrence of s;_j.

Example 10 In Fig. 10 we introduced the ACG of the method delayMinBy from Fig. 2. Its
arcs are decorated by the strings of the following form: T-#n. The meaning of T has already
been explained in Example 9, while §n are identifications of the propagation rules.

In the following examples for each node = we let 7., i, and j; denote the type en-
vironment, number of local variables and number of stack elements at z respectively. We
let A = (AY,..., Aél +j1»—1)> denote an approximation of the actual aliasing information at
z, where each A7 denotes a set of expressions definitely aliased to the local variable I, if
0 < r <, or to a stack element s,_;, if 0 < r — 4; < j,,. Moreover, we assume that i, = 3,

Ja = 2 and that the call at node a occurs in a context with
A} = 2,A} = 2, A} = {v;.getFirst(), vs}, A = {vi.getFirst(), v,} and A} = {15}). (1)
]

The following example illustrates an application of some of the propagation rules intro-
duced by Definition 21.

Example 11 Consider, for instance, nodes 2, 3, 4 and 5 in Fig. 10, and suppose that i, = 2
and 7, = 1, i.e., at node 2 there are 2 local variables (vy = l and v; = ;) and 1 operand
stack element (v, = sg9). Moreover, suppose that the variables vy, v; and v, are respectively
aliased to the following sets of expressions:

Al={wn), Al=9 andA?}={w).

Nodes 2 and 3 are linked by a sequential arc with propagation rule #7. It can be easily deter-
mined that i3 = 2 and j3 = 1. By Definition 16, at node 2, —canBeAffected(E, getfield min) =
vy ¢ variables(E). Moreover, according to Definition 17, mightModify(vg, {min}) = false. Using
these facts and Definition 21 (RULE #7) we obtain:

Ag {(Ee Ag | —canBeAffected(E, getfield min)} = {E € {w} | v, ¢ variables(E)} = @

A? {E e Af | —=canBeAffected(E, getfield min)} = {E € @ | v, ¢ variables(E)} = @

Ag ={Emin|E€ Ag A —canBeAffected(E, getfield min) A —mightModify(E, {min})}
={Emin | E € {w} A v, ¢ variables(E) A =mightModify(E, {min})} = {vy.min}.

Thus, I7%7(A?) = (@, @, {v.min}).
Nodes 3 and 4 are linked by a sequential arc with propagation rule #2, and at node 4 we
have iy = j4 = 2. If we assume that A = I7%7(A?), then, by Definition 21(RULE #2):

Ag =A3 UAg[’U3/’U1] =0

A = AU ] = 0 U fu3) = (o)

A3 = A U Al[v3/v1] = {vg.min} U {vg.min}[vs/vi] = {vp.min}
A=A U{v} =02 U{n) = {v)

Thus, IT?(A43) = (2, {v3}, {vo.min}, {v;}).

Nodes 4 and S are linked by a sequential arc with propagation rule #4, and at node 5
we have is = 2 and js = 1. Note that at node 4, by Definition 16, —~canBeAffected(E, add) =
variables(E)N{vy, 13} = @. If we assume that A% = I7%2(A4%), then, by Definition 21 (RULE #4),
we have:
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Ag ={Ee€ Ag | mcanBeAffected(E, add)} = {E € @ | v, v3 ¢ variables(E)} = @

Af ={Ee€ A‘l‘ | =canBeAffected(E, add)} = {E € {13} | v», v3 ¢ variables(E)} = @

Ag = {E|+E> | E; eA‘; A =canBeAffected(E;, add) A E, eA;' A =canBeAffected(E;, add)}
= {E|+E; | E; €{vp.min} A E; €{v} A variables(E|) N {v;, v3} =variables(Ez) N { v, v3} =@}
= {vo.min + ’Ul}

Thus, A% = (@, @, {vo.min + v;}). [ ]

Definition 22 (Final arcs) Each final arc in the eCFG connecting nodes IE] and is
annotated with a propagation rule A(A, ..., Ay-1 YA A|’r'\71>’ where, for each 0<r <
|7’|, A, is defined as follows:

RuLk #15: If ins = return void, then
A’. = {E € A, | noStackElements(E)}.

RuLE #16: If ins = return t, then

Al =

T

{E € A, | noStackElements(E)} ifr#1
{E € A1 | noStackElements(E)} if r = 4.

RuLe #17: If ins = throw «, then

AN = {E € A, | noStackElements(E)} ifr # 1
"o if r =i,

where noStackElements(E) is true if and only if variables(E) N {sp,...,s;-1} = @, ie., if E
contains no operand stack elements.

The final arcs introduced in Definition 22 feed nodes | exit@m |and | exception@m |for each
method or constructor m. They propagate, for each local variable [, available at (re-

spectively ), all those expressions aliased to I, at a (respectively [ throw )
where no stack variable occurs. In the case of return t, with t # void, the alias expressions
of the only stack element at (i.e., v; = sp) are alias expressions of the topmost stack
element at (sj-1) with no stack elements. In the case of throw «, we conservatively

assume that no expression is aliased to the only stack element at (v; = ).

Example 12 Consider nodes 7 and 8 in Fig. 10, which are linked by a final arc with prop-
agation rule #16. It can be easily determined that at node 7, %7 = 2 and j; = 1, there-
fore, the only stack element there is v, = sy, and noStackElements(E) holds if and only if
v, ¢ variables(E). Moreover, at node 8 we have 44 = 2 and j3 = 1. If we assume that
A7 ={@, 2, {(vp.min + v;)%60}), then, by Definition 22 (RuLE #16), we have:

Ag {E e Ag | noStackElements(E)} = {E € @ | noStackElements(E)} =@
A? {E € Af | noStackElements(E)} ={E € @ | noStackElements(E)} =@
Ag ={E € Ag | noStackEIements(E)}={E€AZ | vy ¢ variables(E)} = {(vp.min+v;)%60}

Thus, I7*1°(A7) = (@, @, {(vo.min + v;)%60}). m
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Definition 23 (Exceptional arcs) Each exceptional arc in the eCFG connecting nodes
and |ins’ | is annotated with a propagation rule AMAo, ..., A-1).(Aj. . .. ’AI,T'|—1>’ where, for
each 0<r <|7', A’. is defined as follows:

RuLe #18: If ins = throw «, then:

, {{E € A, | noStackElements(E)} if r # 4
A= . A
@ if r =4,
where noStackElements(E) is true if and only if variables(E) N {sp, ..., s;_1} = @, i.e.,if E
contains no operand stack elements.
RuLk #19: Ifins = call my ... m,, see RULE #18.
RuLE #20: Ifins is one of the following bytecode instructions: div, rem, newx, getfieldx.f:1,
putfield «.f:t, arraynew a, arraylength «, arrayload « or arraystore «, see RuLE #18.

The exceptional arcs link every instruction that might throw an exception to the catch
at the beginning of their exception handler(s). They propagate alias expressions of local
variables analogously to the final arcs. For the only stack element (v; = sy), holding the
thrown exception, there is no alias expression (A; = @).

Example 13 Consider nodes 2 and 9 in Fig. 10, which are linked by an exceptional arc with
propagation rule #20. Recall that, at node 2, 5 = 2 and j, = 1, therefore, the only stack
element there is v, = sy and noStackElements(E) holds if and only if v, ¢ variables(E). By
Definition 23 and the hypotheses about A2, A? and A? given in Example 11 we obtain:

Ag ={Ee€ Ag | noStackElements(E)} = {E € @ | noStackElements(E)} = @

AZ ={Ee€ Af | noStackElements(E)} = {E € @ | noStackElements(E)} = @
AS =02
Thus, IT*0(42) = (@, @, ). n

Definition 24 (Parameter passing arcs) For each call m, ... m, with 7 parameters (in-
cluding the implicit parameter this), for each 1 <w < ¢ we build an 1—1 parameter passing
arc from to the node corresponding to the first bytecode of m,,, with the prop-

agation rule (RuLe #21) MAo, ..., Ap-1)-(Ay, . .., A _,), where, for each 0<r <7, Al = @.

The above definition states that the approximation at the beginning of a method contains no
aliasing information. This might be improved to introduce the possibility of letting abstract
information flow from callers into callees. Our choice is sound but potentially imprecise. We
have chosen that direction since, in practice, it is highly unlikely that all calls to a method
will always provide the same parameter aliased to an alias expression, always the same for
all possible calls. Moreover, for the analysis of libraries, the starting approximation of public
methods can only be considered empty or the results would be unsound.

In the following we give some auxiliary definitions, that are necessary for the defini-
tion of the propagation rules for return value and side-effects arcs. We start with a map
noParameters(), that specifies whether there exists an actual argument of a method call among
the variables appearing in an expression.

Definition 25 (noParameters) Consider a type environment 7 € 7 related to a program
point with a method call call m ... m,,, and suppose that this method has & actual arguments
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(including the implicit parameter this). For every expression E € E., we define a map
noParameters : E, — {true, false} as:

noParameters(E) = variables(E) N {vj¢=rs - . . » Yr=1} = @
(we recall that variables vz, . . ., Yr-1 correspond to & topmost operand stack elements).

The following definition specifies when the executions of a method are safe for an alias
expression available at the point where the method is invoked.

Definition 26 (safeExecution) Consider a type environment 7 € 7 related to a program
point with a method call insc = call m; ... m,,, and suppose that this method has 7 actual
arguments (including the implicit parameter this). For every expression E € E;, we define
a map safeExecution(-, ins¢) : E; — {true, false} as:

safeExecution(E, ins ') = noParameters(E) A —canBeAffected(E, ins ).

Namely, we say that the executions of ins ¢ are safe for an expression E, if all possible
executions of all the dynamic targets m; of ins¢c cannot affect E (—canBeAffected(E, ins¢)
holds) and if no actual parameter of ins ¢ appears in E (i.e., noParameters(E) holds). The for-
mer requires that every field that might be read by E must not be modified by any execution
of any dynamic target m; of ins¢, and that no execution of any dynamic target m; of ins¢c
might write into an array whose elements might be read by E (Definition 16). The latter is
required since the actual parameters of ins disappear from the operand stack after ins¢ is
executed.

The following definition will be useful soon to find alias expressions R of the return
value of a method call that can be rephrased in the callee as alias expressions E that only
use variables of the callee. For that, we require that the local variables I, . .., [, occurring
in R are all formal parameters of the callee and that the corresponding actual parameters of
the caller are aliased to some alias expressions Ey, ..., Ej, . Moreover, E and the Ey,, for
1 =0,...,w, must not be affected by the execution of the call.

Definition 27 (safeAlias) Consider a type environment 7 € 7 related to the program point
of ins¢ = call m;...m,, and suppose that the callees have m actual arguments (includ-
ing the implicit parameter this). Let E € E; have the form E = R[Ey, /l,,...,Ex,/l,]
with k; < « for all 4, where such [, are all the local variables occurring in R. For every
approximation A = (Ao, ..., Aq-1) € ALias,, we define a map safeAlias(-, A,ins¢) : E; —
{true, false} that is false whenever E has not the above form, and is otherwise defined as

safeAlias(E, A,insc) = Aj2o(Er, € Aprsk) A A\ j2 safeExecution(Ey,, insc)A
[no evaluation of E might modity any field from fields(E)
or any array element of type t if E also might read
an array element of type t’ where t’ <tort<t'].

Finally, we specify when an alias expression of the returned value of a method available
at the non-exceptional end of that method is safe at that point.

Definition 28 (safeReturn) Consider a type environment 7€ 7 related to a non-exceptional
end of a method m, and suppose that this method has 7 formal arguments (including the
implicit parameter this). For every expression R € E., we define a map safeReturn(:, m) :
E; — {true, false} as:

safeReturn(R, m) = variables(R) C {l, ..., l—1} A Vi;;, € variables(R), l;, is not modified by m

(we recall that the formal arguments of a callee are held in the local variables b, ..., l;—1).
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We say that an alias expression R of a return value at a non-exceptional end of a callee
m is safe at that point (i.e., safeReturn(R, m) holds) if only local variables holding the formal
arguments of m (l, ..., l;—1) appear in R and none of them might be modified by m. The
latter condition requires that for each [j; € variables(R), no store k t nor inc k = occurs in m.

We can finally define the propagation rules for the return value and side-effects arcs
of the ACGs for the definite expression aliasing analysis. These arcs have two sources,
since they transfer local information that is not potentially affected by the call over the
call. Namely, they use as source the approximation at the end of the callee, but also the
approximation at the point of call, inside the caller.

Definition 29 (Return value ares) For each ins¢g = call m; ... m; to a method with «
actual arguments (including the implicit parameter this) returning a value of type t# void,
and each subsequent bytecode instruction ins y distinct from catch, we build, for each 1 <
w < g, a 2—1 return value arc from [insc | and [ exit@m,, | (2 sources, in that order) to .
Suppose that the static type information at [ins¢ |, [ exit@m,, | and [insy | are 7¢, 7 and 7y,
respectively. Given A = (Ao, ..., Argl-n - - - » Argl-1) € ALiaS;, and R =(Ro, ..., Ryy-1) €

AL1as;,, the propagation rule of these arcs is defined as AA, R.(A], ..., AI/TcIfﬂ>’ where for
each 0<r<|r¢| -, A/, is defined by the RuLE #22:
A, ifr#|to|l-n
Al =< {E=RI[Eo,...,Ex-1/l, ..., k-1lIR€R ;-1 A safeReturn(R, m,,) A safeAlias(E, A,ins¢)}
U{E=Eqg.m(Ey,...,E,_1) | safeAlias(E, A, ins¢)} if r =|rg|-n.

Definition 30 (Side-effects arcs) For each ins¢ = call m; ... my to a method with 7 actual
arguments (including the implicit parameter this), and each subsequent bytecode instruc-
tion ins, we build, for each 1 <w < ¢, a 2—1 side-effects arc from \ insc \ and \ ext@m, | (2
sources, in that order) to , if insy is not a catch and a 2—1 side-effects arc from M

and (2 sources, in that order) to . Suppose that the static type informa-

tion at \ insc \ \ exit@mm., \ (or ‘ exception @7, ‘) and ’ ins \ are T¢, T and T respectively. The
propagation rule of these arcs is defined as:

MAOs -+ s Arrglers - 5 Airal=1)5 (Ros + + o5 Rz pl-1)CAGs - Al 21D

where for each 0<r <|r |, A}. is defined by RuLE #23:

N {{E € A, | safeExecution(E, insc)}  if r # [rol-n
E;, if r=lro|l-n.
There exists a return value arc for each dynamic target m,, of a call ins¢ returning
a value. RuLe #22 considers (Ao, ..., Ajr,-1) and (R, . .., Riz;-1). approximations at
and | extem, |, and builds the alias expressions related to the returned value v q|—r = v y|-1 at
the node corresponding to the instruction which follows the call, . An alias expression
R € Rj;-1 of the computed value v, - at can be turned into an alias expression

of Urol-n Al if

1. Ris safe at m,, and

2. every occurrence of a formal parameter I;, in R is replaced by an alias expression Ej, €
Ao sk Of the corresponding actual parameter v |-+ at , which is safe w.r.t.
insc.
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Moreover, E = Eg.my,(Ey, ..., Ey_1) can be an alias of v |-x atif it is safe w.r.t. ins¢.

The side-effects arcs consider the alias expressions E of the variables v, different from
the actual parameters (vjry|-z - - - » Vrg|-1) Of the method at and insert them among the
alias expressions of v, also at[insy |if they are safe w.r.t. insc.

Example 14 Nodes a and 8 are linked to node b through a return value and a side-effects
arc with propagation rules #22 and #23. We recall that 4, = 3, j, = 7 = 2 (Example 10),
i6 = 2, j¢ = 1 (Example 12) and the static type of the returned value of delayMinBy is
not void. Therefore, i, and j, have to be 3 and 1 respectively. Let ins¢ denote the call to
delayMinBy at node a and let us first consider the return value arc and let us assume that
A® = (A2, A" A3, A2 A?) (Equation 1) and A = IT*1°(A7) (Example 12). Application of the
propagation rule #22 (Definition 29), on the pair (42, A%) gives: AP = A2 for 0 < r < 2 and

Ag’ ={E=RI[Ey, Ei/b, ll]lREAg A safeReturn(R, delayMinBy) A safeAlias(E, A?,ins¢)}
U {E = E¢.delayMinBy(E,) | safeAlias(E, A?,ins¢)}.
2)

Consider the alias expression R = (vg.min + v;)%60, aliased to v, at node 8, i.e.,
ReAS ©)

It is clear that only formal parameters of delayMinBy (l, and /;) appear in R. Moreover,
it is possible to statically determine that delayMinBy does not modify  and /; since that
method contains no store nor inc instructions (Fig. 2). Thus,

safeReturn(R, delayMinBy) = true. )

It is worth noting that the formal parameters /y and /; (node 1) correspond to the actual
parameters v3 = sy and v = s; (node a) of delayMinBy. By (2), an alias expression
E of v3 = s at node b (holding the returned value of delayMinBy) can be obtained by
substituting all occurrences of [y and /; in R by alias expressions Ey and E; of sy and
s1 at node a respectively, only if E is safe w.r.t. insc, i.e., if safeAlias(E, A?,ins¢) holds.
By the hypotheses introduced in Example 10, the alias expressions of sy at a are v, and
vi.getFirst(), while the only alias expression of s; at a is 15. These expressions contain
no actual parameter of the call at node a. Let us show that E = R[v,.getFirst(), 15/, ;] =
(vi.getFirst().min + 15)%60 is safe w.r.t. ins . First of all we have:

vi.getFirst() € A] and 15 € Aj. 5)

It is clear that no execution of delayMin might modify the evaluation of 15, since the latter
is a constant. Thus,
safeExecution(15, ins¢) = true. 6)

On the other hand, delayMinBy does not modify any field (Fig. 2), and therefore, it never
modifies any field that might be read during any evaluation of v;.getFirst(), which implies
that —canBeAffected(v; .getFirst(), ins ) holds, and therefore

safeExecution(v;.getFirst(), ins¢) = true. 7
Finally, getFirst reads no array element and, by Definition 17, modifies no fields:

mightModify(v;.getFirst().min + 15, fields(v;.getFirst().min + 15))
mightModify(v;.getFirst().min, F') V mightModify(15, F)

= mightModify(v;.getFirst(), F') V false

false,

®)
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where F' = {List.head:0Object,Event.min:int}. From Equations 6, 7 and 8 we obtain
safeAlias(E, A?,ins¢) = true, which, together with (3) and (4) implies that E is an alias ex-
pression of v3 at node b. We can similarly show that also the alias expression R[ v, 15/, /1]
= (».min + 15)%60 is an alias expression of vy at b. It can be easily shown that also
vy.getFirst().delayMinBy(15) and v,.delayMinBy(15) are safe w.r.t. ins . Namely,

vi.getFirst() € Af and 15 € AY;

safeAlias(v;.getFirst(), A%,ins¢) holds (see (7));

safeAlias(15, A?,ins ) holds (see (6);

getFirst reads no array elements and by (3) modifies no fields that might be read by
vi.getFirst() and 15.

Hence, safeAlias(v;.getFirst.delayMinBy(15), A%, ins¢) holds. It can be similarly shown
that also safeAlias(v,.min + 15, A?,ins ) holds. Therefore, RULE #22 gives rise to the follow-
ing aliasing information:

AY =AY = @

AY ={u3, v).getFirst()}

AY ={(v.getFirst().min+15)%60, v;.getFirst().delayMinBy(15),
(vp.min+15)%60, v,.delayMinBy(15)}.

Moreover, rule #23 states that an alias expression E of any local variable I;, at node b
is an alias expressions of the same variable at node a if E is safe w.r.t. the executions of
delayMinBy (i.e., if safeExecution(E, ins¢)), while any expression can be an alias of v3 at
node b. It is obvious that ins ¢ is not safe for v3 € AJ (since noParameters(v3) = false), while
it is safe for v;.getFirst(), as we have already shown above (see (7)). Therefore, rule #23
gives rise to the following aliasing information:

A =AY =0
AY" ={v;.getFirst()}
A g

Hence, there are two arcs leading to node b, and bringing aliasing approximations AP and
AP, By Definition 18 we obtain the aliasing information at node b as:

AP = AP 4
b oAb AL~ Ab AL~ AD Al Al
= (AD mAOH,AL NAY AY N AY AN N AD")
=(2,2,A) AY).

4.3 Solution of the Constraints

The ACG of the program under analysis introduces, for each of its nodes, a set of constraints:
one constraint for each arc reaching the node. Every correct solution of these constraints is a
possible, not necessarily minimal, result of the static analysis determined by that ACG. The
following definition shows how the constraints are extracted from an ACG.
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Definition 31 (Constraints) Let N be a node of an ACG and Ay the approximation of
the information contained in that node. Suppose that there are k& arcs whose sink is N and
for each 1 < i < k, let J1° and approx(i) respectively denote the propagation rule and the
approximation of the property of interest at the source(s) of the i arc. These arcs give rise
to the following constraints:

IT'(approx(1)) C Ay, ..., IT*(approx(k)) € An.

In order to reduce the number of constraints, there exists the equivalent form:

k
LI IT*(approx(i)) C Ay. )

i=1

Definitions 18 and 31 entail that if & arcs reach the same node n, bringing to it & approx-
imations, i.e., k sets of alias expressions for each variable at n, then the approximation of the
actual aliasing information for each variable v at n should be included (C) in the intersection
of the k sets related to v.

Example 15 Fig. 11 shows the constraints extracted from the ACG obtained by annotating
the eCFG introduced in Example 9. These constraints concern the method delayMinBy
only, and not the whole program under analysis. ]

7721 (A% C Al 77! As) C A® 7%20 (Az) L [7%20 (A6 c A?
Viid (Al) C A2| A6) c A7 |22 (Aa,As) LT3 (Aa,AS C Ab
Vil (AZ) C A3| 16 (A7) C A8 119 (A% L [1#23 (Aa,All) C Ac
Yo A3) C A4| 4 (A9) C Al0 Ta L AR
ks A4) C AS|#17 (Alo) C All

Fig. 11 The constraints extracted from the ACG given in Fig. 10

In the following we briefly discuss the existence and uniqueness of the solution of the
system of constraints extracted from the ACG. This section is inspired by [27, Chapter 1.3].

Definition 32 Suppose that there are x nodes in the ACG under analysis, and for each 1 <
n < z, let 7, and A,, be the static type information and the approximation concerned with
the n'M node and let d € N be a fixed expressions’ depth. We let EA? = (ALIAS;‘J’1 X ... X

ALIAS.,C.l_) denote the set of tuples whose n' element represents the approximation contained
. x =4 > .
in the n'M node. Let EA = (Ay,...,Az)and EA’ = (A,..., A]) be two arbitrary elements

of EA?. Consider the following ordering:
EACEA iff Yl<n<zA,CA,.
This ordering gives rise to the following bottom (I %) and top (T %) elements:

»d

I d

d 24 d d
oLl TO=(Te,... TE).

Moreover, the join U and the meet I operators over EA? are defined as:

EAQEAN =(AjUA),...,A, UAY  EATREA =(A\NA)|,...,A, AL).
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Definition 33 Consider a function F operating over EAZ:

F:EA?Y 5 EAC
F(EA) = (F\(EA), ..., Fy(EA)),

where F,,: EA? — Auias] represents the constraint associated to the n'™ node (Equation 9).

The following theorem shows how the least solution of the equation system F(EA) =
EA can be computed. Its proof is given in Appendix B.2.1.

Theorem 1 The least solution of the equation system F (E_}l) = EA exists and can be char-
acterized as

— ney
o) = || F™(D),
where given EA € EAY, the ith power of F in EAis inductively defined as follows:

FOEA) = EA
Fi*(EA) = F(F{(EA)).

Moreover, the constraint system F(E?l)liE;l and the equation system EA = F(E?l) have
the same least solution.

Finally, the solutions of the abstract constraint graph, i.e., of its corresponding static
analysis can be characterized.

Definition 34 (Definite Expression Aliasing Analysis) The solution of an ACG is the
least assignment of an abstract element A4,, € ALIAS.gn to each node n of the ACG, FA =

(Ay,...,Az) € EA? that satisfies the constraints extracted from the ACG and an initial con-
straint at the beginning of the program, i.e., such that F(Ejél) € EA and Ay = T hold, where
we assume that A, is the node corresponding to the first statement of the main method of
the program under analysis.

4.4 Soundness of our Approach

In this section we provide a theorem stating that our analysis sound. More precisely, sup-
pose that we statically analyze a program using our Definite Expression Aliasing Analysis,
and then we execute this program with an arbitrary input until one particular instruction.
We show that the program state obtained at that point is included in the concretization of
the abstract aliasing information concerning that point that we computed statically. This
shows that our propagation rules correctly simulate the semantics of programs with respect
to the definite aliasing information. The detailed proof of the theorem can be found in Ap-
pendix B.3.7.

ins [ {’}

Theorem 2 Let (bsrymainy || £) =" ( || o) :: a be an execution of our oper-

rest |—p, .
ational semantics, from the block bs.ymainy starting with the first bytecode instruction of
method main, insy, and an initial state & € X, to a bytecode instruction ins and assume
that this execution leads to a state o € 2, where 1y and T are the static type information
at insy and ins, respectively. Let A € ALias; be the reachability approximation at ins, as
computed by our reachability analysis starting from Ag. Then, o € y.(A) holds.
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5 Implementation

We have implemented our definite expression aliasing analysis inside the Julia analyzer for
Java bytecode (http://www.juliasoft.com)and we have analyzed some real-life bench-
mark programs. These benchmarks are reported in Fig. 12. Some are Android applications,
that we analyze after being exported in Java bytecode format from the Eclipse IDE used for
development. Hence we do not currently analyze their Dalvik bytecode. The benchmarks
are analyzed together with most of the libraries that they use. In particular, in table 12 we
report the libraries included in the analysis of each benchmark. Of course, the standard Java
library (java. *) and the Android library (android.*, for Android benchmarks only) are
always included and we do not report it in the figure. The fact that a library is included
does not mean that all its code is analyzed: only the portion that is actually used by the
benchmark is analyzed, and this is extracted through a traditional class analysis for object-
oriented code [31]. The Android benchmarks are Mileage, OpenSudoku, Solitaire and Tilt-
Mazes!; ChimeTimer, Dazzle, OnWatch and Tricorder?; TxWthr?; VoiceRecognition, Cube-
LiveWallpaper, AccelerometerPlayActivity, SkeletonApp, AbdTest, Snake, BackupRestore,
SoftKeyboard, MultiResolution, LunarLander, TestAppv2, TicTacToe, Spinner, TippyTip-
per, JetBoy, SampleSyncAdapter, NotePad, HoneycombGallery, Real3D, GestureBuilder,
BluetoothChat, SearchableDictionary, ContactManager, Home and Wiktionary, that are all
sample programs from the Android 3.1 distribution by Google*. The Java programs are
JFlex, a lexical analyzers generator5; Plume, a library by Michael D. Ernst®; Nti, a non-
termination analyzer by Etienne Payet’; Lisimplex, a numerical simplex implementation
by Ricardo Gobbo?®; avrora, an AVR simulation and analysis framework?; luindex, an in-
dexer of documents, h2, a database benchmark, and sunflow, a ray tracer, from the DaCapo
benchmark suite'®; hadoop-common, a software for distributed computing!!; and our julia
analyzer itself'2.

Experiments have been performed on a Linux quad-core Intel Xeon machine running at
3.10GHz, with 12 gigabytes of RAM.

5.1 Results w.r.t. the expression aliasing analysis

By only considering the analysis introduced in this article, Fig. 12 shows that it is quite fast
and scales to large software with a cost in time that has never exploded in our experiments.
All analyses could be completed with less than one gigabyte of RAM. In the same figure,
the last column on the right reports the average size of the set of expression aliases for each
variable. We do not consider the tautological and trivial alias of a variable with itself. That

! http://f-droid.org/repository/browse/

2 http://moonblink.googlecode.com/svn/trunk/

3 http://typoweather.googlecode. com/svn/trunk/

4 http://developer.android.com/tools/samples/index.html
5 http://jflex.de

6 http://code.google.com/p/plume-1ib

7 http://personnel.univ-reunion. fr/epayet/Research/NTI/NTI.html
8 http://sourceforge.net/projects/lisimplex

9 http://compilers.cs.ucla.edu/avrora/
http://www.dacapobench.org

http://hadoop.apache.org

http://www.juliasoft.com
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ID NAME LIBRARIES LINES METHODS | RUNTIME | SIZE
1 | nti 13915 1653 0.51 0.17
2 | lisimplex 25564 2729 1.28 0.15
3 | avrora 38165 5006 3.29 0.12
4 | JFlex 41365 4286 1.96 0.28
5 | plume 44028 4646 2.63 0.12
6 | VoiceRecognition 44974 5094 2.40 0.03
7 | CubeLiveWallpaper 45891 5197 2.22 0.27
8 | AccelerometerPlayActivity 47913 5394 2.34 0.19
9 | SkeletonApp 57399 6371 3.49 0.32
10 | AbdTest 58020 6402 6.14 0.14
11 | Snake 58606 6473 3.11 0.26
12 | BackupRestore 58706 6471 3.23 0.24
13 | SoftKeyboard 58819 6535 4.31 0.35
14 | MultiResolution 58917 6542 3.03 0.86
15 | LunarLander 59122 6519 3.15 0.2
16 | TestAppv2 59889 6587 3.14 0.35
17 | TicTacToe 59943 6657 3.13 0.37
18 | Spinner 61912 6759 3.32 0.42
19 | luindex lucene-core, lucene-demos 62050 6409 3.18 0.18
20 | Solitaire 63507 6988 3.46 0.32
21 | TippyTipper 65310 7322 3.36 0.89
22 | JetBoy 65874 7189 3.73 0.22
23 | SampleSyncAdapter 66646 7348 3.47 0.08
24 | NotePad 67066 7372 3.56 0.28
25 | sunflow janino 72061 9130 6.18 0.18
26 | HoneycombGallery 72352 7879 5.31 0.32
27 | Real3D 75001 8179 4.37 0.15
28 | TxWthr 75434 8232 43.45 0.35
29 | Dazzle hermitandroid 78344 8681 40.34 0.28
30 | GestureBuilder 85213 9093 5.06 0.51
31 | BluetoothChat 85290 9119 5.07 0.45
32 | SearchableDictionary 88034 9392 5.24 0.24
33 | ContactManager 88110 9465 5.35 0.48
34 | Home 88256 9489 5.22 0.3
35 | TiltMazes 90419 9641 5.35 0.39
36 | ChimeTimer hermitandroid 90465 9743 6.09 0.26
37 | Mileage 104647 11188 6.07 0.16
38 | Tricorder hermitandroid 105475 11140 6.57 0.34
39 | julia beel 106117 12495 15.42 0.29
40 | Wiktionary 109140 11762 7.54 0.27
41 | OnWatch hermitandroid 114391 11928 7.01 0.26
42 | hadoop-common org.wie., javax.security. || 406 | 4500 591 | 021
guava, protobuf-java, jets3t
43 | OpenSudoku 120164 13002 6.59 0.22
44 | h2 junit3, derbyTesting, tpcc 183398 17276 14.99 0.17

Fig. 12 The benchmarks that we have analyzed and the cost and precision of their expression aliasing anal-
ysis. For each benchmark we report the name, the number of non-comment non-blank source code lines that
get analyzed, the number of methods that get analyzed, the time (in seconds) required for our expression
aliasing analysis and the average size of the approximation of each variable (number of alias expressions per
variables). The latter does not include the tautological aliasing of a variable with itself, which is trivial and
irrelevant.

column shows that that size is small, which possibly accounts for the lack of computational
explosion during the analysis. This is important, since a formal study of the worst-case
complexity of our analysis leads to an exponential cost, in theory, as shown below.
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5.2 Theoretical Computational Complexity

A worst-case complexity for our definite aliasing analysis can be estimated as follows. The
number N of alias expressions (Definition 12) over a maximal number v of variables in
scope, a number n of constants (those used in the program text), a number f of field names
and a number m of method names is finite as soon as we fix a maximal depth & for the alias
expressions themselves (Definition 18). More precisely, N is polynomial in v, n, f and m for
afixed k and exponentialin k: N € O(v-n-f- m-2%). Note that we consider here the maximal
number v of variables in scope at each given program point, which is usually small, and not
the total number of program variables, that can be very large instead. The approximation of
each program variable is a set of alias expressions; hence that set can only decrease N times,
for each variable, during the analysis. There are at most v such sets at each program point,
one for each variable in scope there. Hence, the chain of possible approximations at a given
program point is long at most v - N. If [ is the length of the program, that is, the number of
its program points, the number of iterations is consequently bounded from above by /- v- N.
That is, our expression aliasing analysis requires O(l- v - V) iterations until stabilization and
its computational cost is, hence, polynomial in v, n, f and m for a fixed k£ and exponential
ink: O(v-n-f-m-2%).In our implementation, we have fixed k = 4.

It is interesting to observe that, in practice, very few iterations are needed to converge to
a fixpoint. This is because many alias expressions cannot be generated because they would
not type-check. Moreover, on average, each variable is approximated by very small alias sets
(Fig. 12): in most cases, those sets are empty or singletons. For this reason, the theoretical
computational result that we have just shown is a very pessimistic bound of the actual cost
of the analysis.

5.3 Implementation Optimizations

An abstract Java class Alias is used to represent the alias expressions of Definition 12.
Constants and variables are concrete and non-recursive subclasses of Alias. Other alias ex-
pressions are concrete and recursive subclasses of Alias; for instance, the alias expression
E.f is represented by a subclass FieldOf of Alias that refers to the field f and to another
alias expression, that is E. The reduction of the memory footprint of this representation for
alias expressions is possible and important, since identical or at least similar alias expres-
sions are often used at different program points. Namely, our representation of alias expres-
sions is interned, that is, we never generate two Java objects that stand for the same alias
expression. This allows a maximal sharing of data structures and reduces the memory cost
of our representation (compositum pattern). We achieve this internment through a map that
binds each alias expression e to the unique representative of all alias expressions equal to e.
Since Julia is a parallel analyzer, race conditions must be avoided in the access to that map.
To that purpose, we use a java.util.concurrent.ConcurrentHashMap and its handy
putIfAbsent () method for checking the presence and putting new alias expressions in the
table, atomically. Beyond the reduction of the memory cost, internment has the advantage
that equality of alias expressions can be tested by faster == tests rather than equals () calls.

Sets of alias expressions are hence sets of unique objects. There are many such sets
during the analysis, for each variable in scope at each given program point. Also in this case,
a compact representation is needed. We have achieved this by using bitsets, represented
through arrays of longs (each long contains 64 bits). A fixed enumeration of the alias
expressions relates a given bit position to the expression that it represents. The enumeration
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is built on demand as soon as new alias expressions are created by the analysis. For each bit
set to 1, the alias expression in that enumeration position is assumed to belong to the bitset.

5.4 Benefits for other analyses

Section 5.1 has shown that the aliasing expression analysis can be computed in a few seconds
also for large applications. It remains to show that its results are useful for other, subsequent
analyses, that exploit the availability of definite aliasing information. To that purpose, we
have used our analysis to support Julia’s nullness and termination analyses. In particular,
we use our analysis at the then branch of each comparison if (v!=null) to infer that
the definite aliases of v are non-null there, and at each assignment w.f=exp to infer that
expressions E.f are non-null when exp is non-null and when E is a definite alias of w
whose evaluation does not read nor write £. Moreover, we use it to infer symbolic upper or
lower bounds of variables whenever we have a comparison such as x<y: all definite alias
expressions of y (respectively x) are upper (respectively lower) bounds for x (respectively
y). This is important for the termination analysis of Julia.

Note that our nullness and termination analyses are sound, that is, there are no false
negatives (as long as reflection is not used or only used in a limited way: for instance,
inflation of XML views in Android is supported in Julia [33]); but there are false positives
of course. We have identified actual bugs in the benchmarks, among the places where Julia
signals a possible warning. However, we cannot check by hand hundreds of warnings, on
third-party code. Nevertheless, the nullness analysis of Julia is currently the most precise
available on the market [38] and scales to very large software, as our experiments here
show. The termination analysis of Julia scales almost in the same way, as shown below,
and we have never seen any other report of a termination analysis that scales to that size of
programs. Nevertheless, this article is not about nullness nor termination nor their precision.
We use those analyses only to support the thesis that definite aliasing analysis is useful to
support other analyses.

Fig. 13 reports the times for nullness and termination analysis. These are total times, that
is, they include everything: from the parsing of the . jar files, to ours and other supporting
analyses, to the presentation of the warnings to the user. In that figure, we have copied the
times for the expression aliasing analysis alone, to highlight the fact that they are only a
small fraction of the total times for nullness and termination analysis. When the expression
aliasing analysis is turned off, times are in general smaller, also because there is fewer infor-
mation to exploit for nullness and termination proofs. For instance, when that information is
missing, it is sometimes the case that a symbolic upper bound for a loop variable is missed,
which results in the immediate failure of the termination proof but in coarser results. The
termination proof for h2 went into out of memory, so we do not report times for it in the
figure.

Figures 14 and 15 report the precision of the same nullness and termination analyses.
They show how fewer warnings are issued by Julia after those analyses, if our aliasing
expression analysis is turned on. Fig. 14 shows that the number of warnings for nullness
analysis is in general halved; sometimes, there are no more warnings, thanks to the support
of the expression aliasing analysis (as for benchmarks 6, 14 and 17); only in three cases there
are no benefits (benchmarks 9, 11 and 16). The situation is similar for termination analysis
(Fig. 15), but the gain in precision is less evident here.
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EXP NULLNESS TERMINATION
1 ALiasiNG WITH | WITHOUT WITH | WITHOUT
1 0.51 12.64 11.73 19.66 13.96
2 1.28 27.81 24.81 17.13 15.37
3 3.29 78.50 62.93 115.21 93.90
4 1.96 54.83 48.75 79.61 63.34
5 2.63 74.98 78.15 86.21 73.63
6 2.40 50.88 45.61 27.60 24.92
7 2.22 51.21 47.25 29.76 26.86
8 2.34 57.95 54.69 31.61 31.82
9 3.49 73.89 68.12 47.01 40.88
10 6.14 138.66 119.75 52.81 76.14
11 3.11 87.92 86.48 51.80 42.70
12 3.23 77.11 72.82 49.51 45.76
13 4.31 71.08 66.16 42.05 37.72
14 3.03 78.25 71.93 47.67 43.65
15 3.15 94.59 83.16 51.00 47.77
16 3.14 75.35 70.58 49.91 45.71
17 3.13 80.64 72.09 50.52 46.76
18 3.32 91.22 85.76 49.58 48.84
19 3.18 125.16 112.97 354.19 248.65
20 3.46 107.98 100.43 96.55 89.63
21 3.36 96.42 91.39 54.63 53.76
22 3.73 99.40 92.58 56.91 51.60
23 3.47 98.28 92.58 62.96 95.58
24 3.56 98.20 92.88 56.94 51.24
25 6.18 296.79 269.18 816.06 904.79
26 5.31 109.28 105.20 61.11 59.40
27 4.37 121.69 113.95 72.17 61.36
28 43.45 166.83 109.68 95.87 65.18
29 40.34 188.86 130.80 105.50 69.22
30 5.06 155.79 138.68 80.66 76.33
31 5.07 183.82 161.70 82.77 74.16
32 5.24 167.97 146.02 85.87 76.55
33 5.35 182.31 178.20 86.33 78.64
34 5.22 191.19 170.41 87.26 75.08
35 5.35 167.06 163.04 88.13 79.55
36 6.09 188.15 173.07 88.42 84.29
37 6.07 254.84 257.70 136.21 121.86
38 6.57 247.31 233.59 132.87 114.89
39 15.42 617.00 600.70 1090.51 | 1630.15
40 7.54 258.14 242.33 126.09 104.66
41 7.01 307.38 277.47 151.55 136.46
42 5.91 623.97 638.86 638.47 561.45
43 6.59 341.38 322.75 164.98 148.97
44 14.99 1017.42 | 1007.89 N.A. N.A.

Fig. 13 Total time (in seconds) for the nullness and termination analysis of our benchmarks, each computed
in two versions: with our expression aliasing analysis and without our expression aliasing analysis. We also
report the cost of just the expression aliasing analysis, for comparison. The cost of nullness and termination
includes everything: from the parsing of the jar files to the presentation of the warnings to the user. Hence
they also include the times of the expression aliasing analysis. The termination analysis of benchmark 44
(h2) could not be completed because of an out of memory during the termination proof (while our expression
aliasing analysis could be completed in 14.99 seconds and less than one gigabyte of RAM).



44

O o0ONOUTE WNBRP

0 0,1 0,2 0,3 0,4 0,5 0,6 0,7 0,8 0,9 1

Fig. 14 The gain in precision due to our expression aliasing analysis, for the nullness analyses. For each
benchmark, it shows how much is gained by the use of the expression aliasing information. For instance, the
number of warnings for benchmark 1 (nti), using the aliasing information, is only 61% of the number of
warnings for the same benchmark when no aliasing information is used.
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Fig. 15 The gain in precision due to our expression aliasing analysis, for the termination analyses. For each
benchmark, it shows how much is gained by the use of the expression aliasing information. For instance, the
number of warnings for benchmark 4 (JFlex), using the aliasing information, is only 82% of the number of
warnings for the same benchmark when no aliasing information is used.
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6 Conclusion

We have introduced a static analysis called definite expression aliasing analysis, which pro-
vides, for each program point p and each variable v, a set of expressions E such that the
values of E and v at point p coincide, for every possible execution path. Our static analysis
is based on abstract interpretation, that we use to formally prove its correctness. The imple-
mentation of our inter-procedural analysis inside the Julia static analyzer handles full Java
bytecode with exceptions, but not multithreading nor reflection. We performed an experi-
mental evaluation on some real-life benchmarks, that showed the scalability of our analysis
and the benefits that it brings for subsequent nullness and termination analysis.

Our definite expression aliasing analysis is an instance of a more general constraint-
based static analysis for Java bytecode, that we have already applied to infer a safe over-
approximation of the program variables, fields, or array elements that, at run time, might
hold partially initialized (raw) objects [39] and a safe over-approximation of the pairs of
program variables of reference type (a, b) such that, at runtime, the location bound to a
might reach the location bound to b [29]. The use of a constraint is similar to [39] and rather
traditional in static analysis. But the difference and real complexity of this analysis lays in
the propagation rules for the arcs of the constraint graph, that must take into account the side-
effects on the heap. Moreover, this is the first example of a definite analysis and shows that
the same graph-based technique can be used for possible as well as definite static analysis.
In particular, to the best of our knowledge, this is the first definite aliasing analysis dealing
with Java bytecode programs and with expressions (not only program variables) aliased to
program variables.
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A Alias Expressions

In the following we enunciate and prove some technical lemmas. Lemma 3 states that if two environments
p and p’ coincide on all the variables appearing in an arbitrary expression E but a given variable a, and if,
for a given constant n, p’(a) ® n = p(a) holds, then, for an arbitrary memory y, the evaluation of E in (o, u)
coincides with the evaluation of E where all occurrences of a are replaced by a & n in (p’, u).

Lemma 3 Consider a type environment T € T, a variable a € dom(r), a constant n € Z and two envi-
ronments p and p’ such that p’(a) ® n = p(a). Let E € E; be an arbitrary expression. If for every variable
v € variables(E) \ {a}, p’(v) = p(v) holds, then for every memory p,

[El(a ® n)/all*0’, ) = [EL"p, 1),
where E[(a @ n)/a] denotes the expression E with all the occurrences of a replaced with a & n.

Proof. We proof this lemma by induction on the depth of E.
Base case: Let u be an arbitrary memory. If depth(E) = 0, then E = z € V or E = v € dom(7). In the former
case, by Definition 14,

[z1* o, ) = (@, 1) = (210", 1) = [z[(a @ n)/a]l* 0" ).

In the latter case, if v # a then, by Definition 14,

[v]*o, 1) = (p(v), 1) = (o’ (v), 1) = [V’ ) = [w(a & n)/all*(p’, ).

If v = a, by hypothesis, p(a) = p’(a) ® n and by Definition 14, we obtain

[al*p, 1) = (p(a), ) = (0" (a) ® n, ) = [(a ® n)]"(0", 1) = [al(a ®n)/all™(p", ).

Induction: Suppose that for every expression E” of depth at most & hypothesis holds, i.e., if for every variable
v € variables(E’) \ {a}, p’(v) = p(v) holds, then for every memory g, [E[(a & n)/all{o’, 1) = [El{p, 1)
holds. Let E be an expression such that depth(E) = k£ + 1. If there exists a variable v € variables(E) \ {a}
such that p(v) # p(v’), then the result trivially holds. Otherwise, Yv € variables(E) \ {a}.0o’(v) = p(v) holds
and we distinguish different possible forms of E:

- IfE=E; ®E;, we have k£ + 1 = depth(E) = 1 + max{depth(E;), depth(E;)} (Definition 13), which
entails depth(E;),depth(E;) < k. Since variables(E) = variables(E;) U variables(E;), and for every
v € variables(E) \ {a}, p’(v) = p(v), we conclude that p and p’ also agree on the values of all the
variables different from a which appear in E; and E;. Let  be an arbitrary memory, then by inductive
hypothesis on E; and E; we have:

[E11* o,y = [Eil(a®n)/all*(0’, ) = (wi,pu1)
[E21*¢p, 11} = [Eal(a @ n)/all™p’, 1) = (w2, p2),
where wy, wp € Z. Therefore:
[E]*{o. ) = [E1 ® Ex]"¢o, 1)
(w & wa, po) [By Definition 14]
= [Eil(a®n)/a]l ® E2[(a ®n)/a]l*(0’,u) [By hypothesis and Def. 14]
= [El(a ® n)/all* (0, ).

- IfE =E;.f, then k+1 = depth(E) = 1+depth(E;) (Definition 13), which entails depth(E;) = k.
Since variables(E) = variables(E;), we have that for every v € variables(E;) \ {a}, o’(v) = p(v)
and, by inductive hypothesis on Ey, [E; " (o, ) = [E1[(a & n)/a]ll* (0", 1) = (£, 111, where ¢ € L and
u1(€).k € K. Therefore:

[ET <o, 1y = [E1.f1" 0, 1)

{1 (O)-d)(f), 1) [By Definition 14]

[Ei[(a ® n)/al.f1 0, 1) [By hypothesis and Definition 14]
= [El(a ® n)/all*0", ).
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— IfE = E;.1length, then £+ 1 = depth(E) = 1+depth(E;) (Definition 13), which entails depth(E;) = k.
Since variables(E) = variables(E;), we have that for every v € variables(E;) \ {a}, p’(v) = p(v)
and, by inductive hypothesis on Ej, [E;]*(o, ) = [Ei[(a & n)/a]ll* (0", 1) = (£, 1), where € € L and
u1(€).k € A. Therefore:

[E]*{o, 1> = [Ei.1length]*(p, 1)
= (u1(€).1ength, u;) [By Definition 14]
= [Ei[(a ® n)/a].length]*(o’, u) [By hypothesis and Definition 14]
= [El(a ® n)/all* (0", ).

— IfE = E{[E;], we have k£ + 1 = depth(E) = 1 + max{depth(E;),depth(E;)} (Definition 13), which
entails depth(E;), depth(E2) < k. Since variables(E) = variables(E;) U variables(E,), and for every
v € variables(E) \ {a}, p’(v) = p(v), we conclude that p and p’ also agree on the values of all the
variables different from a which appear in E; and E;. Let 1 be an arbitrary memory, then by inductive
hypothesis on E; and E; we have:

[Eil*p. ) = [Eil(a@®n)/all"’,p) = (€pu1)
[E217"¢o, 1) = [Ezl(a ® n)/all*(p’, u1) = (k, o),

where € € L, up(£).« € A and k € Z. Therefore:

[ET* o, > = [E1[E21T"Co, )
= {(u2(0)-$)(k), u2) [By Definition 14]
= [Ei[(a ®n)/allEzl[(a ®n)/a]ll*(0’,u) [By hypothesis and Def. 14]
= [El(a ® n)/all*0’, .

— IfE = Eg.m(Ey,...,E;), we have k£ + 1 = depth(E) = 1 + maxo<;<,{depth(E;)}, hence depth(E;) < &,
for each 0 < 4 < 7. Since variables(E) = J7_, variables(E;), and for every v € variables(E) \ {a},
0’ (v) = p(v), we conclude that p and p” agree on the values of all the variables different from a which
appear in each E;. Let u be an arbitrary memory, then by inductive hypothesis on E; and E; we have:

[Eol*(o.py = [Eol(a®n)/all*(0’,pt) = (wo,no)
[E1 1o, o) [Eil(a ®n)/all* (", o) = (wr,p1)

[E=1"<0, pt-1)

[Exl(a® n)/all™0’, tin-1) = (W, pir)

Hence, for each 1 < ¢ < 7, evaluations of both E; and E;[(a & n)/a] in {p, u;—1) and {(o’, pt;—1) respec-
tively give equal results (w;, ;) and, by Definition 14, it implies that evaluations of both E in {p, u) and
E[(a ® n)/a] in (o, ) are equal and correspond to the value returned by the method m. Namely, in
both cases, the execution of m is deterministic since we fixed the actual parameters (receiver u,(wp) and

parameters wi, . .., wy) and the memory (1), hence in both cases it will produce the same return value.
This value is enriched with the resulting memory y’ obtained from u, as a side-effect of m’s execution.
]

One particular case of Lemma 3 is when the constant n is 0. Namely, when p and p’ coincide on all the
variables appearing in E then the evaluations of the latter in (o, £) and (o’, ) coincide too.

Corollary 1 Consider a type environment T € T and two environments p and p’. Let E € E; be an arbitrary
expression. If for every variable v € variables(E), p’(v) = p(v) holds, then for every memory p,

[EX*¢p", 1y = LED" (o, po)-

Similarly, we prove another important result. Lemma 4 states that if a state assigns the same values to
two fixed variables a and b, then the evaluation of an arbitrary expression in that state does not change if we
replace all the occurrences of a with b.

Lemma 4 Consider a type environment T € T, variables a,b € dom(t) and an environment p such that
p(a) = p(b). Let E € E; be an arbitrary expression. Then, for every memory p,

[EN <o, 1y = [E[b/all™ (o, 1,

where E[b/ a] denotes the expression E with all the occurrences of a replaced with b.
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Proof. We proof this lemma by induction on the depth of E.
Base case: Let ¢ be an arbitrary memory. If depth(E) = 0, then E = n € V or E = v € dom(7). In the former
case, by Definition 14,

[n]" o, ) = (n, ) = [nlb/all*{p, ).

In the latter case, if v # a then, by Definition 14,

[T, 1) = {p(v), 1) = {p (), ) = [w[b/all" (o, p)-
If v = a, by hypothesis, p(a) = p(b) and by Definition 14, we obtain

Lal*{o. 1) = (p(a), 1) = (p(b), uy = [bT*{p, py = Lalb/all" (o, u).

Induction: Suppose that for every expression E’ of depth at most & hypothesis holds, i.e., [E']*(o,u) =
[E’[b/all*{o, 1), for every memory p. Let E be an expression such that depth(E) = k£ + 1. We show that
[El*o = [E[b/a]ll*o. We distinguish different possible forms of E:
- IfE=E; ®E;, we have k£ + 1 = depth(E) = 1 + max{depth(E;), depth(E;)} (Definition 13), which
entails depth(E;), depth(E,) < k. Therefore, inductive hypothesis holds on both E; and E;. More pre-
cisely, inductive hypothesis entails

[Ei1* .y = [Eil(a ® n)/all*0’ py = (wi,u1)
[E21" o, t11) = [E2[(a ® n)/all*{0’, u1) = w2, u2),

where wy, wy € Z. Therefore:

[ET* <o, 1y = [E1 ® E21"(p, 1)
= (w1 ® wy, i2) [By Definition 14]
= [Ei[b/a]l® Ez[b/all*{o,u)  [By hypothesis and Definition 14]
= [E[b/all*¢p, 10)-

— IfE = Ej.f, we have k + 1 = depth(E) = 1 + depth(E;), which entails depth(E;) = k, and therefore,
hypothesis holds on it, i.e.,

[E11"¢p, 12> = [E1[b/all*p, 1y = (L, p11),
where ¢ € L and u(£).« € K. We have

[ET* <o, 1y = [E1.f1" <0, 1)
= {(u1(O).9)(f), 1) [By Definition 14]
= [E1[b/al.f1"(’,x)  [By hypothesis and Definition 14]
= [E[b/all* ", ).

— IfE = E;.1ength, we have k + 1 = depth(E) = 1 + depth(E;), which entails depth(E;) = k, and
therefore, hypothesis holds on it, i.e.,

[E11"¢o, 1) = [E1[b/ all™ o, ) = (L, p11),
where ¢ € L and u(£).« € A. We have

[ED"¢o, ) = [E1.length]*(o, 1)

(u1(€).1ength, ) [By Definition 14]
[Ei[b/a].length]*(0’,u)  [By hypothesis and Definition 14]
= [E[b/all*(0’, ).

— IfE = E [E;], we have £+ 1 = depth(E) = 1 +max{depth(E;), depth(E,)} (Definition 13), which entails
depth(E;),depth(E;) < k. Therefore, inductive hypothesis holds on both E; and E;. More precisely,
inductive hypothesis entails

[Ei 1o,y = [E1l(a @ n)/all™’, 1) {Cp1)
[E20"¢o, 1) = [E2l(a @ n)/all™(p’, 1) = (k. p2),
where € € L, up(€).« € A and k € Z. Therefore:
[ET* <o, 1> = [E1[E21T"Co, )

{(2(D)-$)(k), p2) [By Definition 14]
[Ei[b/allE2[b/alll*(o,u)  [By hypothesis and Definition 14]

= [ELb/all*¢p, 1).
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- IfE = Eg.m(Ey,...,Ez), we have k£ + 1 = depth(E) = 1 + maxo<;<,{depth(E;)}, hence depth(E;) < k&,
for each 0 < 7 < 7. Thus, hypothesis holds on each E;, which entails:

[Eol" <o, 11y [Eo[b/all* (o, i)
[E1 1o, po) [E1[b/all*{o, o)

[E1" <0, tr-1) = [Exlb/alll"{os tr-1) = {wWr, fr)-

Hence, for each 1 < 4 < &, evaluation of both E; and E;[b/a] in (o, ;1) and (o', u;—1) respectively
gives equal result (w;, i; )y and, by Definition 14, it implies that evaluations of both E and E[b/a] in {p, ut)
are equal and correspond to the value returned by the method m. Namely, in both cases, the execution
of m is deterministic since we fixed the actual parameters (receiver u,(wp) and parameters wy, ..., Wy)
and the memory (u,), hence in both cases it will produce the same return value. This value is enriched
with the resulting memory p’ obtained from i, as a side-effect of m’s execution.

(wo, po)
(wi, p1)

m}

B Definite Expression Aliasing Analysis
B.1 Concrete and Abstract Domains

B.1.1 Lemma 1 from Section 4.1

Given a type environment 7 € 7~ and an integer d € N, every ascending chain of elements in ALIAsf eventually
stabilizes.

Proof. By Definition 18, L%, i.e., the bottom element of Avias? is finite since it might contain only expres-
sions whose depth is at most d, and variables in dom(7), field and method names are finite. Moreover, when
Al C A2, it means that for each variable v, € dom(t), A% (the approximation A? assigns to vy) is included
in Al (the approximation A' assigns to v,.), i.e., A2 C AL. It means that greater elements in an ascending
chain assign less alias expressions to each variable. It is worth noting that the least and the greatest elements
an ascending chain might have are respectively J_;i (which is finite) and Tf = oI, which implies that this
ascending chain eventually stabilizes, i.e., AuAsﬁ satisfies the ACC condition. [}

Lemma S For any type environment T € T, the function vy is co-additive, i.e.,

e[ ] A = [4D.
>0 20

Proof. Consider a family of abstract elements {(A, ... ,Aﬁl_l )i, where n = |7]. Then,

Ye(lidAy - AL D) = v (Ui AL Ui AL D) _

={oc el |VO<r<nVE e J; ALEloc = p(v,)}
{0 € 2| V0 < r<n.Vi.YE € AL.[E]o = p(v;.)}
{0 € 2, |ViY0 < r<n.VE € AL.[E]o = p(v;.)}
= Nilo € 2 |Y0 < 7<n.VE € AL.[E]o = p(v;.)}
= Nive(AG - AL ).

B.1.2 Lemma 2 from Section 4.1

Given a type environment 7 € 7, and the function y; : Arias; — Cr, there exists a function @; : C; — ALIas,
such that (C;, ar, yr, ALias;) is a Galois connection.

Proof. Both C; and ALias, are complete lattices. Moreover, Lemma 5 shows that y; is co-additive. Therefore,
there exists the unique map a,, determined as:

VC € Cr.a(C) = ﬂ{A € ALias;|C C y:(A)},

such that (C;, @7, v, ALias;) is a Galois connection [12]. Hence, ALias; is actually an abstract domain, in the
sense of abstract interpretation. m]
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B.2 Solution of the Constraints

2 o 2

Lemma 6 (EA? C 0,17 7 % isa complete lattice.
Proof. Follows directly from the fact that, for each n, ALIAsfn is a complete lattice. ]

Lemma 7 Every ascending chain of elements in EA® eventually stabilizes.

Proof. By Lemma 1, given a type environment 7, every ascending chain of elements in ALIAS.?I eventually
stabilizes. Moreover, every ascending chain of elements in EA? represents a Cartesian product of z ascending
chains of elements in ALIAs;il ooy ALIAS.;iT which eventually stabilize, and z is a finite number. o

. . . o
Lemma 8 F' is a monotonic function w.r.t. C.

Proof. The propagation rules defined in Section 4.2 are monotonic w.r.t. C, and this entails the monotonicity
of the constraints defined by Equation 9. Consequently, F' is a monotonic function w.r.t. C. ]

B.2.1 Theorem I from Section 4.3

The least solution of the equation system F (E?A) = EA exists and can be characterized as

>

lip(F) = | | F™(D),
where given EAe EA?, the ith power of F'in EAis inductively defined as follows:

{FO(E”A) = EA
FHU(EA) = F(Fi(EA)).

Moreover, the equation system F(Ejﬁl)iEjél and the constraint system EA = F(Ejél) have the same least
solution.

Proof. 1t is well-known that any monotonic function f over a partially ordered set satisfying the Ascending
Chain Condition is also continuous [14]. By Lemma 8, F' is monotonic, and by Lemma 7, EA? satisfies the
Ascending Chain Condition, hence F' is continuous.

On the other hand, by Knaster-Tarski’s fixpoint theorem [41], in a complete lattice (L, <, Vv, A, T, L),
for any continuous function f : L — L, the least fixpoint of f, Ifp(f), is equal to Y, f™(L). Since
(EAd, g 0,0, T, Tyisa complete lattice (Lemma 6) and F' is continuous, its least fixpont can be computer
as Ifp(F) = [, F™(D).

Suppose now that EA is a solution of the constraint system, i.e., F(E?l) = FEA. Then, starting from
IEFEA, by the monotonicity of F' and mathematical induction, it can be shown that F "(I)iE_jA. Since
F™(1) is a solution of the constraint system, this shows that it is also the least solution of the constraint
system. ]

B.3 Soundness of our Approach

B.3.1 Soundness of Sequential Arcs

‘We show that in the case of the propagation rules of the sequential arcs, only non-exceptional concrete states
belonging to the concretization of a correct approximation of the property of interest before a bytecode
instruction is executed, are correctly propagated by the corresponding rule. That is because the sequential arcs
simulate only those bytecode instructions that are defined on non-exceptional concrete states, and undefined
on the exceptional ones. Lemma 9 shows that this property actually holds. As usual in abstract interpretation,
this correctness result is proved by using the extension of the semantics ins of each bytecode to sets of states.
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Lemma 9 The propagation rules RULE #1 - RULE #14 introduced by Definition 21 are sound. More precisely,
let us consider a sequential arc from a bytecode ins and its propagation rule I1. Assume that ins has static
type information T at its beginning and T immediately after its non-exceptional execution. Then, for every
A € ALias; we have:

ins(yz(A) N Ey C yr (T1(A))

(we recall that ins is the semantics of ins, see Fig. 5).

Proof. Letdom(r)=LUS contains ¢ local variables L={l, ..., l;_1} and j stack elements S = {sp, ..., s;_1}.
For ease of representation, we let dom(7) ={v, ..., vp—1}, where n=|7|, v, =1, for 0<r <4 and v, = s,—;
for i < r < n, like we did in Definition 2. Moreover, let dom(7’) = L’ U S’, where L’ and S’ are the local
variables and stack elements of dom(7”), and let n’ =|7’|.

We choose an arbitrary abstract element A = (Ao, ...,A,_1) € ALIAS,, an arbitrary state o’ = (o', u’) €
ins(y-(A)) N Ep, and we show that o’ € y»(I1(A)), i.e., (Definition 19) that

for each 0<r<n’ and every E€A,, [Elo’ = o’ (v;). (10)

Note that, by the choice of ¢, there exists o~ = {p, u) € y-(A) such that ¢’ = ins(o") and such that, for each
0<r<n andevery E€cA,, [E]oc=p(v,).
ins = const v. We have L' = L, S’ = S U {s;}. Moreover, for every v € dom(z")\{s;}, p’(v) = p(v), while
0'(sj) = = and u’ = p. According to RuLk #1 of Definition 21, I1((Ao,...,An—1)) = (A],...,A},), where
A7 = A, for r # n and A}, = {z}. Consider an expression E € A’.. We distinguish the following cases:

— if 0<r<mn, then A}. = A,, and therefore E € A,.. By hypothesis,

[ENe. 1) = p(vr) = p' (vp).

In this case, s; ¢ variables(E), and therefore, for each v € variables(E), p’(v) = p(v). Finally, by
Corollary 1, we have:
[EI’, ') = [EI0", 1) = [ETo, 1) = o (vr).
— if 7 = n, then A}, = {z} and E = z. Therefore, [E]{0’, /') = = = p’(vy,).
ins =load kt. We have L’ = L, S" = S U {s;}, ' = u and for every v € dom(7’)\{s;}, p’(v) = p(v),
while p’(s;) = p(li;). According to RuLe #2 of Definition 21, I7({(Ag,...,An_1)) = (A[,...,A}), where
Al = A UA.[s;/l] for r ¢ {k,n}, A;c = A U{s;} and A, = A, U {l;}. Consider an expression E € A}.. We
distinguish the following cases:
- if r ¢ {k, n}, then A} = A, UA,[s;/l;]. If E € A,, then, by hypothesis,

[ENp, 1) = p(vy) = o' (vr).
In this case, s; ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corollary 1,
we have:

[EN . 1"y = [EIp’, ) = [EWp, ) = 0’ (vr).

Otherwise, if E € Ay-[s;/li], then there exists E; € A, such that E = E;[s;/I;]. Note that, by hypothesis,

[E1To, 1) = p(vr) = p’ (vp).
Since p’(s) = p’(lt), we have, by Lemma 4:

[EN 1"y = [E1ls;/ 100" 1) = [E1 10", 1) = [E1 140", ).

On the other hand, E; € A, entails s; ¢ variables(E;), and therefore for every v € variables(E;),
0’ (v) = p(v). By Corollary 1 we have:

[E11p", ) = [E11¢p. ) = o’ (vr).

Thus, [EI", ¢') = [E1 140, 1) = p’ (vr).
— if r = k, then v, = [}, and A;C = Ay U{s;}. If E € A, then by hypothesis,

[EIp. 1) = p(vg) = p(l) = p'(55) = p(wp).

Moreover, s; ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corollary 1,
we have

[ENp", 1"y = [EX0, 1) = [EXp, 1) = p’ (v,).

Otherwise, E = s;, and we have

[EI0 . 1"y = p'(s5) = p' () = p’(vp).
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- if r = n, then v, = s; and A}, = A;, U {Ii}. If E € Ay, then by hypothesis,
[ETo, 1) = p(vk) = p’(vn).

Moreover,s; ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corollary 1,
we have:
[EIo", 1"y = [EI0 . 1) = [EIo, 1) = o (vp).

Otherwise, E = [i, and we have

[[E]]<P,’ﬂ/> = P'(lk) = P/(Sg) = P/(’Un).
ins = store kt. We have L’ = L, S’ = S\{sj_1}, 4’ = p, and for every v € dom(v")\{lx}, p'(v) = p(v),
while p’(ly) = p(sj-1). According to RuLk #5 of Definition 21, IT({(Ao, ..., An-1)) = (A}, ..., Al _,), where
Al = {E € A, | ~canBeAffected(E, ins)} for r # k and A} = {E € A; | ~canBeAffected(E, ins)}. According
to Definition 16, for every E € E., ~canBeAffected(E, ins) holds if [, s;_; ¢ variables(E). Consider an
expression E € A].. We distinguish the following cases:
— if r # k,then A}. = (E € A | [, s;_ ¢ variables(E)}CA,.. Since E € A]. C A,. we have, by hypothesis,

[[E]](P,/D = P(Ur) = P’(Uv-)

Moreover, I, sj_1 ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corol-
lary 1, we have:
[EIp’, 1) = [EI0", 1) = [ETp, 1) = p (vr).
— if r =k, then A} = {E € Ap_1 | I, sj-1 ¢ variables(E)} CA,_1. Since E € A} _| CA,_; we have, by
hypothesis,
[ENo, ) = p(vn-1) = p(sj-1) = p' () = p’ (k).
Moreover, I, s;-1 ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corol-
lary 1, we have:
[EI', 1) = [EI0", ) = [ETo, 1) = o’ (vg,).
ins € {add, sub, mul, div,rem}. We have L’ = L, S’ = S\{s;_1}, 4’ = p, and for every v € dom(7’)\{s;_2},
p'(v) = p(v), while p’(sj-2) = p(sj-2) ® p(sj—1), where @ is the arithmetic operation corresponding to ins.
According to Rute #4 of Definition 21, IT({Ao, ..., An-1)) = (A}, ..., Al _,), where

{E € A, | ~canBeAffected(E, ins)} if r#[7]-2
A, = {{E|®E; | E| A2 A ~canBeAffected(E;, ins)A
E; €Ap-1 A —canBeAffected(E,,ins) if r = |7]-2,

According to Definition 16, for every expresion E € E;, -canBeAffected(E,ins) holds if s; 2,51 ¢
variables(E). Consider an expression E € A].. We distinguish the following cases:
- if r<n-2,then A} = (E € A, | sj_2,5;_1 ¢ variables(E)} C A,.. Since E € A]. C A, we have, by
hypothesis,
[Elo, ) = p(vr) = p’(vy).
Moreover, s;_2, sj_1 ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corol-
lary 1, we have:
[EIe", 1"y = IEIK0, 1) = [EIKo, 1) = o’ (vr).
— if r =n-2,thenE = E|®E;,, where E; € A,,_»,E; € A1, Sj-258j-1 ¢ variables(E;) and Sj-258j-1 ¢
variables(E;)}. Since E| € A,,—; and E; € A,,_ we have, by hypothesis,

[E1 1o, 11 = p(vn-2) = p(sj-2)
[E21¢p. ) = p(vn-1) = p(sj_1).

Moreover, for h € {1,2}, s;-2, sj—1 ¢ variables(Ey,), and therefore, for every v € variables(Ey), p’(v) =
p(v). Hence, by Corollary 1,

[E1 1", 1y = [E11" o, ) = <p((sj-2), 1)

and
[Ex1*¢p", i1y = [E21" (o, 1) = (p(sj-1), p12)-
Hence,
[EI* 0 .1y = [E1 @ E21"¢0", ") = [E1 @ E2]" (0", ) = {p(5j-2) ® p(sj-1), p2),
ie.,

[EWp’, 1"y = p(sj-2) ® p(sj-1) = p'(5j-2) = p’(vn-2).
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ins =inckxz. Wehave L' = L, S’ = S, 4/ = u and for every v € dom(z')\ {l}, p’(v) = p(v), while
0 (k) = p(l)+z. According to RuLe #5 of Definition 21, IT((Ag, ..., An-1)) = (Aj,..., A’ ), where
Al = {E[ly-z/lx] | E € Ay} for r # k, and A;C = @. Consider an expression E € A’.. We distinguish the
following cases:
— if r # k, then Al = {E[ly —x/lx] | E € A.}. If I}, ¢ variables(E), then, E[l;—z/l;] = E € A, and, by
hypothesis,
[Ep, ) = p(vr) = p’ ().

Moreover, for every v € variables(E), p’(v) = p(v) and, by Corollary 1, we have:
[EN . 1"y = [EIp’, ) = [EWp, ) = 0’ (vr).

Otherwise, [;, € variables(E), and we have that for any v € variables(E) \ {l;.}, o’(v) = p(v). Hence, by
Lemma 3,
[EL —2/ 4 1140", 1) = [EIKo, ).
By hypothesis,
[[E]KP,lJ) = P(Ur) = p,(’U'r)’
and therefore
[E[ —=/ 510" 1) = [E[—z/ L1, ) = p’ (vy:).
- ifr = k,then A} = {E+z | E € A}. Consider an arbitrary expression Ey € A] . It has the following form:
E; = E + z, where E € Ag. The latter implies that [;, ¢ variables(E), hence for any v € variables(E),
p'(v) = p(v) and, by Corollary 1, we have:

[EN™ 0", 1) = (B0, 1) = [EN (o, 1) = {p(pe). ") = {p(li), 1),

where p”” is the memory u potentially updated by E’s evaluation. Moreover, by Definition 14 we have
[z]*¢0’, 1"’y = {z, ") and therefore

[E1 17" 1y = [E + 217", 1) = {p(li) + 7, 1)

Thus, we obtain [E;]<o’, 1’) = p(I) + = p"(Ii).

ins = new k. Wehave L = L, S’ = SU{s;}. Forevery v € dom(t")\{s;}, p’(v) = p(v), while p’(s;) = £ € L,
where ¢ is a fresh location, i.e., a location not reachable from any other location and which does not reach
any other location. Moreover, ¢/ = u[€ — o], where o is a new object of class «. It is worth noting that, under
these circumstances,

VE € Ev.[EI0", 1) = [EI0’, ). an
According to RuLe #6 of Definition 21, IT({(Ag, ..., An-1)) = (A[, ..., A}), where A} = A, for r # n, while
A’ = @. Consider an expression E € Aj.. We distinguish the following cases:

- if 0<r<n, then A}. = A,, and therefore E € A,. By hypothesis,
[EX, ) = p(vr) = p’(vy).

In this case, s; ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corollary 1,
we have

[EX¢0 . 1y = [EIp, 1) = p' (vp).
Hence, the latter and ( 11) entail

[ENKp". 1"y = [EX0 . 1) = p (vy).

— if 7 = n, then A}, = @, and therefore VE € A7, .[El{0’, ') = p’(vy,) trivially holds.
ins = getfield «.f:t. We have ' = L, §" = S, i’ = u, and for every v € dom(7")\{s;_}, p’(v) = p(v), while
0'(8j-1) = (up(3j-1).4)(f). According to RuLe #7 of Definition 21, IT({Ao, ..., An-1)) = (Aj,..., Al ),

where forany r # n — 1,
Al = {E € A, | ~canBeAffected(E, ins)},

while
/ {E.f | E € A,—1 A ~canBeAffected(E, ins) A —=mightModify(E, {«.f:t})}.

n—-1 =
According to Definition 16, for any E € E;, ~canBeAffected(E, ins) holds if s;_; ¢ variables(E). Consider
an expression E € A7.. We distinguish the following cases:
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— if r # n—1, then E € A} CA, and we have, by hypothesis,

[Elo. 1) = p(vr) = p’ ().

Moreover, s;_1 ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corollary 1,
we have

[El", 1) = [EIp', ) = [EWp, 1) = 0’ (vr).
— if r = n—1, then since E € A’ there exists E; € A,,_; such that E = E;.f. By hypothesis,

n—1°
[E1 1o, 1) = p(vn-1) = p(8j-1).

In addition, s;_; ¢ variables(E;), and therefore, for every v € variables(E;), p’(v) = p(v). Hence, by
Corollary 1, we have:

[E1 1" 0", 11y = [E11"¢o, 1) = (p(85-1), pa1)-
Hence,
[E1 10", 1"y = [E11"¢0", 1) = {p(sj-1), p11)-

Moreover, -mightModify(E;, {f}) guarantees that no evaluation of E; might modify the field f. In par-
ticular, evaluation of E; in (p,u) does not modify f, and therefore its value before E;’s evaluation,
(up(sj-1)-9)(f), is equal to its value after E;’s evaluation, (u1p(s;-1).¢)(f). Hence,

[ET* 0", 1"y = [E1.f1"0", 1)

= {(u1p(55-1).$)(f), 1)
{(up(sj-1)-9)(f), 1)
= (0" (s55-1) 1),

which implies [E]{o’", ") = p’(sj-1) = p’(v-).

ins = putfield «.f:t. We have L' = L, §" = S \{sj_2,sj_1}, ' = p[(up(sj-2).0)(f) = p(s;-1)] and p’ = p.
According to Rutk #8 of Definition 21, I7({Ao, . .., An-1)) = (A, ..., A’ _;), where for each 0<r<n-2,

Al = {E € A, | ~canBeAffected(E, ins)}.

According to Definition 16, for every expresion E € E., -canBeAffected(E,ins) holds if s; 2,51 ¢
variables(E) and if no evaluation of E might read a field f. Consider an expression E € A} C A,., for an
arbitrary 0<r <n—2. By hypothesis,

[EXo, 1) = p(vr).

Moreover, s;_2, sj—1 ¢ variables(E), hence for every v € variables(E), p(v) = p’(v) and, by Corollary 1:

[ENe . ) = [ENp. 1) = p(vy) = p(vy).

Since no evaluation of E, and in particular its evaluation in {o’, 1), might read any field f, E’s value [E]{o’, )
does not depend on a value of any field f in that state. In particular, [E]{o’, u) does not depend on the value
of the field f of the object memorized in location p(sj_1), (up(sj—1).¢)(f). Since u’ = pl(up(sj—2).¢)(f) =
p(s;j-1)], i.e., the only difference between memories i and ¢’ is exactly the value of the field mentioned above,
we conclude that E’s values in (o', u’) and in (o', u) are equal, i.e.,

[EN0 1) = [EXp’, 1) = p' ().

ins = arraynew . We have L’ = L, S" = S. For every v € dom(t")\{s;_1}, p’(v) = p(v), while p’(s;_1) =
¢ € L, where ¢ is a fresh location, i.e., a location not reachable from any other location and which does not
reach any other location. Moreover, ¢/ = u[€ + a], where o is a new aray of array type a. It is worth noting
that, under these circumstances,

VE € Ev.[EI0", 1') = [EI0’, ). 12)

According to RuLe #9 of Definition 21, I7({Ao, ..., Ap-1)) = <A6, ..., A7), where for each r # n—1, A} =
{E € A, | ~canBeAffected(E, ins)}, while A’ _| = @. According to Definition 16, for every expresion E € E,
—~canBeAffected(E, ins) holds if s;_; ¢ variables(E). Consider an expression E € A}.. We distinguish the
following cases:
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- if0<r<mn,then A} = (E € A, | s;_; ¢ variables(E)} C A,. Since E € A}, C A,. we have, by hypothesis,
[ENp, ) = p(vr) = o' (vr).

Moreover, s;_; ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By (12 and
Corollary 1, we have:

[EIp’, 1) = [EN0", 1) = [ETo, 1) = p (vr).
— if 7 = n—1, then A}, = @, and therefore YE € A, .[EI{p’, 1) = p’(vy,) trivially holds.
ins = arraylength «. Wehave L' = L, S’ = S, i’ = p, and for every v € dom(t")\{s;_1}, p’(v) = p(v), while
p'(sj-1) = pp(sj-1).length. According to Rure #10 of Definition 21, IT({(Ao, ..., An-1)) = (A},.... A" ),
where forany r # n — 1,
Al = {E € A, | ~canBeAffected(E, ins)},

while

A’ _, ={E.length | E € A,,_; A ~canBeAffected(E, ins)}.
According to Definition 16, for any E € E;, ~canBeAffected(E, ins) holds if s;_; ¢ variables(E). Consider
an expression E € A7.. We distinguish the following cases:

— if 7 # n—1, then E € A]. CA, and we have, by hypothesis,

[EIp, i) = p(vr) = p’ ().

Moreover, s;_1 ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corollary 1,
we have

[El", 1) = [EI0, 1) = [EIo, 1) = o’ (vr).

— if r = n—1, thensince E € A'n there exists E; € A,,_; such that E = E;.1length. By hypothesis,

e
[E1 1o, 1) = p(vn-1) = p(8j-1).

In addition, s;_; ¢ variables(E;), and therefore, for every v € variables(E;), p’(v) = p(v). Hence, by
Corollary 1, we have:

[E1 1"’ 1"y = LEL1"¢p", 1) = LE1 1", 1) = {(85-1), pa1)-

Moreover, no evaluation of any expression might modify the length of already existing array, i.e., the
length of the array up(s;j_1) is equal before and after E;’s evaluation in {p,u): up(s;_1).length =
u1p(sj-1).length. Hence,
[ED* (0", 1"y = [E1.length]* (o', u")
= (u1p(8j-1).1ength, uy)
= (up(s;j-1).length, uy)
= (0’ (55-1), 1),
which implies [E(0", 1"} = p’(sj-1) = p’(vy).
ins = arrayload @. We have L' = L, S = S\{sj_1}, i/ = u, and for every v € dom(z")\{s;_2}, p'(v) =
p(v), while p’(s;_2) = (up(s;j-2).$)(p(sj_1)). According to RuLE #11 of Definition 21, IT({Ag, ..., Ap_1)) =
(A, ..., A,’n_2>, where

{E € A, | ~canBeAffected(E, ins)} if r #|7]-2
{E1[E2] | E1 € A2 A ~canBeAffected(E1, ins)A

E> €Ap-1 A —canBeAffected(Ey, ins)A

[E; and E; do not invoke any method] if r = |7]-2.

A, =

According to Definition 16, for every expresion E € E., —canBeAffected(E,ins) holds if s; 2,51 ¢
variables(E). Consider an expression E € A7.. We distinguish the following cases:
- if r<n-2,then A} = (E € A, | s;_2,5;_1 ¢ variables(E)} C A,. Since E € A]. C A, we have, by
hypothesis,
[[E]KP-.U) = p('l)»,«) = P’(Ur)-
Moreover, s; 3, s;-1 ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corol-
lary 1, we have:

[ENe . 1) = [EN0'. 1) = [EWp, ) = p' (vy).
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— if r = n-2, then E = E{[Ex], where E; € Ay, 2, Ex € A1, sj-2,5j-1 ¢ variables(Ey), sj_2,sj-1 ¢
variables(E;)} and E; and E; do not invoke any method. Since E; € A,,_» and E; € A,,_; we have, by
hypothesis,

[E1 1o, 1) = p(vn-2) = p(sj-2)
[E21Kp, 1) = p(vn-1) = p(8j-1)-
Since s;_2,s;_1 ¢ variables(E}), for every v € variables(E;), p’(v) = p(v), and, by Corollary 1, we
have:
[E(I" " 1"y = [E1]" (0", ) = [E1 1", 1) = (p(55-2), 1) (13)
Similarly, since s;_2, s;—1 ¢ variables(E»), for every v € variables(E), p’(v) = p(v), and, by Corol-
lary 1, we have:
[E207 0", 1) = [E21" (0", 1) = [E2D" o, 1) = {p(s5-1), ). (14)
It is worth noting that since both E; and E; do not invoke any method, their evaluation in any state
{p1,11) do not modify the memory p, hence the resulting memory when E; and E, are evaluated in
{p, ) is u (Equations 13 and 14). Hence, Equations 13 and 14 entail

[EN*p". 1y = [EL[E211" 0", 1) = {(p(si-2)-8)(p(si-1)), 1) = (0" (85-2), 1),
ie.,

[ENe . u') = p'(5j-2) = p’(vn-2).
ins = arraystore t[ |. We have L' = L, " = S \ {sj_3, 5j2,8j-1}, p" = p and

u = ul(up(sj-3).9)(p(si-2)) = p(si-1)].
According to Rute #12 of Definition 21, IT({Ao, ..., An-1)) = (Aj,..., A’ _,), where for each 0<r<n-3,
Al = {E € A, | ~canBeAffected(E, ins)}.

According to Definition 16, for every expresion E € E., ~canBeAffected(E, ins) holds if s; 3, s;-2, ;-1 ¢
variables(E) and if there is no evaluation of E which might read an element of an array of type t'[ ] where
t" € compatible(t). Consider an expression E € A, C A,., for an arbitrary 0 <r <n—3. By hypothesis,

[ETp, 1) = p(vr) = p’ ().

Moreover, s;_3,s;-2,5;-1 ¢ variables(E), hence for every v € variables(E), p(v) = p’(v) and, by Corol-
lary 1:

[EI’, 1) = [EIp, 1) = p' (vr). 15)
No evaluation of E might read an element of an array of type t'[ ], where t' € compatible(t). Therefore,
E’s value in any state definitely does not depend on any array element whose type is compatible with t and,
consequentially, arraystore t[ ] never affects its value. Hence,

[ENe . 1"y = [EIp', 1. (16)
Hence, Equations 15 and 16 entail:
[EXe . ') = [EXp', 1) = p (wr).

ins =dupt. We have L’ = L, S8’ = S U {s;}, 4’ = u and for every v € dom(z’)\{s;}, p'(v) = p(v),
while p’(s;) = p(sj-1). According to RuLe #13 of Definition 21, [T((Ao, . .., An-1)) = (Aj, ..., A7), where
AL =A. UA.[s;/sj_1]for r<n-1, A;%l =A,1U{s;}and A, = A,,_1 U{s;_1}. Consider an expression
E € A}.. We distinguish the following cases:

- if0<r<n-1,then Al = A, UA,[s;/s;j_1]. If E € A, then, by hypothesis,
[Ep, ) = p(vr) = p’ ().

In this case, s; ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corollary 1,
we have:
[EN . 1"y = [EIp', ) = [Ep, ) = o’ (vr).
Otherwise, if E € A.[s;/s;j-1], then there exists E; € A, such that E = E[s;/s;_1]. Note that, by
hypothesis,
[E11p, i) = p(vy) = p(vy).
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Since p’(sj) = p’(sj-1), we have, by Lemma 4,
[EN" 1"y = [E1ls;/sj-11140", 1"y = [E1 10", 1) = [E1 10", o).

On the other hand, E; € A, entails s; ¢ variables(E;), and therefore for every v € variables(E),
' (v) = p(v). By Corollary 1 we have

[E1 0", ) = [E1Tps ) = p” (vr).

Thus, [EI{p", 1) = [E1 ", 1) = o' (vr).
- ifr =n-1,then v, = s;_1 and A} = A,,_ U {s;}. If E € A,,_, then by hypothesis,

[ENp. 1) = p(vy) = p' (vp).

Moreover, s; ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corollary 1,
we have:

[ENe", 1) = [EI0'. 1) = [EXp, ) = p' (vy).

Otherwise, E = s;, and we have [E]{o", ") = p'(s;) = p’(8j-1) = p’(v).
— if r = n, then v, = s; and A}, = A,_; U {s;_1}. If E € Aj,_1, then by hypothesis,

[EIo. 1) = p(vn-1) = 0’ (vp).

Moreover,s; ¢ variables(E), and therefore, for every v € variables(E), p’(v) = p(v). By Corollary 1, we
have
[EX’, ') = [EI0", ) = [EIo, ) = p’ (vn)-

Otherwise, E = s;_, and [E]{0’, ') = p’(sj-1) = p’(s5) = p’(vn).
ins € {ifne t, ifeq t, catch, exception_is K'}. We have L’ = L, S’ = S when ins € {catch, exception_is K},
and S = S \ {sj_2, s;_1} otherwise. Moreover, u’ = p and for every v € dom(7’), p’(v) = p(v). Ac-
cording to Rute #14 of Definition 21, IT((Ag,...,An-1)) = (Ay,..., A, ), where A} = {E € A, |
—canBeAffected(E, ins)} for each 0<r <n’. According to Definition 16, for any E € E., ~canBeAffected(E, ins)
always holds when ins € {catch, exception_is K}, while -canBeAffected(E,ins) holds if s;2,5;-1 ¢
variables(E) when ins € {ifne t,ifeq t}. Consider an expression E € A}, € A, for an arbitrary 0 < r < n’.
By hypothesis,

[EWpo. 1) = p(vr) = p’ ().

Moreover, —canBeAffected(E, ins) entails variables(E) € dom(7’), and therefore for every v € variables(E),
p’(v) = p(v). Then, by Corollary 1,

[EIe. ') = [EKp", ) = [EWp, 1) = p'(vp).

B.3.2 Soundness of Final Arcs

We show that, in the case of the propagation rules of the final arcs, both exceptional and non-exceptional
concrete states belonging to the concretization of a correct approximation of the property of interest before
a bytecode instruction is executed, are correctly propagated by the corresponding rule. It means that the
propagation rules of the final arcs must soundly approximate the concrete behavior of each final bytecode
instruction (return t, return void, throw «) of a method or a constructor belonging to the program under
analysis. Lemma 10 shows that this property actually holds.

Lemma 10 The propagation rules RUuLE #15 - RULE #17 introduced by Definition 22 are sound. More pre-
cisely, let us consider a final arc from a bytecode ins and its propagation rule I1. Assume that ins has static
type information t at its beginning and v’ immediately after its execution (its non-exceptional execution if ins
is a return, its exceptional execution if ins is a throw k). Then, for every A € ALias; we have:

ins(y:(A)) € yr (I1(A))

(we recall that ins is the semantics of ins, see Fig. 5).
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Proof. Letdom(r) = LUS contains 4 local variables L={l, ..., l;_1} and j stack elements S ={sp, ..., sj_1}.
For ease of representation, we let dom(7) = {w, ..., Vp-1}, Where n = ||, v, = [ for 0<r <3 and v, = s,_;
for ¢ < r<mn, like we did in Definition 2. Moreover, let dom(z’) = L’ U S’, where L’ and S’ are the local and
stack variables of dom(7”), and let n” = |7’|.

We choose an arbitrary abstract element A = (Ao, ...,A,—_1) € ALIAS,, an arbitrary state o = (p’, ') €
ins(y(A)), and we show that o € y (II(A)), i.e., (Definition 19) that

for each 0<r<mn’ and every E € A, [E]lo” = [v,]o”.

Note that, by the choice of o, there exists o = (p, 1) € y-(A) such that o’ = ins(c) and such that, for each
0<r<n andevery E € A, [Elo = [v-]lo = p(vy).

ins = return void. We have L’ = L, S’ = 0, i’ = p and for every v € dom(z’), p’(v) = p(v). According to
Rute #15 of Definition 22, IT({Ao, ..., An-1)) = (A],...,A,_,), where for each 0<r <i, Al = {E € A, |
noStackElements(E)}. Consider an expression E € A}. C A, for an arbitrary 0<r <i. By hypothesis,

[EXo. 1) = p(vr) = p’ ().

Moreover, noStackElements(E) entails variables(E) € dom(z’), and therefore for every v € variables(E),
p’(v) = p(v). Therefore, by Corollary 1, we have:

[ENe ') = [EKp", i) = [EWp, 1) = o' (vp).

ins =returnt. We have L’ = L, S’ = {sp}, ¢’ = p and for every v € dom(r’)\{so}, p'(v) = p(v), while
0’ (s50) = p(sj-1). According to RuLg #16 of Definition 22, IT({Ao, ..., An-1)) = (Aj,...,A}), where A]. =
{E € A, | noStackElements(E)} for » # 4 and A]. = {E € A,,_; | noStackElements(E)} for r = 4. Note
that for any E € E;, noStackElements(E) entails variables(E) € dom(7’), thus for every v € variables(E),
p’(v) = p(v). Then, by Corollary 1,

[E0", 12y = [EDp, ). 17)

Consider an expression E € A’.. We distinguish the following cases:

— If r # 4 then E € A, and, by hypothesis,

[ENp. 1) = p(vy) = p' (vp).

By (17), we have
[EIe', 1y = [EI0", 1) = o (vy).

— If r = 4 then E € A,,_; and, by hypothesis,
[EWo. 1) = p(vn-1) = p(sj-1) = p'(50) = p"(vi).

By (17), we have
[EIe . 1) = [EIp', 11y = o (vy).

ins = throw k. We have L' = L, S’ = {sp} and for every v € L', p’(v) = p(v). If p(s;_1) # null,
p'(s0) = p(s;j—1) and i’ = p. Otherwise, p’(sp) = £ where £ is fresh and y’ = pu[f + npe], where npe is
anew object of class Nul1PointerException containing only fresh locations. It is worth noting that, under
these circumstances, for every E € Ep, [E]{o’", ') = [EI{0’, p). According to RuLe #17 of Definition 22,
(Ao, ..., An-1)) = (A, ..., A), where A]. = {E € A, | noStackElements(E)} for ~ # i and A]. = @ for
r = 1. Consider an expression E € A,. For 7 # 14, the proof is analogous to the proof of the corresponding
case for returnt. If r = 4, then A, = @, and VE € A/.[EI{o’, ') = p’(v;) trivially holds. m}

B.3.3 Soundness of Exceptional Arcs

We show that, in the case of the propagation rules of the exceptional arcs, the exceptional concrete states
belonging to the concretization of a correct approximation of the property of interest before a bytecode
instruction is executed, are correctly propagated by the corresponding rule. It means that the propagation
rules of the exceptional arcs simulating the exceptional executions of the bytecode instructions that can throw
an exception are sound. Lemma 11 shows that this property actually holds.
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Lemma 11 The propagation rules RULE #18 and RuLe #20 introduced by Definition 23 are sound. More
precisely, let us consider an exceptional arc from a bytecode ins distinct from call and its propagation rule
I1. Assume that ins has static type information T at its beginning and T’ immediately after its exceptional
execution. Then, for every A € ALIAs; we have:

ins(y:(A) N Z,, CyrUI(A)
(we recall that ins is the semantics of ins, see Fig. 5).
Proof. The proof is analogous to the proof of Lemma 10 when ins = throw «. ]

The situation is a bit different when a method is invoked on a null receiver. In that case we require that
the exceptional states launched by the method are included in the approximation of the property of interest
after the call to that method. Lemma 12 shows that this property actually holds. Its proof can be found in
Appendix B.

Lemma 12 The propagation rule RuLe #19 introduced by Definition 23 is sound. More precisely, con-
sider an exceptional arc from a method invocation insc = call my ... m, and its propagation rule II,
and let n be the number of its actual arguments (this included). Then, for each 1 < w < q, and every
o = (|| vgm1 ... i null sy, u) € y(A) (0 assigns null to the receiver of insc right before it
is executed), where A € ALiAS; is an arbitrary abstract element, we have:

L6, pll = mpel) €y (T1(A)),
where { is a fresh location, and npe is a new instance of NullPointerException.

Proof. Letdom(r) = L U S contain local variables L and j > r stack elements S ={sg,...,8j_x,...,Sj-1},
where 7 is the number of parameters of method m,, (including this). Consider an arbitrary abstract element
A € Auas; and a state o = (o, ) = (||| vp—y ... 2 v :2null :s),u) € y:(A). Then, by Rule 3 from
Fig. 7, we have that dom(7’) = L U {sp}, and the resulting state o’ = (o’,u’) is such that for each a €
dom(7’)\{so}, 0’ (a) = p(a), p(so) = ¢, where € is a fresh location and ¢’ = u[€ — npe], where npe is a new
instance of NullPointerException. Hence, 07 = ({l || £), u[¢ — npe]). Moreover, according to RuLE #19,

A = {E € A,- | noStackElements(E)} if r # 4
" e ifr =4

We must prove that o € yp (I1(A)), i.e., (Definition 19) that
foreach 0 < r<i and every E € A, [E]lo” = [v,]o".
Let E,. € A, for an arbitrary 0 < r < 5. We distinguish the following cases:
— If r+ 1 then E € A, and, by hypothesis,

[EXpo, 1) = p(vr) = p’(vr).

Moreover, noStackElements(E) entails variables(E) € dom(7’), hence for every v € variables(E),
0’ (v) = p(v). Then, by Corollary 1, we have:

[EW . 1) = [EXp, 1) = p’ ().

The only difference between u and i’ is object o associated to a fresh location, which is not reachable
from any other location. Therefore, u and p’ behave like they were the same memory. Hence, for every
Ee€Ey,
[EXK', 1"y = [EIp", 1) = p (vr).
— If r = i then A}, = @, and therefore VE € A,.[EI{p’, 1) = p’(vy,) trivially holds.

Therefore, ({1 || £), ul€ > npel) = o7 € yo (II(A)). o
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Fig. 16 Arcs going into the node corresponding to insy .

B.3.4 Soundness of Parameter Passing Arcs

‘We show that the propagation rules of the parameter passing arcs are sound. Namely, this rule soundly ap-
proximates the behavior of the makescope function. Lemma 13 shows that this property actually holds.

Lemma 13 The propagation rule RuLe #21 introduced by Definition 24 is sound. More precisely, consider
a parameter passing arc from a method invocation ins¢ = call my ... my, to the first bytecode of a callee
my,, for some w € [1..k], and its propagation rule I1. Assume that ins ¢ has static type information T at its
beginning and that T’ is the static type information at the beginning of m,,. Then, for every A € ALIAS; we
have:

(makescope mu,)(y-(A)) C yr (T1(A))

Proof. Letdom(r) = LU S contains local variables L and j > & stack elements S = {sp,..., 8j_z,...,8j-1},
where 7 is the number of parameters of method m; (including this). Then, dom(t’) = {l,..., L—1}. We
choose an arbitrary abstract element A = (Ag,...,A,_1) € AuiAs;, an arbitrary state o/ = (o’,u') €

(makescope m;)(y-(A)), and we show that 0" € y.-(IT(A)) i.e., (Definition 19) that
for each 0<r<n’ and every E € A, [E]o” = [v-]o”.

Note that, by the choice of ¢”, there exists o = {p, u) € y(A) such that o’ = ins(c") and such that, for each
0<r<n andevery E € A, [Elo = [v-]lo = p(vy).

According to Rute #21, IT({Ao, . .., An-1)) = (A, ..., Al ), where for each 0<r <z, Al = @. Then,
for each 7, VE € A, = @".[EI{o’, i) = p’(v,) trivially holds. m]

B.3.5 Soundness of Return and Side-Effects Arcs at Non-Exceptional Ends

We show that the propagation rules related to the return and side-effects arcs of an ACG are sound at non-
exceptional end of a method or a constructor. Namely, in the case of a non-void method, the propagation
rule of the return value arc enriches the resulting approximation of the definite aliasing information imme-
diately after the call to that method by adding all those aliasing expressions that the returned value might
correspond to. On the other hand, that method might modify the initial memory from which the method has
been executed. These modifications must be captured by the propagation rules of the side-effects arcs. The
approximation of the property of interest after the call to the method is, therefore, determined as the join
(L) of the approximations obtained from the propagation rules of the return value and the side-effects arcs,
and it is sound, as Lemma 14 shows. Lemma 15 handles the case of a void method, and therefore only the
corresponding side-effects arc is considered there.

Lemma 14 The propagation rules RUuLE #22 and RuLe #23 introduced by Definitions 29 and 30 are sound
at a non-void method return. Namely, let w € [1..n] and consider a return value and a side-effect arc from

and E = ’ exit@my, ‘ to a node Q = and their propagation rules IT*?* and
IT"?3 respectively. We depict this situation in Fig. 16. Let T, T, and T be the static type information at C,

Q and E, respectively, and let d be the denotation of my,, i.e., a partial function from a state at its beginning
to the corresponding state at its end. Then, for every A € ALias;, and R € ALias.,, we have:

nodes G = |call my ... m,

d((makescope muy)(yr,(A) N Er, C yr, IT?2(A, R)UIT*™ (A, R)).

Proof. In the following we assume: dom(r) = L, USy,, where he{C, E, N}; dom(zp,) = {vo, ..., Uz -1},
where v, = . when 0 < r <|Ly| and v = sz, | when |Ly| < 7 <|r4[; 7 is the number of parameters of
method m, |[tr¢|—n=|Lol, Itn|l=lrel—n+ 1, Ly=Lc and Sg = Sy = {so}.

Consider two abstract elements: A = (Ao, ..., Arcl-ns-- > Argl-1) € Arg and R = (Ro,...,Rirpy-1) €
A, two concrete states corresponding to these abstract elements ¢ = (pc.uc) € Vr(A) and o =
(PE.UE) € Vi (R) and state oy = {on,un) = d((makescope my,)(o ¢)) N Zry . These states have to
satisfy the following conditions imposed by Definition 11:
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1. forevery O<r<|r¢g|—m, pn(vr) = pc(vy);
2. pN(Urel-n) = PE(Urgl-1)s
3. UN =uE.

Moreover, since o ¢ € yr-(A), and o g € y;;(A), by Definition 19, the following condition holds:
V0<r<|ry|.YE € Ar.[Elor = pp(vy), (18)

where h €{C, E}. Let us show that oy € y;,(A"), where A" = IT*2(A, R) U IT*(A, R), i.e., that Equa-
tion 18 also holds for b= N. By Definitions 18 and 20, we have IT*?2(A, R)UIT* (A, R) = (A, ..., A\,Tc\—ﬂ>’
where A’. are defined as follows:

(E € A, | safeExecution(E, ins..)} ifr<ifrel-n
X

Al =< {E=RIEo,...,Ex1/b,..., z_1]IR€E Rirpi-1 A safeReturn(R, m,,) A safeAlias(E, A,ins.)}
U {E = Eg.m(Ey,...,E;_1) | safeAlias(E, A,ins.)} ifr=|rg|-n

Y

where maps noParameters, safeExecution, safeAlias and safeReturn are introduced in Definitions 25, 26,
27 and 28 respectively.

Let E € A, for an arbitrary 0 <7 <|r¢| — 7 and let us show that [E]loc x = pn(v,). We distinguish the
following cases:

— if r # |t¢| — 7, then E € A, and safeExecution(E, ins ) hold. It entails:
1. E € A, and therefore, by hypothesis (18),

[Eloc,uc) =pc(ur);
2. noParameters(E) holds, and therefore variables(E) S{w, ..., Vr|-z-1} Sdom(r ), which entails

EcE

TN

3. —canBeAffected(E, ins¢), i.e., execution of ins cannot affect evaluations of E, and therefore

[EXon,un) = [Eloc,uc)-

Therefore,
[Elon,un) = [Elpc,uc) = po(vr).

— if r = |t ¢|—n, we distinguish two cases. In the first case, E € X, and therefore it has the following form:
E = R[Eo,....Ex-1/lp,. .., lx-1], where R € Ry, safeReturn(R, m,,) and safeAlias(E, A,ins¢)
hold. According to Definition 27, the latter entails:

1. for each 0 < k <, noParameters(Ey,) holds, thus variables(Ex) € {v, . . ., Vrgl-n-1} S dOM(Ty),
which entails
Ey € ETN;

2. foreach 0<k<m, B € Ajr|-n+k» and therefore, by hypothesis (18),

[Exloc ) = pc(Vrgl-n+k)s

3. for each 0 < k < x, ~canBeAffected(Ey, ins¢) holds, i.e., execution of ins¢ cannot affect evalua-
tions of Ej, and therefore

[Exlon,.un> = [ExlKpc,uc);

no evaluation of E (hence of Ey, ..., E;_1, R) might modify

any field that might be read by E (hence by Ey,...,E,_1,R)
or any element of an array of type t[ ] when E (hence Eo,...,E;—1,R)
might read an element of an array of type t'[ ] where t' € compatible(t).

19)

In other words, any evaluation of one of these expressions does not affect the value of any other of
these expressions.
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Since R € R -1, by hypothesis (18) and by Definition 11,
[RIKpEu1E) = pPEWrg-1) = PN (Urgl-n)-

Moreover, according to Definition 28, safeReturn(R, m,, ) entails that variables(R) C {, ..., l;—1}, i.e.,
every variable occurring in R corresponds to a formal parameter of m,,, and for each [}, € variables(R),
l;; is not modified by m,,, and therefore it has the same value at the beginning and at the end of execution
of my,. Since formal parameter I at E corresponds to the actual parameter v |+ at C', we obtain that
for every [;, € variables(R),

pEK) = pc(WVrpl+k)-

Evaluation of a variable [, occurring in Rin {(pg, 1 g) gives
[kl 0r 1) = el 1) = Pr(k) fuN)-

It is worth noting that the resulting memory does not change. On the other hand, evaluation of an alias
expression Ei, € Az zik Of U sk at Cin (o, i) might update the memory:

[Exl*on, un) = ((ExIpc, 1), y) [since ~canBeAffected(E,ins ) holds]
= {pc(spri)sy) [by hypothesis (18)]
= e, 1) [since safeReturn(R, m,,) holds]

Therefore, Ey in (o, un) and I, in (pg, g have the same value, but the resulting memory might be
different. Nevertheless, (19) guarantees that of any Eo, ...,E;—1,Rin {opn, :“,N> produces the same value
which would be obtained if that expression were evaluated in (o, N ), since iy, and uy might differ
only on the fields and array elements that are not read by these expressions. Therefore, the results of these
evaluations are pg (), ..., pE(l;—1) respectively and evaluation of E = R[Ey,...,Ez—1/l,..., 1] in
{(pN,uN) gives the same value as the evaluation of R in (o g, ). That value is

PEWrp1-1) = PN (Vg |-n)-

In the second case, E € Y, and E = Eg.m(Ey,..., E;_1), where safeAlias(E, A, ins¢) holds. The latter

entails:
1. for each 0 < k <, noParameters(Ey) holds, thus variables(E) S {v, - . ., Vro|-z-1} € dOom(Ty),

which entails E;, € Er, . Hence, E € B ;
2. foreachO<k<m Ej € A\Tc\—lr+k7 and therefore, by hypothesis (18),

[Exoc,uc) = pc(Vrol-ntk)s

3. for each 0 < k <&, =canBeAffected(Ey, ins¢), i.e., execution of ins¢ cannot affect evaluations of
E, and therefore
[Exon, un) = [ExIpc. e
4. Analogously to (19), any evaluation of one of these expressions does not affect the value of any

other of these expressions;
Statements 2, 3 and 4 above take us to the following conclusions:

[0 1e) = oo Wrpl-n)He) /Jc,/loc and,u?v agree on
[Eol*oc,uc) = (o (Vrgl-n)s 1% all fields and all array elements
[Eol" (o, un) = (0 (Vrgl-n)s 4y ) that might be read by Eo, ..., Eq1,m

[Ez-1 ]]*(Pc,llzgz) = pcWrol-D 5" all fields and all array elements

[vec-11 0 ue) = e (Weel-1)s o) } He, #g " and y7; ! agree on
[[E,,_l]]*(pN,u’}\fz) = (pc(mrc\fl),ﬂ’}\fl) that might be read by E, ...,Ez—1,m

These facts imply that the evaluations of v, |-z M(Vrgl-zt1s- -+ Urpl-1) in (oo, uc) and of E =
Eo.m(Ey,...,Ex—1) in {on,un) give the same value: namely, we execute method m on the object

1@ (Uregi-n)) = Wi ' (0¢ (Vg o)) With parameters p ¢ (Ve gj-r+1)s - - - » PC (U o|-1) ON memories i
and p; ! which agree on all the fields and all the array elements that might be read by m.. Therefore, they
will return the same value, and that value is, by Definition 11, memorized in p g (vr|-1) = PN (Vi g|-n)-

Hence,
[Eon,un) = [ENoc,1c) = oN (W gl-n)-
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Lemma 15 The propagation rule RuLE #23 introduced by Definition 30 is sound at a void method return.
Namely, let w € [1..n] and consider a side-effect arc from nodes C = ’ call my...m, ‘and E= ‘ exit@m,, ‘m

a node Q = | ins, |and its propagation rule IT*23. We depict this situation in Fig. 16, where the return value

arc with the propagation rule #22 is omitted. Let 7., T4 and T, be the static type information at C, Q and
E, respectively, and let d be the denotation of my,, i.e., a partial function from a state at its beginning to the
corresponding state at its end. Then, for every A € ALias;, and R € Arias;_, we have:

d((makescope ma)(yr,(A) N Er, C yr, IT (A, R)).

Proof. The proof of this lemma is analogous to the case r # |t | — 7 of the proof of Lemma 14. ]

B.3.6 Soundness of Side-Effects and Exceptional Arcs at Exceptional Ends

This paragraph deals with the exceptional executions of the methods. Namely, the approximation of the
definite aliasing information at the catch which captures the exceptional states of the method we are interested
in, has to be affected by all possible modifications of the initial memory due to the side-effects of the method.
This is the task of the propagation rules of the side-effects arcs. On the other hand, the final approximation of
the definite expression aliasing property at the point of interest (catch) has to be affected by the exceptions
raised by the method when it is invoked on null. As in the previous case, the approximation of the definite
expression aliasing information is determined as the join (LI) of the two approximations mentioned above,
and Lemma 16 shows that it is correct.

Lemma 16 The propagation rules RuLE #19 and RuLe #23 introduced by Definitions 23 and 30 s are
sound when a method throws an exception. Namely, given nodes Q = |catch | C = | call m;...m, | and

E = for a suitable w € [1..n], consider an exceptional arc from C to Q and a side-effect

arc from C and E to Q, with their propagation rules IT*'° and IT*?3, respectively. We depict this situation
in Fig. 17. Let 1., T4 and . be the static type information at C, Q and E, respectively, and let d be the
denotation of my,, i.e., a partial function from a state at its beginning to the corresponding state at its end.
Then, for every A € ALias;, and R € ALiAs,, we have:

d((makescope my,)(yr () N EZ, € ¥e, (T (A) LT (A, R)).

Proof. In the following we assume: dom(r,) = L USy,, where he{C, E, N}; dom(zp,) = {vo, ..., Uy -1},
where v, = I, when 0 <7 <|Ly| and v = s,,| when |Lj| <7 <|r4]; 7 is the number of parameters of
method m, |r¢| —n>|Leol, Itnl=ltrc|—-n+ 1, Ly=Lc and Sg = Sy = {sp}.

Consider two abstract elements: A = (Ao, ..., Ar-ns-- > Argl-1) € Arg and R = (Ro,...,Riry-1) €
A, two concrete states corresponding to these abstract elements ¢ = (pc.uc) € Vr(A) and o =
(PE-ME) € Yrp(R) and a state oy = {pn,un) = d((makescope m.,)(o¢)) N ETN. These states have to
satisfy the following conditions imposed by Definition 11:

1. forevery O<r<|rc|—m, pn(vr) = pc(vr);
2. pNWrgl-n) = PEWrgl-1);
3. UN = UE.

Moreover, since ¢ € yr,(A), and o g € Y-, (A), by Definition 19, the following condition holds:

Y0<r<|rp|.YE € Ar.[Ellon = pn(vr), (20)

(Ao, -+, A1)

Fig. 17 Arcs going into the node corresponding to catch.
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where h € {C, E}. Let us show that oy € ) (A"), where A’ = 9 (A)UIT* (A, R), i.e., that Equation 20
also holds for h = N. By Definitions 18 and 20, we have I7#1°(A) U IT*3(A, R) = (Al,,..., A/ ), where

ltnl-m
A’. are defined as follows:

A = {E € A, | noStackElements(E) A ~canBeAffected(E,ins¢)} if r <|r¢l-n
" e ifr=lrol-n

where noStackElements(E) is true if and only if variables(E)NS¢ = @, i.e., if E contains no stack elements.
Let E€ A, for an arbitrary 0 < r <|r¢| — 7 and let us show that [E]lcny = pn(v,). We distinguish the
following cases:

— if r<|r¢| — x, then E satisfies the following conditions:
1. noStackElements(E) holds, and therefore variables(E) € Lo = Ly € dom(ry), which entails
Ee€Ery;
2. E € A,, and therefore, by hypothesis (20),

[Eloc,uc) =pc(vr);
3. —canBeAffected(E,ins¢), i.e., execution of ins o cannot affect evaluations of E, and therefore

[Elon,un) = [Elpc,uc)-

Therefore,
[Elon,un) = [Elpc,uc) = pc(ur).
- if r = |r¢| - m, then A} = @ and therefore YE € A’y .[El0’, ') = p’(vy) trivially holds.

B.3.7 Theorem 2 from Section 4.4

ins [— l_’_‘

Let (barsmainy Il €) =" { || o) :: a be the execution of our operational semantics, from the

rest |— an

block bsrgmainy starting with the first bytecode instruction of method main, insp, and an initial state & € 2z,
(containing no aliasing information), to a bytecode instruction ins and assume that this execution leads to
a state o € 27, where 79 and 7 are the static type information at insy and ins, respectively. Moreover, let
A € Auias; be the reachability approximation at ins, as computed by our reachability analysis starting from
Ap. Then, o € y;(A) holds.

Proof. The blocks in the configurations of an activation stack, but the topmost, cannot be empty and with
no successor. This is because the configurations are only stacked by rule (2) of Fig. 7 and if rest is empty
there, then m > 1 or otherwise, the code ends with a call bytecode with no return, which is illegal in Java
bytecode [22].

We proceed by induction on the length n of the execution

ns |- b

(bﬁrst(main) &) =" | oy a.

rest |— bm

Base case: If n = 0, the execution is just {bfs(main) || €). In this case, 7o = 71 and Ag = A} = T, hence
o=¢e€ ')’TO(AO) = '}’TI(AI) = yTQ(TTo) = Z‘rn-
Inductive step: Assume now that the thesis holds for any such execution of length £ < n. Consider an

ins, |- %

execution (Brgmainy Il €) =" ¢ 00| e

Il og) i ag, with ins,(coy) defined. This execution must

N——
bq
have the form

bp
—

) b
ins, | .71

(Ofirst(main) | £) =™ ( llop) i ap =" (by 1) =2 ag @D

rext,, — b’ ,
m
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with 0 < n,, < n, that s, it must have a strict prefix of length n,, whose final activation stack has the topmost
configuration with a non-empty block b,,. Let such n, be maximal. Given a bytecode ins,, let 7, and A
be the static type information and the approximation of the property of interest at the ACG node
respectively. By inductive hypothesis we know that o, € yr,(Ap) and we show that also oy € y7, (A,
holds. We distinguish on the basis of the rule of the operational semantics that is applied at the beginning of
the derivation =™*!=" in Equation 21.

Rule (1). Then ins, (o) is defined and ins, is not a call.

case a: ins,, is not a return nor a throw

If rest, is non-empty then, by the maximality of n,, (21) must be

ins, |_, by .
N Ins, .
<bﬁrst(main) &) =" Ins, ol Up) o ap(])< ol ol msp(o'p» Loap
rest, — bm = resty |- by —— ~——
——— oq aq
[——
bg
bp

Otherwise m’ > 1 must hold (legal Java bytecode can only end with a return or a throw «) and, by the
maximality of n,, it must be the case that b, = b;b for a suitable 1 < h < m/, so that (21) must have the form

"
- — 1

Grsmany 116) =" (ins, |7} llop)iiay
~ 2 ’"L’

bp

(o8
q aq

b’ —_——
— 1 8 —
W (o) N =g

©)  (bg llog) :: aq.

In both cases, the ACG contains either a sequential or an exceptional arc from to and A, =

II(Ap), where [T is the propagation rule of the arc. We have:
5, 20¢= insp(op)
€ insp(yr,(Ap)) N Er,  [By hypothesis and pointwise extension of insy]
Y2,(11(Ap)) = yr,(Ag) [By Lemmas 9 and 11].

N

case b: ins,, is a returnt

We show the case when t # void, since the other case is simpler (there is no return value to consider).
Then rest,, is empty and m’ = 0 (no code is executed after a return in legal Java bytecode, but the method
terminates) and since ins;, (07p) € Z' (definition of returnt), (21) must be in one of these two forms, depending
on the emptiness of block b in Rule (4):

call-time
et e
(bfirsrcmainy I &) =™ (| returnt ||| Iy I 2 8p), pup)) it Cbg 1 KKle I Se)spe)) it aq
——
b ap ap

p 22)
a (D 1<y 1| 83y pp)) 2 (bg 1 Klle I Sedspaed) i aq

e e
@ (b 1 et se)upd) i aq

or .
call-time

"
Grsmaim 1€) =" (retornt [11 11238000 3 70 Gl sedupae) s g
—_——— m/

bP

Ip

ap

Y
Qi nan = S e sope) = ag

U=

— b/
) (D et s s ag

(:;,6) <bq et SC>’ﬂp>> Qg
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where, in the latter case, by maximality of n,, we have by = b; for a suitable 1 < h < m’. We only prove the
case for (22), the other being similar. Consider the configuration call-time. Since only Rule (2) can stack
configurations, call-time was the topmost one when a call was executed and, for a suitable | < w < n,
(22) must have the form

<bﬁrst(main) “ §>

calmy...m,

=" e Il vjmr 2o v e W), )Y o ag
Oc

Q@ (bfirstma) 1| {Lvj—r - w1 ] | €),pe)) 2 ap

=7l (b, oy i ap

@ {1 1m0

@ (bg llog) == aq,

where j is the number of stack elements before ins. = call m; ... mq is executed, 7 is the number of param-
eters of method m, bfys(m,,) is the block where the implementation of m,, starts and the rules in the portion
=™ """ never make the stack lower than at the beginning of that portion. Moreover, only in this proof we
slightly abuse notation and use %, . .., v;_1 to denote the values of variables v, ..., vj_1 in 0.

Consider ¢ = ((l¢ [l vj-1 ... 2 vjg ... it vo) ey and o = (I || £ 2 Sp), ptp). By inductive hy-
pothesis for n. and n, we know that o € y; (Ac;)and oy, € y7, (Ap). Leto. = return t(op) = ((p || t), up).
Then, the ACG contains a final arc from to| exit@rn,,:t |, for asuitable 1 < w < n,and A, = I1(Ap),
where /7 is the propagation rule of the arc. The following relations hold

o = returnt(op)
€ return {(yr, (Ap)) [By hypothesis and monotonicity of return]
< Y7, (H(Ap)) = Vrg(Ae) [By Lemma 10].

In this case there are two 2 — 1 arcs (a return value and a side-effect arc) going into | ins, | (see Fig. 16),
and A. and A, represent the correct approximations of the property of interest at the sources of these arcs.
Let Ay = IRV (A, AoUITSE (A, A.), where ITRV and ITSE are the propagation rules of the return value
and side-effect arcs respectively. We have

Er, 3 0q = d((makescope my)(oc))

d((makescope my,)(yr,(Ac))) N E, [By hypothesis and
monotonicity of d]

C ¥r, UTRV (Ae, A)UITSE(A,, A,))  [By Lemma 14]

= Y14 (Ag).

m

case c: ins,, is a throw

If rest,, is empty and m’ > 0, the execution (21) must have the form

b
e 1
<bﬁrst(main) &) =" ( throw N b' 1 p Il ez sp)ppd) it ap
m’ N — e

b, (Tp
’ (Tq
o el
= sy T le)up)) ::ap

m’
aq

© (byllogy="ap

where, by maximality of n,, we have by = bj for asuitable 1 < h < m’. If rest;, is non-empty, the execution
(21) must have the form

throw« | _, b,
(Oprsumainy 11 §) =" ¢ cateh | oo Wy Il e 22 8p). pp)) =2 ap
res[q m N— e’
N———— P
bP
bq
—_— b Tq aq
—_————
1) catch |— 71 M astan
OO e e N
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since catch is the only bytecode whose semantics can be defined on the exceptional state o4 € g’rq. In both

these cases, by inductive hypothesis we have o) € yr,(Ap), the ACG contains an exceptional arc from
to , and A, = I1(A,), where IT is the propagation rule of the arc. We have

;q > 0y = throw k(o p)
€ throw k(yz,(Ap) N E t [By hypothesis and monotonicity of throw]
< VTQ(H(A]))) = qu(Aq) [By Lemma 11].

If rest, is empty and m’ = 0, the execution (21) must have one of these two forms, depending on the
emptiness of block b in Rule (5):

call-time

(Bfirse(mainy 11 §) =" (| throw k| (Kl [ € 2 8p), pp)) 22 (bg | e 1Sc),ped) 2 ag
| ——
b

Q (D I lp I €D )y 2 Cbg Il KKle 1'Seds pred) =2 ag

q

op ap

(23)

o
D (o I W N Doty .

or
call-time

b
(bfirsi(mainy | €) =™ (| throw« [ [ {Ip [l € 22 8p), up)) <D—> W 1Kl lsedspe)) it aq

] ~
bp 4 o
— b/
O e = [0 e Nsomey = ag
b ———
O 5y el enm) ag

O)bg [l og) 2 ag
where, by maximality of n;,, we have b, = b; for a suitable 1 < h < m’. We only prove (23), the other being

similar. Consider configuration call-time. Since only Rule (2) can stack configurations, it was the tompost
one when the call was executed and (23) must have the form

call my...my, b e
(Dfirst(mainy I €) =" ( ins, HaV Il vjr v i U), fe)) i ag
rest, m
@(bﬁrxt(mm) Fvj—r 2o vima LI € pgd) 2 Cbg 1 Klg 1l Sg)stg)) it aq

=mwneTl(h, oy i ap
@D Iy 1| €, p1p)) == ap
g)(bq [[og):: aq,

where j is the number of stack elements before ins. = call m1 ... mq is executed, 7 is the number of param-
eters of method m, bfrgi(m,,) is the block where the implementation of m,, starts and the rules in the portion
=" ~"~1 never make the stack lower than at the beginning of that portion. We recall that, only in this proof,
we slightly abuse notation and use vy, ..., v;—| to denote the values of variables v, ..., v in o¢. By the
semantics of Java bytecode, since o, € Z, the only possibility for ins, is to be a catch.

Consider ¢ = ({lc || vj—1 ...t vz ... mv), pe) and oy = (I || € :2 8p), 1y ). By inductive hy-
pothesis for n. and n, we know that o € y; (A;)and o), € yTp(Ap). Letoe = throw k(op) = {lp || €), up)-
Then, the ACG contains a final arc from | throw « | to | exit@m,,:t |, for a suitable 1 < w < n, A, = [1(Ap),
where /7 is the propagation rule #13 (Definition 20), and the Tollowing relations hold

o = throw t(op)
€ throw t(yz, (Ap)) [By hypothesis and monotonicity of throw]
C v, (II(Ap)) = y7,(Ae)  [By Lemma 10].
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In this case there are two arcs (a side-effect and an exceptional arc) going into (see Fig. 17), and
A, and A, represent the correct approximations of the property of interest at the sources of these arcs. Let
A = TP (A UITSE(A,, A.), where ITF and IT5F are the propagation rules of the exceptional and the

side-effects arcs respectively. We have

E_ 304 = d((makescope my,)(0c))
€ d((makescope my)(yr, (Ac))) N :Trq [By hypothesis and
monotonicity of d]

€ yr, TP (A)UITSE(A,, Ae)) = yr,(Ag)  [By Lemma 16].

Tq

Rule (2). By definition of makescope, (21) must have the form

y
— 1
Grsmaim 1€) =" (eall mrcoma [ 8 W oo s vpen s wh ) gy

N ——
by e
bq Tq
—_——
Q@ (prsime | C0j=r 2o w1 1€ ptp))  ag,

where j is the number of stack elements before call m; ... m, is executed, 7 is the number of parameters of
method m and bggi(m,,) is the block where the implementation of m,, starts. In this case, the ACG contains
a parameter passing arc from| call m ... m, |to| first(m,,) |, where first(m,,) is the first instruction of m,, for

a suitable w € [1.n] and A, = ), where IT1s the propagation rule of the arc. We have
0 ¢ = makescope(cp)
€ makescope(yz,(Ap)) [By hypothesis and monotonicity of makescope]
C ¥r,(I(Ap)) = y7,(Ag)  [By Lemma 13].

Rule (3). Let ¢ and j be the number of local variables and stack elements before ins;,, = call m; ... my is
executed and 7 be the number of parameters of methods m,,. In this case, (21) must have the form

<bﬁrst(main) || ‘f)

n, callmy...m, [ L . .. . . .
=" rest, Ly 1€y Tvjor it i Vg inull oo vo), up))itap
m
S —— Tp
bp

Tq

bq
—=_,
Q) rest, |7 o 1y 10,1 mped) = ag

7

when rest,, is non-empty, while otherwise it has the form

<bﬁm(main) || f)

b
— 9
=" ( call m...m, N b’ [y T vj—1 s i Vg iUl oL o), up))itay

N ” m
.
P
bP

Tq

b
G 5o 1y 10,mp1¢ o nped) : a

— b,
m'

OXby [l og) == aq

where, by maximality of n,,, we have by = b} for a suitable 1 < h < m’. In both cases, the ACG contains an
exceptional arc from to , and A, = 71(Ap), where I7 is the propagation rule of the arc. We have

w
S
=
|

= d((makescope my,)(0p)) N gTq
Y, AI(Ap)) = yr,(Ag) [By Lemma 12].
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